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editor’s letter

is moore’s Party over?
The retirement of the U.S. space shuttle fleet 
brought a Wall Street Journal columnist to 
lament that “Mankind Nears the End of the 
Age of Speed.” The article also mentioned 

the retirements of the supersonic Con-
corde and the SR-71 Blackbird spy plane, 
as well as Boeing’s abandonment of its 
concept airliner, the Sonic Cruiser. “The 
human race is slowing down,” com-
plained the author.

Reading that article made me pause 
to reflect on the slowdown of computing. 
For almost 50 years we have been riding 
Moore’s Law’s exponential curve. Oh, 
what a ride it has been! No other technol-
ogy has ever improved at a geometric rate 
for decades. It has been nothing short of 
a wild party. But exponential trends al-
ways slow down eventually, and the end 
of “Moore’s Party” may be near.

I am not betting here against 
“Moore’s Law.” Such a bet is a well-
known sucker bet. But Moore’s Law 
is often “over-stood.” One often reads 
how Moore’s Law predicts the ongo-
ing improvement in microprocessor 
speed or performance. But Moore’s 
Law says nothing about speed or per-
formance; Moore’s 1965 paper was 
strictly about the exponential increase 
in transistor density on a chip. How can 
increased transistor density be translat-
ed to improved compute performance? 
After all, it has really been the improve-
ment in performance that has changed 
the world around us dramatically since 
the beginning of the computer age. In-
deed, over the past 50 years the comput-
er industry faced a dual challenge. First, 
it had to keep marching to the drum 
of Moore’s Law, which turned from an 
astute observation to a self-fulfilling 
prophecy. Second, it had to translate 
an increase in transistor density to an 
increase in compute performance.

This translation was accomplished 
in two ways. First, Moore’s Law is un-
derlain by the continued scaling down 
of transistor size, postulated by IBM 
researchers in 1974. This enabled tran-
sistors to be switched faster and faster, 
increasing microprocessor frequency. 
Second, and crucially important, has 
been the ability of computer architects 
to harness the power of transistor par-
allelism to speed up the execution of 
sequential programs by using bit-level 
and inter-instruction parallelism.

This unstoppable march hit a wall in 
May 2004, when Intel canceled its Tejas 
and Jayhawk microprocessor projects 
because of heat problems caused by 
high power consumption. Thus, just as 
the world economy is struggling with 
the energy crisis, the computer indus-
try is struggling with its own energy 
crisis. Dealing with this crisis has been 
the major challenge for the industry 
for the last few years. A July 2008 Com-
munications’ article by Mark Oskin en-
titled “The Revolution Inside the Box” 
pointed out that the performance curve 
of microprocessors almost flattened in 
2004, and concluded, “No longer is the 
road ahead clear for microprocessors.” 
A May 2011 article “The Future of Mi-
croprocessors,” by Shekhar Borkar and 
Andrew Chien, declared that “Energy 
efficiency is the new fundamental lim-
iter of processor performance,” and 
asserted that “Moore’s Law continues 
but demands radical changes in archi-
tecture and software.”

There are those, however, who ar-
gue that neither architecture nor soft-
ware can be the solution. Provocatively 

titled “Dark Silicon and the End of 
Multicore Scaling,” an ISCA’11 paper 
by H. Esmaeilzadeh et al. argues that 
energy is the fundamental barrier. Ul-
timately, improved performance re-
quires more transistors to work faster 
in parallel, consuming more and more 
power. The paper predicts that as we 
continue to increase transistor density 
on a chip, an increased fraction of these 
transistors will have to be powered 
down and stay “dark.” This means that 
even for highly parallel workloads we 
may see performance improvements 
lower than 20% per product generation.

While these predictions are a matter 
of ongoing debate, it is not too early, I 
believe, to start reflecting on their im-
plications. For decades, the IT indus-
try’s business model has been predicat-
ed on double-digit annual performance 
improvements. I believe the next trend, 
which has already begun, is the com-
moditization of compute cycles. This 
will put inexorable pressure on profit 
margins of hardware vendors, bringing 
tremendous change to the computer 
industry, but it will make computing 
cheaper and more ubiquitous. The ex-
plosion of mobile devices, faced with 
their own energy challenges, is evi-
dence of the force of this trend.

Peering further into the future, 
new physical phenomena, such as gra-
phene and plasmonics, will replace 
today’s dominant CMOS technology, 
unleashing a new age of compute-per-
formance improvements. Remind me 
to write about this in 2020!

Moshe Y. Vardi, eDIToR-In-CHIeF

DOI:10.1145/2018396.2018397  Moshe Y. Vardi
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letters to the editor

T
h e  C o m m i t t e e  o f  C o n -
cerned Scientists, the Amer-
ican Association for the 
Advancement of Science hu-
man rights and science pro-

gram, and Scholars at Risk are deeply 
concerned over the fate of Masaud Jah-
romi, chairman of the Department of 
Computer Science and Engineering at 
Ahlia University in Bahrain. (Jahromi 
earned a Ph.D. in telecommunication 
networking from University of Kent at 
Canterbury in the U.K.) 

Scholars at Risk, an independent 
non-profit organization affiliated with 
New York University, has learned Jah-
romi was arrested and taken from his 
home at 2:30 a.m., April 14, 2011, and 
first held in Al Galaa Prison, then trans-
ferred to the Dry Dock Prison, where 
he has been detained since the end of 
April. 

Contacts in Bahrain familiar with 
Jahromi’s situation, as received by 
Scholars at Risk, report the police 
broke into Jahromi’s house, threat-
ened and harassed members of his 
family, confiscated the family’s lap-
tops, and beat Jahromi before taking 
him away to an undisclosed location. 
He was then denied access to his fam-
ily for more than a month. Reports also 
indicate Jahromi is not receiving medi-
cal treatment for serious, diagnosed 
conditions, including Hepatitis C. 

The nature of Jahromi’s arrest and 
subsequent detention without access 
to medical care and family suggests 
disregard for international standards 
of due process and fair trial and deten-
tion, as guaranteed in the Universal 
Declaration of Human Rights and the 
International Covenant on Civil and 
Political Rights, to which Bahrain has 
acceded. Taking into account reported 
arrests of scholars in Bahrain follow-
ing the pro-democracy protests in Feb-
ruary and March, Jahromi’s detention 
further suggests a wider attempt to 
intimidate intellectuals and limit aca-
demic freedom in Bahrain. 

The Committee of Concerned Sci-
entists (I am its Vice-Chair, Computer 
Science) urges Bahrain to uphold its 

obligations under international law 
with regard to Jahromi and intervene 
to ensure his well-being—including 
regular access to family, legal counsel 
of his choosing, and medical treat-
ment—pending his earliest release. 

I urge my ACM colleagues to join 
our effort in advocating Jahromi’s sci-
entific freedom and human rights. 
Please send letters of support to: 

His Highness Shaikh Khalifa Bin 
Salman Al Khalifa 
Prime Minister 
Ministry of Foreign Affairs 
P.O. Box 547,  
Manama, Kingdom of Bahrain 

For more on Jahromi and others to 
whom you may write, please see Schol-
ars at Risk http://scholarsatrisk.nyu.
edu/Education-Advocacy/Alerts-Schol-
ars-in-Prison.php 

Jack minker, College Park, Md 

for copyright, Require 
No Deliberate action 
Though I always find Pamela Samuel-
son’s “Legally Speaking” Viewpoints 
valuable and usually agree entirely, I 
found myself disagreeing strongly with 
“Too Many Copyrights?” (July 2011). 
Acquiring rights to one’s own creative 
works should not require any kind 
of deliberate action. Creative works 
should be automatically one’s own ex-
clusive property unless and until one 
deliberately waives or assigns those 
rights. Consider four examples of in-
justice that could result: 

Naive. Your child publishes some-
thing notable, perhaps a poem, short 
story, or painting, on a social network, 
blog, or school bulletin board, unaware 
of copyright, and makes no copyright 
claim. Someone else appropriates the 
work and makes money from it, per-
haps by including it in an anthology. 
Your child gets nothing and has no 
rights to the work. 

Lack of knowledge. A person in, say, 
rural Africa, writes and performs a 
world-class song or other piece of mu-

sic. Due to the norms of the local cul-
ture, such a person lacks awareness 
of even the notion of copyright and its 
worldwide legal implications, making 
no copyright claim. Someone else ap-
propriates the work and makes a sig-
nificant amount of money from it. The 
original composer/performer earns 
nothing and has no rights. Historical 
examples of such appropriation by col-
lectors and publishers include taking 
from composers and performers in 
rural North America from the 1920s to 
the 1960s. 

Ordinary human error. A person in 
the developed world, aware of copy-
right, nevertheless by accident fails 
to attach a proper copyright notice to 
a book, paper, or other artistic work. 
Again, someone else appropriates the 
work for profit, leaving the author/cre-
ator with no rights or benefit. 

Expectation of privacy. A person 
keeps a private diary or journal, and, 
intending to never let it see the light of 
day, does not include a copyright no-
tice, then loses the work, after which 
it ends up in the hands of a publisher 
who then publishes it for profit. Not 
only does the author have no rights or 
benefit, the author may be greatly em-
barrassed when the content goes pub-
lic, yet lacks recourse. 

Suppose I make a statue and place 
it on my front lawn. Must I include a 
claim of physical ownership? If I don’t, 
can you walk up and simply take it 
away? What if I don’t include a claim of 
intellectual ownership? Can you sim-
ply walk up and scan it with a 3D laser 
scanner, then make and sell bronze 
copies? How are the rights of physical 
and intellectual ownership different? 

Copyright to creative works should 
automatically reside with their cre-
ators, with no action required by them. 
The alternative creates asymmetry be-
tween those with power, money, or spe-
cial knowledge and those without. Do 
we really intend to give the sophisticat-
ed or unscrupulous (whether individu-
als or corporations) rights to appropri-
ate the creative works of others? 

James Prescott, Calgary, Canada 

Justice for Jahromi 
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letters�to�the�editor

Pamela Samuelson’s Viewpoint “Too 
Many Copyrights?” (July 2011), along 
with practically all other coverage of 
the subject of copyright, seems to be 
staring at the problem without actu-
ally seeing it. That problem isn’t the 
law but the concept that the protected 
rights of the creator and the invention 
itself are equivalent, linked commodi-
ties. 

Copyright is protection granted to 
the originator (whether a team or an 
individual) of a novel idea. The confu-
sion comes from two daisy-chain er-
rors: first, commoditizing copyright, 
so it can be bought and sold; and, sec-
ond, having commoditized a personal 
“right” so the legal system then treats 
it as a commodity, even though its ad-
vocates scream it penalizes the creator. 

We can’t have it both ways. 
People object to paying copyright/

patent fees that never (or trivially) 
trickle down to the actual originator 
and which is supposed to be the point 
of the law. Another problem is the add-
on protections, as in 70-year “lives” for 
patents and copyrights. I say let pro-
tection die with the creator. Why let it 
be used to line the pockets of corpora-
tions or descendants who haven’t cre-
ated anything? Moreover, rewarding 
people for mere proximity to genius is 
common but unconscionable. 

As for “corporate” copyrights or pat-
ents, since when did a company invent 
anything? If patents are not fungible 
assets, companies wouldn’t buy them, 
and the actual rewards would go to the 
real originators whose names appear 
on the patent’s bottom line. 

The argument that companies 
need copyright protection to remain 
competitive is specious. Companies 
provide an environment that supports 
creativity, allowing creative people 
to create neat stuff. Their alternative 
would be to simply not provide such 
an environment at all. The straw-man 
argument is that if I don’t do it, nobody 
will. The reality is that someone can 
always turn an advantage into a profit 
without the legal system paving the 
road for them with gold. 

Turning “protection” of intellectual 
property into something that can be 
sold is absurd. The original (presum-
ably novel) idea can certainly be sold 
and should be, but letting me sell you 
both my idea and my insulation from 

competition at the same time is the 
root of the problem. The idea is mine; 
how to make money with it is yours. If 
you can’t, don’t buy it. 

Corporations and lawyers have no 
business making a profit off protection 
granted to another person or persons 
with clever ideas. The original intent of 
copyright or patent protection was the 
creators get to pick who can recreate 
their innovations and under what con-
ditions. I see no evidence in the origi-
nal intent of copyrights or patents that 
the associated legal protection should 
follow with the idea itself. 

David Byrd, Arlington, vA 

author’s Response: 
Prescott assumes my proposal would 
hurt authors and artists who are ignorant 
of or fail to comply with formalities, 
such as registration of copyrights, but I 
was not suggesting that works should 
automatically end up in the public domain 
for noncompliance with formalities. 
Rather, works should be protected against 
commercial exploitations, even when their 
authors have not registered their works. 

It’s just that some rights and remedies 
should be available to those who have 
registered, and not to those who haven’t. 
Inventors don’t get automatic protection 
from patent law; they have to apply 

for protection, so why treat authors 
differently? Copyright regimes around the 
world have had formal requirements in the 
past, and some still do. 

Moreover, virtually every other property 
regime has formalities, too, such as 
registration of one’s car; people somehow 
adapt to them. 

Byrd raises questions about whether 
corporations are inventive and need 
intellectual property protection to remain 
competitive. There are surely uninventive 
companies, but research teams at Apple, 
IBM, and Microsoft, among others, have 
come up with significant innovations that 
have improved our lives. These companies 
rely on copyright to protect software 
as a means to recoup investments in 
developing programs, although they also 
rely on other intellectual property, such 
as trademarks and trade secrets, as well 
as on first-mover advantages. If other 
companies could just copy their programs 
and sell them in competition with their 
developers, it would be tough to recoup 
such investments. 

I say corporate copyrights are a net 
positive for society, as long as the scope of 
protection is not too extensive. 

Pamela samuelson, Berkeley, CA 

Communications welcomes your opinion. to submit a 
letter to the editor, please limit yourself to 500 words or 
less, and send to letters@cacm.acm.org.
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viewpoints�article
DOI: 10.1145/2018396.2018423

information seeking:  
convergence of search, 
Recommendations, and 
advertising
Hector Garcia-Molina, Georgia Koutrika, 
and Aditya Parameswaran

All of us are faced with a “deluge of data” 
in our workplaces and our homes: an 
ever-growing World Wide Web, digital 
books and magazines, photographs, 
blogs, tweets, email messages, databases, 
activity logs, sensor streams, online videos, 
movies and music, and so on. Thus, one 
of the fundamental problems in computer 
science has become even more critical 
today: how to identify objects satisfying 
a user’s information need. The goal is to 

present to the user only information that is 
of interest and relevance, at the right place 
and time.

At least three types of information-
providing mechanisms have been 
developed over the years to satisfy user 
information needs: A search mechanism 
takes as input a query that describes the 
current user interests; a recommendation 
mechanism typically does not use an 
explicit query but rather analyzes the user 
context and if available, a user profile; an 
advertisement mechanism is similar to 
a recommendation mechanism, except 
that  the objects presented to the user 
are commercial advertisements, and 
financial considerations play a central 
role in ranking.

The authors argue that these 
mechanisms are not that different 
to begin with, and designing these 
three mechanisms making use of this 

commonality could lead to significant 
benefits. All three mechanisms share the 
same common goal: matching a context 
(which may or may not include an explicit 
query) to a collection of information 
objects (ads, product descriptions, Web 
pages, and so forth). The way context 
can be described varies, but there is no 
fundamental reason why one object 
type needs to be associated with one 
mechanism type. Similarly, the way 
matches are determined and ranked  
varies, but again, there is no fundamental 
reason why approaches cannot be used 
across mechanisms.

After reviewing some of the key 
concepts that historically evolved 
for search, recommendations, and 
advertisement, the authors explain  
why they believe a convergence  
of these technologies would be more  
useful today than in the past. 

in the Virtual extension
To ensure the timely publication of articles, Communications created the Virtual Extension (VE) 
to expand the page limitations of the print edition by bringing readers the same high-quality 
articles in an online-only format. VE articles undergo the same rigorous review process as those  
in the print edition and are accepted for publication on merit. The following synopses are from 
articles now available in their entirety to ACM members via the Digital Library.
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to help computing professionals worldwide stay competitive in this dynamic community.  

ACM provides invaluable member benefits to help you advance your career and achieve success in your
chosen specialty. Our international presence continues to expand and we have extended our online

resources to serve needs that span all generations of computing practitioners, educators, researchers, and
students.  

ACM conferences, publications, educational efforts, recognition programs, digital resources, and diversity
initiatives are defining the computing profession and empowering the computing professional.

This year we are launching Tech Packs, integrated learning packages on current technical topics created and
reviewed by expert ACM members. The Tech Pack core is an annotated bibliography of resources from the
renowned ACM Digital Library – articles from journals, magazines, conference proceedings, Special Interest
Group newsletters, videos, etc. – and selections from our many online books and courses, as well an non- 
ACM resources where appropriate.

BY BECOMING AN ACM MEMBER YOU RECEIVE:

Timely access to relevant information
Communications of the ACM magazine •  ACM Tech Packs  •  TechNews email digest  •  Technical Interest Alerts 
and ACM Bulletins  •  ACM journals and magazines at member rates  •  full access to the acmqueue website for
practitioners  •  ACM SIG conference discounts  •  the optional ACM Digital Library
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Career & Job Center • The Learning Center • online books from Safari® featuring O’Reilly and Books24x7® •
online courses in multiple languages • virtual labs • e-mentoring services • CareerNews email digest • access to
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ACM’s worldwide network of more than 100,000 members ranges from students to seasoned professionals and
includes many renowned leaders in the field. ACM members get access to this network and the advantages that
come from their expertise to keep you at the forefront of the technology world.

Please take a moment to consider the value of an ACM membership for your career and your future in the
dynamic computing profession.

Sincerely,

Alain Chesnais

President
Association for Computing Machinery

CACM app_revised_02_02_11:Layout 1  2/2/11  11:58 AM  Page 1

ACM, Advancing Computing as
a Science and a Profession

Advancing Computing as a Science & Profession

Dear Colleague,

The power of computing technology continues to drive innovation to all corners of the globe,
bringingwith it opportunities for economic development and job growth. ACM is ideally positioned

to help computing professionals worldwide stay competitive in this dynamic community.

ACM provides invaluable member benefits to help you advance your career and achieve success in your
chosen specialty. Our international presence continues to expand and we have extended our online

resources to serve needs that span all generations of computing practitioners, educators, researchers, and
students.

ACM conferences, publications, educational efforts, recognition programs, digital resources, and diversity
initiatives are defining the computing profession and empowering the computing professional.

This year we are launchingTech Packs, integrated learning packages on current technical topics created and
reviewed by expert ACMmembers. The Tech Pack core is an annotated bibliography of resources from the
renowned ACMDigital Library – articles from journals, magazines, conference proceedings, Special Interest
Group newsletters, videos, etc. – and selections from ourmany online books and courses, as well an non-
ACM resources where appropriate.

BY BECOMING AN ACMMEMBERYOU RECEIVE:

Timely access to relevant information
Communications of the ACMmagazine • ACMTech Packs • TechNews email digest • Technical Interest Alerts and
ACM Bulletins • ACM journals and magazines at member rates • full access to the acmqueue website for practi-
tioners • ACM SIG conference discounts • the optional ACMDigital Library

Resources that will enhance your career and follow you to new positions
Career & Job Center • online books from Safari® featuring O’Reilly and Books24x7® • online courses in multiple
languages • virtual labs • e-mentoring services • CareerNews email digest • access to ACM’s 34 Special Interest
Groups • an acm.org email forwarding address with spam filtering

ACM’s worldwide network of more than 97,000 members ranges from students to seasoned professionals and
includesmany renowned leaders in the field. ACMmembers get access to this network and the advantages that
come from their expertise to keep you at the forefront of the technology world.

Please take a moment to consider the value of an ACM membership for your career and your future in the
dynamic computing profession.

Sincerely,

Alain Chesnais

President
Association for Computing Machinery

http://acm.org


Priority Code:  AD10

Online
http://www.acm.org/join

Phone
+1-800-342-6626 (US & Canada)

+1-212-626-0500 (Global)

Fax  
+1-212-944-1318

membership application &
digital library order form

PROFESSIONAL MEMBERSHIP:

o  ACM Professional Membership: $99 USD

o  ACM Professional Membership plus the ACM Digital Library: 

$198 USD ($99 dues + $99 DL)

o  ACM Digital Library: $99 USD (must be an ACM member)

STUDENT MEMBERSHIP:

o  ACM Student Membership: $19 USD

o  ACM Student Membership plus the ACM Digital Library:  $42 USD

o  ACM Student Membership PLUS Print CACM Magazine:  $42 USD

o  ACM Student Membership w/Digital Library PLUS Print 

CACM Magazine: $62 USD

choose one membership option:

Name

Address

City State/Province Postal code/Zip

Country E-mail address

Area code & Daytime phone Fax          Member number, if applicable

 Payment must accompany application. If paying by check or
money order, make payable to ACM, Inc. in US dollars or foreign
currency at current exchange rate.

o Visa/MasterCard o American Express o Check/money order

o Professional Member Dues ($99 or $198)         $ ______________________

o ACM Digital Library ($99)                                       $ ______________________

o Student Member Dues ($19, $42, or $62)         $ ______________________

Total Amount Due $ ______________________

Card # Expiration date

Signature

Professional membership dues include $40 toward a subscription 
to Communications of the ACM. Student membership dues include
$15 toward a subscription to XRDS. Member dues, subscriptions, 
and optional contributions are tax-deductible under certain 
circumstances. Please consult with your tax advisor.

payment:

RETURN COMPLETED APPLICATION TO:

All new ACM members will receive an 
ACM membership card.

For more information, please visit us at www.acm.org

Association for Computing Machinery, Inc.
General Post Office
P.O. Box 30777
New York, NY 10087-0777

Questions?  E-mail us at acmhelp@acm.org
Or call +1-800-342-6626 to speak to a live representative

Satisfaction Guaranteed!

Purposes of ACM
ACM is dedicated to:
1) advancing the art, science, engineering,  
and application of information technology
2) fostering the open interchange of 
information to serve both professionals and   
the public
3) promoting the highest professional and 
ethics standards

I agree with the Purposes of ACM:

Signature

ACM Code of Ethics:
http://www.acm.org/serving/ethics.html

You can join ACM in several easy ways:

Or, complete this application and return with payment via postal mail

Special rates for residents of developing countries:
http://www.acm.org/membership/L2-3/

Special rates for members of sister societies:
http://www.acm.org/membership/dues.html

Advancing Computing as a Science & Profession

Please print clearly

CACM app_revised_02_02_11:Layout 1  2/2/11  11:58 AM  Page 2

ACM, Advancing Computing as
a Science and a Profession

Advancing Computing as a Science & Profession

Dear Colleague,

The power of computing technology continues to drive innovation to all corners of the globe,
bringingwith it opportunities for economic development and job growth. ACM is ideally positioned

to help computing professionals worldwide stay competitive in this dynamic community.

ACM provides invaluable member benefits to help you advance your career and achieve success in your
chosen specialty. Our international presence continues to expand and we have extended our online

resources to serve needs that span all generations of computing practitioners, educators, researchers, and
students.

ACM conferences, publications, educational efforts, recognition programs, digital resources, and diversity
initiatives are defining the computing profession and empowering the computing professional.

This year we are launchingTech Packs, integrated learning packages on current technical topics created and
reviewed by expert ACMmembers. The Tech Pack core is an annotated bibliography of resources from the
renowned ACMDigital Library – articles from journals, magazines, conference proceedings, Special Interest
Group newsletters, videos, etc. – and selections from ourmany online books and courses, as well an non-
ACM resources where appropriate.

BY BECOMING AN ACMMEMBERYOU RECEIVE:

Timely access to relevant information
Communications of the ACMmagazine • ACMTech Packs • TechNews email digest • Technical Interest Alerts and
ACM Bulletins • ACM journals and magazines at member rates • full access to the acmqueue website for practi-
tioners • ACM SIG conference discounts • the optional ACMDigital Library

Resources that will enhance your career and follow you to new positions
Career & Job Center • online books from Safari® featuring O’Reilly and Books24x7® • online courses in multiple
languages • virtual labs • e-mentoring services • CareerNews email digest • access to ACM’s 34 Special Interest
Groups • an acm.org email forwarding address with spam filtering

ACM’s worldwide network of more than 97,000 members ranges from students to seasoned professionals and
includesmany renowned leaders in the field. ACMmembers get access to this network and the advantages that
come from their expertise to keep you at the forefront of the technology world.

Please take a moment to consider the value of an ACM membership for your career and your future in the
dynamic computing profession.

Sincerely,

Alain Chesnais

President
Association for Computing Machinery

http://www.acm.org/membership/L2-3/
http://www.acm.org/membership/dues.html
http://www.acm.org/serving/ethics.html
http://www.acm.org
mailto:acmhelp@acm.org
http://www.acm.org/join


12    commuNicatioNs of the acm    |   NoveMBeR 2011  |   vol.  54  |   No.  11 

follow us on twitter at http://twitter.com/blogcacm

the Communications Web site, http://cacm.acm.org, 
features more than a dozen bloggers in the BLoG@cacm  
community. in each issue of Communications, we’ll publish 
selected posts or excerpts.

tion. Refereeing should be what it was 
before science publication turned 
into a business: scientists giving their 
polite but frank opinion on the work 
of other scientists. Anonymity just 
encourages power games, back stab-
bing, and, worst of all, poor quality: 
Since no one can call your bluff, you 
are not encouraged to be a good ref-
eree. Of course, many people do an 
excellent job anyway, but they do not 
necessarily prevail. In the highly com-
petitive world of computer science 
publications—conference publica-
tion, in particular, with its schedule 
pressures—one incompetent but ar-
rogant negative review typically out-
weighs five flattering and carefully 
considered analyses.

By revealing who you are, you force 
yourself to write reviews that you can 
defend.

More than two decades ago I start-
ed refusing to do anonymous reviews. 
This stance may not have only brought 
me new friends (which may not be a 
big deal as I am not sure people who 
hate you because you found flaws in 
one of their papers are worth having as 
scientific friends), but it has certainly 
made me a better reviewer. In fact, it 
did bring me “some” friends—people 
who are grateful for having gained new 
insights, positive or negative, into their 
own work.

A more complete discussion and ra-
tionale can be found in this Web page, 
http://se.ethz.ch/~meyer/publications/
online/whysign, to which I regularly re-
fer editors asking for reviews. That text, 
written several years ago, is verbose 

Bertrand meyer
“fixing the Process of 
computer science 
Refereeing”
http://cacm.acm.org/
blogs/blog-cacm/100030

                             october 20, 2010

At ECSS 2010, the annual meeting of 
Informatics Europe, we heard a fasci-
nating keynote by Moshe Vardi, editor-
in-chief of Communications of the ACM, 
titled “The Tragedy of the Computing-
Research Commons.” Professor Vardi 
talked about the importance of engag-
ing in activities that benefit the com-
munity even if they bring no huge im-
mediate reward to the individuals who 
participate in them. He lamented the 
degradation of the computer science 
culture due, among other causes, to 
shoddy refereeing practices.

Lamenting about the reviewing pro-
cess is common, and everyone has hor-
ror stories. Yet the simple solution is 
almost never considered: Turn the de-

fault refereeing mode to open, rather 
than anonymous.

Some cases may still justify ano-
nymity, but they should be the excep-
tion, calling for a specific justifica-

in support of open 
Reviews; Better 
teaching through 
Large-scale Data mining   
Bertrand Meyer writes about his long-standing decision not to provide 
anonymous reviews. Greg Linden considers how educational practices 
could be improved through the data mining of students’ schoolwork.
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and should be rewritten, but it does in-
clude the basic analysis.

The decision to perform open ref-
ereeing was personal and, until now, I 
have always refrained from proselytiz-
ing. Seeing the degradation in referee-
ing, however, I believe such reserve is 
no longer appropriate. Establishing 
open refereeing as the default strategy 
is the first step toward fixing the flawed 
culture of computer science refereeing.

Greg Linden
“massive-scale Data 
mining for education”
http://cacm.acm.org/
blogs/blog-cacm/101489

November 10, 2010

Let’s say, in the near future, tens of 
millions of students start learning 
math using online computer software. 
Our logs fill with a massive new data 
stream, millions of students doing bil-
lions of exercises, as the students work.

In these logs, we will see some stu-
dents struggle with some problems, 
then overcome them.  Others will strug-
gle with those same problems and fail. 
There will be paths of learning in the 
data, some of which quickly reach mas-
tery, others of which go off in the weeds.

At Amazon.com a decade ago, we 
studied the trails people made as 
they moved through our Web site. We 
looked at the probability that people 
would click on links to go from one 
page to another. We watched the trails 
people took through our site and where 
they went astray. As people shopped, 
we learned how to make shopping eas-
ier for others in the future.

Similarly, Google and Microsoft 
learn from people using Web search. 
When people find what they want, 
Google notices. When other people 
do that same search later, Google has 
learned from earlier searchers, and 
makes it easier for the new searchers to 
get where they want to go.  

Beyond a single search, the search 
giants watch what people look for over 
time as they do many searches—what 
they eventually find or whether they 
find nothing, where they navigate to 
after searching—and learn to push fu-
ture searchers onto the more success-
ful paths trod by those before them.

So, let’s say we have millions of 
students learning math on comput-
ers. Let’s say we have massive new 
logs of what these students are doing 
and how well they are doing. What 
would a big Internet company do with 
this data? What would be the Goog-
ley thing to do with these logs? What 
would massive-scale data mining look 
like for students?

We could learn that students who 
have difficulty solving one problem 
would have trouble with another. For 
example, perhaps students who have 
difficulty with the problem (3x – 7 = 3) 
have difficulty with (2x –13 = 5).  

We could then learn of clusters 
of problems that will be difficult for 
someone to solve if they have the same 
misunderstanding of an underlying 
concept. For example, perhaps many 
students who cannot solve (3x – 7 = 3) 

and similar problems are confused 
about how to move the –7 to the other 
side of the equation.  

Also, we could discover the prob-
lems in that cluster that are particu-
larly likely to teach that concept well, 
to break students out of the misunder-
standing and then be able to solve all 
the problems they previously found 
so difficult. For example, perhaps stu-
dents who have difficulty with (3x – 7 
= 3) and similar problems are usually 
able to solve that problem when pre-
sented first with the easier problems (x 
– 5 = 0) and (2x – 3 = 1).

Then we could learn paths through 
clusters of problems that are particu-
larly effective and rapid for students. 
Teachers might think one concept 
should always be taught before anoth-
er, but what if the data shows us differ-
ent? What if we reorder the problems 
and students learn faster?

We could even learn personalized 
and individualized paths for effective 
and rapid learning. Some students 
might start on a generic path, show 
early mastery, and jump ahead. Others 
might struggle with one type of prob-
lem or another. Each time a student 
struggles, we will try them on problems 
that might be a path for them to learn 
the underlying concepts and succeed. 
We will know these paths because so 
many others struggled before, some of 
which found success.  

As we experiment, as millions of stu-
dents try different exercises, we forget 
the paths that consistently led to con-
tinued struggles, remember the ones 
that lead to rapid mastery, and, as new 
students come in, we put them on the 
successful paths we have seen before.

It would be student modeling on 
a heretofore unseen scale. From tens 
of millions of students, we automati-
cally learn tens of thousands of mod-
els, little trails of success for future 
students to follow. We experiment, try 
different students on different prob-
lems, discover which exercises cause 
similar difficulties, and which exer-
cises help students break out of those 
difficulties. We learn paths in the data 
and models of the students. We learn 
to teach. 

Bertrand Meyer is a professor at eth Zurich. 
Greg Linden is the founder of geeky Ventures.
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GReG LiNDeN

“Let’s say we have 
massive new logs of 
what these students 
are doing and how 
well they are doing. 
What would a big 
internet company  
do with this data?”

GReG LiNDeN

“teachers might 
think one concept 
should always 
be taught before 
another, but what 
if the data shows 
us different? What 
if we reorder the 
problems and 
students learn 
faster?”
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acm offers a New approach  
to self-archiving

In last month’s issue (p. 5), Publications Board co-chairs Ronald Boisvert and 
Jack Davidson highlighted some of the recent changes to ACM’s Copyright Pol-
icy and at the same time introduced a new service launched several weeks ago. 
This new service, aptly named the ACM Author-Izer, is a unique link-based self-
archiving tool that enables ACM authors to generate and post links on either 
their home page or institutional repository (IR) that will lead any visitors click-
ing on these links to a free and definitive version of the author’s article archived 
inside the ACM Digital Library. The main goals of the service are to offer the 
computing community the greatest possible access to the definitive versions of 
published works and to empower ACM’s authors to showcase the definitive ver-
sions of their work on their home pages or IRs in a way that is consistent with 
ACM’s existing subscription model.

In addition to being among the first publishers to offer such a service, ACM is 
effectively jumping into the Open Access debate with a bold move that crosses 
the line many other publishers have been hesitant to cross in recent years re-
garding self-archiving. While we feel very strongly that the existing paid-sub-
scription model coupled with fair and affordable pricing is in the best interest 
of both the computing community and ACM alike, we also believe strongly that 
it is in the best interest of the community to provide easy access to only one 
version of an author’s work, and that this should be the definitive version. In-
creasingly, access to published work starts with a Google or Google-like search 
and the user is often given a long list of links to a particular work. In many cas-
es, these links lead to earlier versions of an author’s work or even accepted but 
not yet published versions. Such versions may be hosted on different sites and 
it becomes increasingly difficult for users to distinguish between immature 
pre-published works, accepted but not yet published works, and the definitive 
works. In addition to the potential confusion caused, the user is oftentimes not 
using the most “functional” version of the article containing important meta-
data, reference links, and figures or images that have been added by the pub-
lisher during the final stages of the publication process, nor is the author given 
valuable feedback in the form of usage statistics for how often their articles are 
being downloaded and read. 

By creating a free and persistent link for the author to post on their own home 
page or IR and enabling real-time usage statistics to flow through to those pages 
from the DL archive itself, ACM is encouraging authors to do away with the mul-
tiple versions that tend to build up over time on multiple sites and point to the 
one definitive article that exists. ACM authors continue to enjoy all of the exist-
ing rights and benefits of authorship with ACM, but there is now an added ben-
efit that we believe will be embraced by the community.

To “Author-Ize” your own published articles in the ACM Digital Library, simply 
go to your own ACM Author Profile Page inside the DL, sign in, and follow the com-
prehensive instructions on how to generate these persistent links. Once you’ve done 
this, please let us know what you think at portal-feedback@hq.acm.org. Thank you.

DOI:10.1145/2018396.2018401 Scott E. Delman

ACM 
Member 
News
iNcReasiNG DiVeRsity 
With maRk GuzDiaL 

mark Guzdial is 
focused on a 
very human 
aspect of 
computer 
science—the 
lack of diversity 

among those pursuing 
computing, either academically 
or vocationally. 

improving opportunities 
for women, African-Americans, 
Latinos, and other groups 
isn’t simply the right thing 
to do, it’s also critical for 
computer science, says Guzdial, 
a professor in the College of 
Computing at the Georgia 
institute of technology. 

“We design computer 
programs for people who do the 
designing,” he notes. “if we’re 
going to create programs that 
are valuable for a broad section 
of the public, we have to draw 
upon all of our society to seek 
out our designers.”

Guzdial is director of 
Georgia Computes!, a program 
that is boosting diversity in 
computer science education by 
working with state schools and 
reaching out to local Girl Scout, 
YWCA, and other community 
groups. today, due in large 
part to Georgia Computes!, 
nearly 40% of the high schools 
in Georgia employ a teacher 
who has participated in the 
program. those high schools 
produce 56% of the state’s 
introductory computer science 
students and a majority of its 
women and minority computer 
science students.

earlier this year, Guzdial 
and Barbara ericson, director 
of computing outreach in the 
College of Computing, received 
ACm’s Karl V. Karlstrom 
outstanding educator Award, for 
their contributions to broadening 
participation in computing. 

Guzdial is also trying to 
develop a computer science 
medium for instructing high 
school teachers that puts 
more focus on electronic and 
online tools. “We need e-books 
that take a multimodal and 
multisensory approach,” he 
says, “a new kind of medium 
to develop more high school 
computer science teachers.”

—Dennis McCafferty

mailto:portal-feedback@hq.acm.org


�N
news

NoveMBeR 2011  |   vol.  54  |   No.  11  |   commuNicatioNs of the acm     15

T
h e  WA r n i n G  t i m e  f o r  t h e 
onset of extreme weather is 
far greater today than it was 
20 years ago, when only a few 
minutes of warning could be 

given for tornadoes, and only half of 
them could even be predicted. Today, 
new data-collection technologies, such 
as Doppler radar and satellites, have 
improved the ability to identify and 
track hazardous weather. But scientists 
say further improvements to warnings’ 
lead times will not come primarily 
from the physical systems that gather 
weather data, but from improving the 
modeling technologies used to process 
the data, and from improving the pre-
diction models.

Even with the best data-collection 
technology, weather-tracking systems 
cannot be effective at predicting what 
might come next without refined pre-
diction models that take into account 
advanced physics and other factors 
that make running such models a task 
that takes so long, even on the fast-
est supercomputers, that the results 
are not timely enough to be useful. 
Steve Koch, who was the director of 
the Global Systems Division at the U.S. 
National Oceanic and Atmospheric Ad-

ministration’s (NOAA’s) Earth Systems 
Research Laboratory (ESRL) before be-
coming director of its National Severe 
Storms Lab (NSSL), is focused on devel-
oping advanced computing architec-
tures to improve this situation.

“It looks like we are approaching 
an average lead time of about 14 min-
utes of warning for tornadoes, and we 
are reaching the limit of how far we 
can push detection with technology,” 
says Koch. “We might get perhaps 20 

minutes by using more advanced radar 
technologies, but ultimately if we want 
to get to a one-hour forecast of a tor-
nado, we cannot do that right now just 
with radar.”

Koch, who has been working at 
NOAA for more than a decade, says the 
organization is focusing extensively 
on global models, not only of weather 
but also of climate and the influence 
of oceans, land surfaces, ice and snow, 
aerosols, and other factors, including 
everything from anthropogenic ef-
fects on climate to invasive species in 
the Great Lakes. As a result, this focus 
has produced what Koch calls an “ex-
plosion of modeling” in the past few 
years. “There is great interest in inte-
grating as many of these processes as 
possible into a coherent, scientific ap-
proach to the problem of forecasting 
the Earth system,” he says.

modeling  
chaotic storms 
Scientists say improvements to extreme-weather prediction  
are possible with new weather models and a reinvention  
of the modeling technologies used to process them. 

Science  |  DOI:10.1145/2018396.2018402 Kirk L. Kroeker

in the Warn-on-forecast system being developed at the National severe storms Laboratory, 
an emerging thunderstorm is observed by radar (left). that radar data is used as input for an 
ensemble of prediction models to determine the probability of a tornado during the next hour. 
the blue shading represents tornado probability, while the white dashed lines indicate the 
storm location in minutes from the present. thirty minutes later (right), a thunderstorm is 
observed by radar over the area of greatest tornado probability, as predicted. 
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than 70% of the U.S. is not covered 
by radar in the lowest 1 kilometer of 
the atmosphere, which is, of course, 
where humans live. It is also where 
severe thunderstorms develop. “To 
overcome the Earth’s curvature prob-
lem,” says Koch, “you would need to 
develop a cost-effective, much-denser 
coverage system.” 

Another challenge is the weather 
processes. What creates severe tur-
bulence, for example, is far from be-
ing completely understood. “There 
are gaps in our understanding of pro-
cesses within thunderstorms, and one 
of the biggest gaps is the physics of 

the precipitation process itself,” says 
Koch. “We have an unsatisfactory un-
derstanding of what generates orga-
nized thunderstorms.”

a matter of Volume
Beyond these issues, which have drawn 
much attention by researchers in re-
cent years, the sheer volume of data 
produced by an ensemble model con-
figuration, which scientists now be-
lieve is the most effective way to pre-
dict extreme weather, is much more 
than the bandwidth of the most ad-
vanced networks can handle. In addi-
tion, while an ensemble of models can 
be tuned to the particular aspect of the 
weather it is designed to simulate, ren-
dering the ensemble quickly enough 
to be useful for real-time forecasting 
remains a challenge, even with today’s 
fastest supercomputers.

The power and cooling require-
ments are formidable for supercom-
puter-class systems, and the mainte-
nance costs can be exorbitant. So Koch 
and other NOAA scientists are looking 
beyond traditional supercomputer 
systems and are exploring systems 
based on graphical processing units 
(GPUs). While GPUs are not general 
purpose, they do offer performance 
advantages over general-purpose CPUs 
for certain applications. NOAA has not 
made a decision yet about implement-
ing GPU systems, but trials are in an 
advanced exploratory phase run at 
NOAA’s ESRL.

Mark Govett, chief of the advanced 
computing lab at ESRL, has been di-

However, despite the proliferation 
of such models, the idea of a com-
pletely integrated approach, says Koch, 
is something that NOAA is still work-
ing out. “We don’t have one gigantic 
model that solves all the problems,” he 
says. Even so, one result of this inten-
sive focus on modeling is that NOAA 
has made measurable progress at im-
proving the ability to predict extreme 
weather more accurately. However, at 
NSSL, the focus of which is tornadoes, 
hail, and high winds, the difficulty of 
such predictions is acute.

Until recently, weather prediction 
has mostly relied on a few central 
prediction models, but that strategy 
has given way to running an ensem-
ble of models, sometimes upward of 
40 models, each with slightly differ-
ent physics or other configurations. 
The idea is to create models that can 
capture the wide variability in the at-
mosphere and then combine them so 
there is sufficient spread in the char-
acteristics of a complete ensemble. 
The ultimate goal of ensemble mod-
eling, then, is to develop a broader 
representation of plausible outcomes 
while also producing useful estimates 
for forecasting.

One problem, however, is that 
even with an ensemble of models, the 
prediction results are limited by the 
quantity and quality of input data. 
In the U.S., for example, 142 weather 
radars cover the lower 48 states, with 
an average spacing of approximately 
260 kilometers between them. Be-
cause of the Earth’s curvature, more 

until recently, 
weather prediction 
has largely relied  
on a few central 
prediction models, 
but that strategy has 
changed to running 
an ensemble of 
models, each with 
slightly different 
physics or other 
configurations. 

Technology

PC and Tablet Sales Forecast
industry analysts are less opti-
mistic now than earlier this year 
about PC sales for 2011. But the 
personal computer’s woes have 
little to do with the public’s 
enthusiasm for tablets as some 
believe, says Stephen Baker, vice 
president of industry analysis for 
the nPD Group.

  research company Gartner 
has trimmed its forecast for 2011 
PC sales from 9.8% growth just 
three months ago to 3.8%, while 
rival research firm iDC lowered 
its forecast from 7.1% to 4.2%.

the nPD Group would not 
release specific numbers, but 
Baker characterizes U.S. PC 
sales as having been mostly flat 
to slightly down, mainly due to 
the weak economy. “And also 
because people bought record 
numbers of computers these last 
two years ever since the launch 
of Windows 7,” Baker says. 
“those new computers won’t 
need to be replaced or upgraded 
for a while.”

on the other hand, tablet 
sales—which have been 

dominated by Apple’s iPads—
have grown dramatically from a 
first-year small base, Baker says. 
there was no tablet market 
until the iPad was released in 
April 2010. 

But, Baker adds, $600 iPads 
have had very little effect on 
the sales of less-pricey PCs 
that average under $500 for 
notebooks and about $500 for 
desktops. “Also, people typically 
buy tablets for different reasons 
than for PCs, mostly for content 
consumption, like watching 

movies, listening to music, and 
surfing the net, while they buy 
PCs for content creation and 
productivity, such as editing 
pictures, creating movies, and 
managing finances.”

Baker believes these trends 
will continue until at least 2012’s 
second half when microsoft is 
expected to unveil Windows 8. 
“that’s when we foresee some 
changes in PC momentum,” 
he says, “which will start to put 
some pressure on the iPad.”

—Paul Hyman
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bers (or models with different configu-
rations) generate a range of forecasts 
that are then combined to produce a 
single more accurate forecast. At the 
finest scale needed for accurate weath-
er prediction, these ensembles can be 
run only on the fastest supercomput-
ers. “We recently ran a 20-member 
ensemble on the Oak Ridge Jaguar 
supercomputer, which was the larg-
est supercomputer in the world until 
last year,” says Govett. “That model re-
quired over 120,000 CPU cores, or basi-
cally half of the machine, and this was 
for one ensemble run.”

Govett says NOAA does not have the 
processing power to run large ensem-
ble models at a research level, let alone 
at an operational level where the mod-
els are run quickly enough for the pre-
dictions to be useful for forecasting. 
“Research computing, and to some ex-
tent climate forecasting, does not have 
the time constraint that operational 
weather forecasting does,” says Govett. 
“In operations, weather models need 
to be run quickly or the information 
they produce will not be useful, par-
ticularly for severe weather where lives 
and property are at risk.”

As for the future of ensemble mod-
eling, Govett says that, by exploiting 
the parallelism available in GPU and 
multicore systems and rewriting ex-
isting code with new algorithms and 
solvers, ensemble models will be able 
to run at a global scale and generate 
weather and climate predictions with 
much better accuracy than can be 

achieved today. Despite the ongoing 
challenges facing Govett and other 
researchers working to refine weather 
modeling and find alternatives to tra-
ditional supercomputer-class systems 
so the more sophisticated ensemble 
models can move from research to op-
erational use, Govett says he remains 
optimistic about the years ahead. 
“Model prediction continues to im-
prove,” he says. “This is particularly 
evident in the improved accuracy of 
hurricane track and intensity fore-
casts, severe weather predictions of 
flooding and tornadoes, and regional 
climate prediction.”

Koch, for his part, says the future 
of weather prediction looks bright, in-
deed. But getting to the point where 
scientists are able to produce 60-min-
ute warnings for extreme weather, he 
says, will be a major undertaking that 
will require enough computing power 
to run fine-scale ensemble models 
at an operational level. “That’s my 
dream,” he says. “It may be achievable 
within 15 years.” 
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recting these GPU trials. “We’re always 
looking for cost-effective computing 
that can run research weather mod-
els,” says Govett, who describes GPUs 
as the next generation of supercomput-
ing technology. Govett says that, to run 
the new weather models, NOAA would 
need traditional CPU-based systems 
that would cost $75 to $150 million and 
would require building special data fa-
cilities to accommodate the power and 
cooling. “GPU systems with similar ca-
pabilities could be built for about $10 
million, with no special building need-
ed,” he says.

As an example of the kind of cost 
savings involved with GPUs, Govett 
cites a test run with a next-generation 
model called the nonhydrostatic ico-
sahedral model (NIM). The advanced 
computing lab at ESRL, which includes 
model developers, code-parallelization 
experts, and GPU researchers, cal-
culates that more than 200,000 CPU 
cores would be needed to produce a 
NIM forecast close enough to real-time 
to be useful for prediction. The ESRL 
researchers, who began experimenting 
with GPUs in 2008, demonstrated that 
the NIM model could be run 25 times 
more quickly on GPUs than on tradi-
tional CPUs. (For an overview of new 
developments in high-end computing 
with GPUs, see “Supercomputing’s 
Exaflop Target” in the August 2011 is-
sue of Communications.)

While GPUs appear to be a prom-
ising alternative to traditional super-
computing, several challenges could 
prevent them from being adopted for 
weather modeling. For one, the code 
must be modified to run on GPUs. 
Govett and his team have developed 
their own compilers to convert their 
Fortran code into the language used 
on NVIDIA GPUs. As these compilers 
mature, Govett explains, the parallel-
ization process will get easier. But, at 
least for now, Govett calls the work to 
parallelize models to run efficiently 
on GPUs a significant challenge. That 
code-parallelization difficulty is mag-
nified with the new class of ensemble 
modeling that is expected to revolu-
tionize weather prediction. 

Single weather models, by them-
selves, present a significant challenge 
to high-performance systems capable 
of handling extreme workloads. Large 
ensembles consisting of many mem-

a hexagonal grid used by several next-
generation global weather models. this 
particular grid is based on a 480-kilometer 
model. the next generation of weather 
models, driven by GPu technology, will be 
run at a scale of 2 to 4 kilometers, making 
neighborhood-level accuracy possible. 
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N
ot  S o  L o n G  ago, car thieves 
plied their trade with little 
more than a coat hanger 
and a screwdriver. New an-
ti-theft technologies have 

made today’s cars much harder to 
steal, but the growing tangle of com-
puter equipment under the modern 
hood is creating new security risks 
that carmakers are just beginning to 
understand. 

Ever since Toyota’s well-publicized 
struggles with the computerized brak-
ing systems in its 2010 Prius hybrid 
cars, automotive computer systems 
have come under increasing scrutiny. 
In the last few years, researchers have 
identified a range of new, unexpected 
security flaws that could potentially af-
fect large numbers of new cars. Given 
the specialized programming knowl-
edge required to exploit these flaws, 
however, carmakers are still trying to 
gauge if these issues present a mean-
ingful risk to ordinary drivers. 

Last year, researchers Tadayoshi 
Kohno of the University of Washington 
and Stefan Savage of the University of 
California-San Diego announced the 
startling results of a two-year investi-
gation into potential vulnerabilities in 
modern automotive computer systems. 

The team initially explored whether 
they could compromise the onboard 
computer diagnostics port, a U.S. gov-
ernment-mandated feature in most 
modern cars. By inserting malicious 
code into the diagnostic software com-
monly found in auto repair shops and 
plugging a computer into the car’s di-
agnostic port, they were able to stop 
the car’s engine, lock the doors, and 
disable the brakes. More recently, they 
managed to remotely control a car by 
means of on-board Bluetooth or cellu-
lar services, thus demonstrating that a 
car could be controlled purely through 
wireless mechanisms.

“Our initial goal was to conduct a 
thorough, comprehensive analysis of 

a modern automobile,” says Kohno. 
“This meant we wanted to study the 
brake controller, the engine control-
ler, the light controller, the telematics 
unit, the media player, and so on. One 
of the biggest, most labor-intensive 
challenges was the sheer volume of 
components within the car.”

Today’s cars often contain myriad 
computer systems made by different 
manufacturers, making it difficult for 
any single component maker to iden-
tify every potential security exposure. 

“To improve security one really de-
sires a holistic view of all the compo-
nents within the automobile,” says 
Kohno, “but because of outsourced 
components it’s hard for even the man-
ufacturer to have that holistic view.”

Despite the inherent difficulty of 
pinpointing security exposures in com-
plex automotive systems, Kohno and 
Savage’s work points to one conspicu-
ous weak link: the onboard computer 
diagnostics port.

“Manufacturers could take steps to 
limit what someone might be able to 
do if they connect to the diagnostics 
port,” says Kohno. He acknowledges, 
however, that the onboard port plays 
a crucial role in many cars. “One key 
challenge is to preserve the benefits 
but minimize the risks,” he says. 

Those risks seem destined to multi-
ply as the number of network connec-
tions continues to grow, sometimes 
causing security exposures to crop up 
in unexpected places. 

Take, for example, the humble tire. 
At the University of South Carolina, 
assistant professor Wenyuan Xu dis-
covered that she could track the move-
ment of cars by tapping into the RFID 
data stored in modern tire pressure 
monitoring systems from up to a dis-
tance of 40 meters. 

Xu’s team explored the proprietary 
communication protocols typically 
used to connect tire pressure sensors 
to onboard computers, and discov-
ered that they could “listen” to the tire 
pressure sensors and use them to es-
tablish a connection with the onboard 
computers. 

By capturing and decoding the tire 
sensor signals, the team was able to 
track the car’s movements. They also 
established that they could send fake 
signals to trick the car computer into 
lighting up the low tire pressure warn-
ing light, regardless of the tire pres-
sure. They were also able to inflict per-
manent damage to the tire pressure 
monitoring systems.

“An increasing number of wire-
less systems are installed in modern 
cars,” notes Xu. “Wireless networks are 
known to be vulnerable to eavesdrop-
ping and packet injection.”

communication Breakdown
Xu’s work points to a central problem 
with many modern automobiles: The 
Controller Area Network (CAN), which 
was originally designed to enable mi-

Technology  |  DOI:10.1145/2018396.2018403 Alex Wright

hacking cars 
Researchers have discovered important security flaws  
in modern automobile systems. Will car thieves learn to pick  
locks with their laptops?

using an undisclosed hack, kevin finisterre 
was able to monitor a police car’s video feed 
in real time.
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crocontrollers to communicate with 
each other. As additional devices be-
come connected to the CAN, the securi-
ty exposures are multiplied. “It is a bad 
idea to trust any commands flowing on 
the CAN bus,” says Xu. “More and more 
ECUs [Electronic Control Units] with 
wireless capabilities are added onto 
the CAN bus, which opens a door for 
remote attacks.”

In a similar vein, researcher Kevin 
Finisterre of security consultancy Dig-
ital Munition recently drew headlines 
when he managed to compromise a 
police cruiser by taking advantage 
of security holes in the onboard net-
working system.

“I was working to help a police de-
partment vet its technology choices,” 
recalls Finisterre, who has declined 
to identify the municipality that hired 
him. “The staff had several concerns 
with regard to the resiliency of their 
network to withstand an attack from 
a hacker.”

Finisterre soon proved his client’s 
hunch correct. After scanning several 
IP addresses known to be used by the 
city, he traced one of them back to a 
Linux machine installed inside one of 
the city’s police cruisers. Using simple 
Telnet and FTP connections, he was 
able to access a streaming live video 
feed from the cruiser’s onboard cam-
era, as well as stored footage on a digi-
tal video recording device, and could  
upload, download, and delete footage 
stored on the car’s onboard computer. 
At one point, Finisterre found himself 
monitoring the cruiser’s video and 
audio feeds in real time as an officer 
responded to an incident.

Demonstrations like this may high-
light potentially troubling flaws in mod-
ern automotive security, but how likely 
is it that ordinary car thieves will master 
these advanced computer science tech-
niques in sufficient numbers to present 
a real threat to the average driver?

“To me, expertise is never a factor 
in determining threat level,” says Fin-
isterre. “Expertise can be gained either 
through rapid prototyping in a test 
environment or via simply social engi-
neering someone who already has said 
experience. I think at this point in the 
game more targeted attacks may be oc-
curring and being kept under wraps.” 

Finisterre acknowledges, however, 
that most of the threats remain largely 

hypothetical. “The general population 
is most likely not currently exposed to 
much risk. If you, on the other hand, 
were in a position in which sensitive 
conversations are had in your vehicle 
I may be more concerned about the 
built-in system and its various data in-
gress points.”

Xu agrees that the real threat to driv-
ers is probably limited. Replicating her 
team’s tire-hacking exercise would be 
expensive for most car thieves; each of 
her vehicle-tracking tools costs $1,500 
to make. “It requires higher commit-
ment, and thus imposes less risk,” she 
explains. “Of course, the unit price can 
be further reduced, but it’s still not a 
small number for regular consumers.” 

However, Xu isn’t taking any chanc-
es. Her team won’t release its tools to 
the public. “It is not impossible that 
some people driven by profit incentive 
could make and sell commodity prod-
ucts on eBay to unlock others’ cars,” 
she says.

While the practical risks may seem 
limited, nonetheless the automotive 
industry bears the ultimate responsi-
bility—and potential legal liability—
for ensuring the safety and security of 
its vehicles. 

To date, computer security has 
lagged far down the list of automakers’ 
business priorities. That may be starting 
to change, however, thanks to Toyota’s 
2010 Prius problems and a growing 

awareness of automotive security issues 
in the computer science community. 

“Traditional computer security 
stra-tegies can drastically improve 
the computer security of modern au-
tomobiles,” says Kohno. “I think at 
least some major industry players are 
now very aware of potential computer 
security concerns, and they are work-
ing very hard to try to mitigate those 
concerns.” 

To that end, a group of scientists 
from academia and industrial labs re-
cently formed the Embedded Vehicle 
Safety Committee in an effort to set 
standards for computer security for fu-
ture automobiles. 

Not all researchers agree that the 
automotive industry is doing enough 
to address security issues, however. 
“There is some work going on,” says 
Xu, “but not enough.” 

Finisterre agrees. “Bells and whis-
tles often take precedence over se-
curity concerns,” he says. In this re-
spect, the automotive industry is no 
different from many other consumer-
oriented industries, where marketing 
considerations and cosmetic features 
frequently take first priority. Until au-
tomakers see a meaningful impact on 
their bottom lines, computer secu-
rity may continue to take a proverbial 
backseat. 

Further Reading

Checkoway, S., et al.  
Comprehensive Experimental Analyses 
of Automotive Attack Surfaces, national 
Academy of Sciences Committee on 
Electronic Vehicle Controls and Unintended 
Acceleration, Washington, D.C., March 3–4, 
2011.
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Relay attacks on passive keyless entry and 
start systems in modern cars, Proceedings 
of the 19th USENIX Security Symposium, 
Washington, D.C., August 11–13, 2010.

Koscher, K., et al. 
Experimental security analysis of a modern 
automobile, IEEE Symposium on Security 
and Privacy, Oakland, CA, May 16–19, 2010.

Rouf, I., et al. 
Security and privacy vulnerabilities of 
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u.s. researchers 
have remotely 
controlled a car by 
means of on-board 
Bluetooth or cellular 
services, thus 
demonstrating that 
motor vehicles could 
be controlled purely 
through wireless 
mechanisms.
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has been everywhere this 
year, with each new inci-
dent seemingly worse than 
the previous one. An attack 

on direct marketer Epsilon put an es-
timated 60 million records at risk. An 
intrusion into International Monetary 
Fund servers may have exposed confi-
dential data about national economies. 
Attacks from Jinan, China sought to 
compromise the Gmail accounts of se-
nior U.S. government officials and oth-
ers, while Lockheed Martin suffered 
“a significant and tenacious attack” of 
an as-yet unspecified scope. And then 
there’s Sony. One million passwords 
were stolen from Sony Pictures, 77 mil-
lion accounts were compromised at 
the company’s PlayStation network, 
and 25 million records were breached 
at Sony Online Entertainment. Taken 
together, it is the largest data breach 
on record. Although the annual num-
ber of breaches has fallen over the past 
few years, according to the Open Se-
curity Foundation’s DataLossDB, the 
stakes are higher than ever—and there 
is a lot of work to be done to protect  
our sensitive data.

Attacks vary widely in scope and 
motivation. Some hackers work for 
their own disruptive pleasure, or “for 
the lulz,” as one prominent group 
would have it. (Lulz Security, or Lulz-
Sec, has claimed responsibility for 
a number of prominent attacks this 
year and regaled the world with state-
ments like “You find it funny to watch 
havoc unfold, and we find it funny to 
cause it.”) Others are politically driv-
en. However, most attackers are in it 
for the money. 

“Revenge is a powerful motivator, 
but you need a return on your invest-
ment,” explains Scott Ksander, chief 
information security officer at Purdue 
University, whose networks are tested 
with, by his estimate, an average of 
300–500 incidents each week. “Some 

people develop and sell tool kits for ex-
ploits, and the current estimate holds 
that this industry is worth $100 million 
a year. Others mine and sell personal 
information. The more I know about 
you, the more effectively I can mas-
querade as you. It’s the same concept 
that marketers use.” 

Attack methods are changing, too. 
A June report by Cisco Systems notes  
a steep decline in the number of mass 
attacks, such as self-propagating 
worms, DDoS attacks, and spam. In-
stead, attackers are turning to small, 
highly focused campaigns that are 
customized to specific user groups or 
even specific users. Spear phishers, 
for example, use data about the places 
people bank or shop to more effective-
ly trick them into clicking on malware-
infested email attachments or logging 
onto fraudulent Web sites. 

The cost of mounting such attacks 

is not trivial—perpetrators must ac-
quire quality victim lists, conduct 
background research, and generate 
sophisticated-looking email messages 
and Web sites—but conversion rates 
are high. Also, the payoff per victim—
an average of $80,000, by Cisco’s esti-
mate—is up to 40 times greater than 
it is for mass attacks. Spear phishing 
is what victims of the Epsilon breach 
were warned against; ironically, it is 
also what caused the breach.

Meanwhile, the cost to affected 
companies, governments, and indi-
viduals is higher than ever. According 
to industry experts, Sony may spend 
up to $1 billion investigating the data 
breaches and dealing with the atten-
dant problems. The Ponemon Insti-
tute, a Michigan-based research cen-
ter, reports that each compromised 
record costs companies an average of 
$214 in 2010, up from $202 in 2009 and 

Data breaches are most often motivated by financial or political gain, but some hackers, like 
Lulz security, attack companies for their own enjoyment or “for the lulz.”  

Risky Business
Governments, companies, and individuals have suffered  
an unusual number of highly publicized data breaches this year.  
Is there a solution? 
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as a direct result of the breach. (Af-
ter all, Social Security and credit card 
numbers are stored in many places.) 
In 2006, for example, data aggrega-
tor ChoicePoint settled a U.S. Fed-
eral Trade Commission suit that was 
brought after it reported the theft of 
163,000 user accounts. ChoicePoint 
established a $5 million restitution 
fund, but transferred most of it to the 
U.S. Treasury in 2008 after determin-
ing that only 131 consumers had pre-
sented valid claims. 

Determining vendor responsibility 
can also be difficult. Say you have a bot 
on your computer that came through 
a plug-in to your Internet browser and 
compromised your operating system. 
Which company is at fault?

For the most part, very little has 
been done to legislate cybersecurity. 
Beyond the fields of health care and fi-
nance, the majority of proposals have 
stalled, and while U.S. and European 
lawmakers are now trying to standard-
ize the patchwork of local security noti-
fication laws that require companies to 
alert the victims of a breach, the effec-
tiveness of such rules may be limited if 
notifications become too common and 
consumers simply ignore them. 

“Our legal response to this problem 
has been unimaginative,” says Cate. 
“There is, for example, no incentive for 
cable companies to encrypt or secure 
the modems they place in customers’ 
houses. As consumers, we have no in-
centive to use secure passwords, and 
companies have no incentive to make 
us use secure passwords. What if mo-

$197 in 2008. The cost to consumers 
varies by incident, but studies indicate 
that victims spend between $600 and 
$1,400 to resolve cases of identity theft, 
in addition to whatever money was sto-
len or scammed from them.

How, then, to respond? Basic prin-
ciples are easy to agree on: Reduce 
software vulnerabilities, help users 
understand the risks, and minimize 
potential damage with secure network 
architectures and exploit mitigation 
techniques. Opinions differ, however, 
about how to accomplish those goals. 
Take software vulnerabilities, for ex-
ample. Could new laws give companies 
an incentive to reduce them? Do we 
need new regulatory authorities? To 
what extent can we even expect to make 
bug-free software? 

“Secure code is the first link in the 
chain,” says Charlie Miller, chief secu-
rity researcher at Accuvant Labs. “Peo-
ple say, ‘We’re human, we can’t write 
perfect software.’ But we’re at 50% right 
now. We’re not even close.” Miller sug-
gests that vendors create a cooperative 
fund to pay for the detection of bugs. 
“If a 17-year-old kid in Romania finds 
a bug, what will he do? Give it to the 
vendor for nothing or sell it to a black 
hat hacker?” Of course, some vendors 
pay for bugs, and TippingPoint’s Zero 
Day Initiative buys others, but the over-
all economic incentives tend to favor 
would-be attackers.

software Damages? 
Legislation offers a different approach. 
In May, the European Commission 
introduced a proposal to hold com-
panies liable for damages caused by 
faulty software. “We need to build trust 
so that people can shop around with 
peace of mind,” European Union con-
sumer commissioner Meglena Kuneva 
explained in a press release. 

Historically, however, software-
related damages have been difficult to 
prove. “There have been loads of law-
suits around data breaches. The major-
ity has been class-action suits, and I’m 
not aware of any that succeeded,” says 
Fred Cate, a law professor at Indiana 
University and director of the Center 
for Applied Cybersecurity Research. 

Judges may dismiss suits because 
the victims are too diverse to be cer-
tified as a class or because there is 
no evidence they have been harmed 

according to  
industry experts, 
sony may spend 
up to $1 billion 
investigating its 
multiple data 
breaches and  
dealing with the 
attendant problems.

Internet

Daily 
Deals 
Shakeout
internet sites that offer 
daily deals to consumers are 
dwindling as the industry, led 
by Groupon and LivingSocial, 
begins to shake out, according 
to a recent article in The Wall 
Street Journal.

the market has attracted 
many imitators of the leaders, 
but daily-deal-site aggregator 
Yipit.com reports that 170 of the 
530 daily deal sites in the U.S. 
have either shut down or have 
been sold this year. moreover, 
even  deep-pocketed companies 
like facebook and Yelp, which 
could capitalize on their large 
audiences, have scaled back on 
the service. 

Why are daily deal sites 
disappearing? one of the 
biggest reasons is the shifting 
economics of the business, the 
Journal article reports. Although 
starting a daily deals business 
does not require much beyond 
creating a Web site and finding 
local merchants willing to offer 
a discount, and the expense of 
running a daily deals business 
have risen significantly as the 
industry has matured.

Specifically, it has become 
much more costly during 
the last two years to acquire 
subscribers who redeem daily 
deals, the article notes, citing 
executives at daily deal sites. 
While it did not take a large 
amount of marketing to win 
over early adopters, it now 
requires more spending to reach 
a broader audience and to stand 
out from the competition. Also, 
the sites now need to hire more 
salespeople to procure coupon 
offers from local merchants.

the Journal cites Groupon 
as an example of how costs have 
increased. Groupon spent about 
$8 to acquire each subscriber 
who redeemed a daily deal in the 
first quarter of 2010, according to 
regulatory filings. By the second 
quarter of 2011, that figure had 
nearly tripled to about $23.

overall, Groupon spent $379 
million in marketing in the 
first half of 2011, up from $35.5 
million in the same period of 
2010. many smaller daily deal 
sites, however, simply do not 
have the resources to compete 
on that level. 

—Bob Violino

http://Yipit.com
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bile phone companies got a dollar for 
every customer whose password they 
set? What if we had cybersecurity edu-
cation programs, like we do for fire 
safety and AIDS?”

Information sharing is another idea 
that is proven easier to suggest than 
to implement. Because big breaches 
often evolve from smaller attacks, in-
creased transparency about tactics and 
vulnerabilities could help contain the 
damage. With few exceptions, how-
ever, companies are slow to publicly 
acknowledge incidents, and they typi-
cally release little information about 
the attacks. Could they learn from aca-
demia, where security officers take a 

more collaborative approach? 
“The Big Ten security people get to-

gether four times a year, and we email 
constantly,” says Purdue’s Ksander. 
“Generally, the communication is 
about sharing perspective on upcom-
ing risks or solutions that an institution 
may be trying. We like to share both 
successes and failures. Learning about 
an attack at Iowa once helped clean up 
an event much faster here at Purdue.” 

A recent White House proposal 
called for the Department of Home-
land Security to work more closely with 
businesses and manage information 
and incidents. Critics questioned the 
model, which would require compa-
nies to report all “significant” inci-
dents and place the government at the 
hub of a hub-and-spoke information 
sharing model, but many other meth-
ods could also work. 

“You could go by industry, especial-
ly where there are already regulators,” 
suggests Cate. “You could do across-
the-board reporting in annual reports 
and have the SEC [Securities and Ex-
change Commission] oversee it. Or you 
could do it in a less public and more 
detailed fashion, maybe on a state-by-
state basis.”

Of course, protection can never be 
perfect, and one thing nearly every-
one agrees on is the need for organi-
zations to work proactively to mitigate 
damage. “Good sysadmin practices 
have been the same for 10 years,” says 
Art Manion, a vulnerability analyst at 
Carnegie Mellon University’s Com-
puter Emergency Response Team. 
“Things like firewalls that block all 
traffic that doesn’t have a legitimate 

reason to cross a firewall or router or 
host. File system permissions on file 
server shares are another example—
running services and programs, espe-
cially highly exposed stuff, with mini-
mal privileges. Choosing where and 
how to store sensitive data, and how to 
transfer it, can also limit damage. If an 
attacker is able to steal encrypted data 
but not the decryption keys, damage is 
mitigated. These choices will largely 
depend on the needs and resources of 
individual sites, but I’m of the opinion 
that spending time, effort, and money 
on the basics is a better investment 
than security bells and whistles.” 

Further Reading
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“secure code is 
the first link in 
the chain,” says 
charlie miller, chief 
security researcher 
at accuvant Labs. 
“People say,  
‘We’re human,  
we can’t write perfect 
software.’ But we’re 
at 50% right now. 
We’re not even close.”

The Association for the 
Advancement of Artificial 
Intelligence (AAAI), IEEE, and the 
Electronic Design Automation 
Consortium recently honored a 
select set of computer scientists.  

aaai seNioR memBeRs
AAAi awarded Senior member 
status to nine distinguished 
AAAi members at the 25th 
AAAi Conference on Artificial 
intelligence. the new Senior 

members are Marie desJardins, 
University of maryland 
Baltimore County; Hans W. 
Guesgen, massey University; 
Tad H. Hogg, institute for 
molecular manufacturing; 
Diane J. Litman, University of 
Pittsburgh; João Pavão Martins, 
instituto Superior tecnico, 
technical University of Lisbon; 
Leora Morgenstern, SAiC; Ted 
E. Senator, SAiC; Ramasamy 
Uthurusamy, General motors; 

and Holly Yanco, University of 
massachusetts Lowell.

B. RamakRishNa Rau aWaRD
Yale N. Patt, an electrical and 
computer engineering professor 
at the University of texas at 
Austin, is the recipient of the 
inaugural ieee Computer 
Society B. ramakrishna rau 
Award, which recognizes 
significant achievements in the 
field of microarchitecture and 

compiler code generation. 

PhiL kaufmaN aWaRD
C.L. David Liu, the William 
mong honorary chair professor 
of computer science and  
former president of the national 
tsing hua University, received 
the Phil Kaufman Award for 
Distinguished Contributions to 
electronic Design Automation 
(eDA) for his fundamental and 
seminal work in eDA.

Milestones

Computer Science Awards

http://datalossdb.org/
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I
n mi D -J Une 2011,  the National 
Emergency Number Associa-
tion (NENA) approved the end-
state architectural vision for 
Next Generation 9-1-1.6 The 

“i3” architecture, as technical experts 
call it, presents a detailed architecture 
for key elements of the next-generation 
9-1-1 systems, describing how net-
works and devices will eventually work 
together to enable voice, text, image, 
and data exchange between citizens 
and first responders.

It took NENA members years to 
complete the work on the i3 archi-
tecture and related specifications. 
Although NENA is the leading emer-
gency services organization in North 
America, it did not develop the speci-
fications alone. The i3 architecture 
borrows heavily from the standards 
developed by the Internet Engineering 
Task Force (IETF) on SIP, location, and 
emergency calling. It is not only the re-
use of specifications that is significant 
but the mind-set acquired by NENA 
from the IETF: IETF’s emergency ser-

vices architecture follows the Internet 
application deployment model where 
applications may be provided by com-
panies that are different than those 

providing Internet access. This as-
sumption may not necessarily be sur-
prising for Internet and smartphone 
application designers, but it is a signif-

DOI:10.1145/2018396.2018405 Hannes Tschofenig 

Privacy and Security 
Security risks in 
next-Generation 
emergency Services 
Sounding the alert on emergency calling system deficiencies. 

an emergency communications technician responds to calls at the emergency 
communications center in arlington, Va.
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In its simplest form, the adversary 
crafts location information and attach-
es it to an outgoing emergency call. 

While there are various counter-
measures, none are easy to deploy. 
When location information is ob-
tained from the Internet access pro-
vider (as it is common for both fixed 
as well as cellular telecommunication 
emergency services systems), vari-
ous identifiers must be linked to each 
other in order to obtain the physical 
location of the emergency caller. The 
proposed intermediate VoIP emergen-
cy services architecture developed by a 
U.K. standardization organization il-
lustrates this mapping process in the 
example of a DSL network in Appendix 
E of an EENA operations document.7 A 
weak link in the mapping process can 
be exploited. Similarly, when location 
measurements must be obtained, as 
those are often provided with the sup-
port of the end devices themselves 
(for example, from a GPS module). 
Naturally, an adversary in control of 
the end device is able to return fake 
measurement results and can thereby 
impact the obtained location.

An approach that focuses on the 
prosecution of those who misuse the 
service is difficult to accomplish in 
an IP-based emergency services solu-
tion as well. The challenges are pri-
marily on the technical side but are a 
side effect of the deployment reality: 
strong identity proofing is not widely 
deployed by many VoIP/IM services 
nor is it deployed in the Internet in 
general. In-person identity proofing is 
expensive and by itself is not sufficient 
to provide a high level of assurances 
throughout the entire service life cycle 
(for example, as described in NIST SP 
800-63).8 

The Internet is global, and many 
application service providers operate 
their services everywhere. So, despite 
a perfect mapping between the digi-
tal identifier and a real-world person 
the solution to the problem will be 
dependent on the regulatory environ-
ment and the ability of law enforce-
ment agencies in different countries 
to cooperate. For example, how easy 
will it be to hold a person located in 
country X using alice@example-ser-
vice.com responsible for making a 
hoax call to an emergency service in 
country Y? This problem was identi-

icant change for anyone coming from 
the circuit-switched telephony world, 
which formed the current emergency 
services system for placing 9-1-1 and 
1-1-2 emergency calls. 

The regulatory community has also 
noticed the steady shift to Internet Pro-
tocols for all forms of communication. 
In early 2011, the Federal Communica-
tion Commission (FCC) issued a No-
tice of Inquiry (NOI) on the Framework 
for Next-Generation 911 Deployment5 
to solicit feedback on all forms of mul-
timedia emergency calling.a 

The characteristics associated with 
a deployed architectural model impact 
security. The fundamental security 
problem of emergency services is that 
these are services associated with a high 
cost, such as dispatching first respond-
ers like ambulances, law enforcement, 
fire department services, and the ser-
vice must be available to all users, not 
just highly vetted ones. Consequently, 
there is much potential for misuse of 
the system, which unfortunately does 
occur. Yet the fact that the services must 
be universally available means there is 
little way to prevent such misuse.

Since the emergency services solu-
tions are built on top of the existing 
communication architectures and 
protocols, they inherit the associated 
characteristics, including the security 
problems of Voice over IP, instant mes-
saging (IM), and other forms of com-
munication technologies. Yet despite 
these problems, from the point of view 
of economics it is unlikely to assume 
a separate end-to-end communication 
infrastructure will ever be deployed 
solely for use by emergency services. 

false emergency calls
Among all the security challenges to-
day’s systems suffer most from so-
called “false emergency calls,” a form 
of denial-of-service attack. As the Euro-
pean Emergency Number Association 
(EENA), the European counterpart of 
NENA, has noted, “False emergency 
calls divert emergency services away 
from people who may be in life-threat-

a In their NOI response Barnes et al.1 provided 
a high-level description of the IETF emer-
gency services architecture and illustrated 
the main characteristics. A more technically 
minded reader may want to consult the origi-
nal IETF specifications (see Rosen et al.11 and 
Rosen and Polk10).

ening situations and who need urgent 
help. This can mean the difference be-
tween life and death for someone in 
trouble.” EENA has attempted to define 
terminology and describe best current 
practices for dealing with false emer-
gency calls,3 which in certain European 
countries can be as high as 70% of all 
emergency calls. Reducing the number 
of bogus calls often represents a signifi-
cant challenge, since emergency ser-
vices authorities in most countries are 
required to answer every call (whenever 
possible). If there is no ability to associ-
ate the caller with a real-world person 
in case of misuse, then the ability to 
prosecute is limited. Due to require-
ments for supporting the so-called SIM-
less emergency calls in many countries 
(emergency calls that are placed with-
out a SIM card); calls from phones with 
pre-paid cards, or from public tele-
phones make accountability difficult. 

While hoax call attacks typically 
lead to various negative results, they 
typically do not cause life-threatening 
situations. But a small percentage 
of these calls pose a significant risk. 
Most significantly, “swatting”—faking 
an emergency that draws a response 
from law enforcement (usually a SWAT 
team)—has the potential for causing 
life-threatening problems.4

The attack is fairly simple: the loca-
tion system of today’s telephony sys-
tem performs a lookup using the tele-
phone number as used by the caller. 
The obtained location information is 
then provided to the emergency num-
ber authorities for dispatch of first re-
sponders, in this case a SWAT team. 
Unfortunately, the caller’s phone 
number can be modified. 

A very similar attack can be used in 
IP-based emergency services systems.13 

the fact that  
the services must  
be universally 
available means 
there is little way  
to prevent misuse.
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fied long ago and has surfaced again 
in the ongoing debate about the ac-
countable Internet (for example, see  
Clark and Landau2). 

The list of security threats in VoIP 
and IM systems is naturally quite 
long. Of course, research and stan-
dardization has also been ongoing, 
and various countermeasures have 
been developed and are waiting to 
be deployed. Some specific protocols 
also had to be developed to support 
emergency services, such as the Lo-
cation-to-Service Translation (LoST) 
protocol that is used for routing emer-
gency calls to the appropriate Public 
Safety Answering Points (PSAPs). 
These components introduce addi-
tional attack vectors.12

conclusion
The work on the next-generation emer-
gency services infrastructure is pro-
gressing with NENA and EENA leading 
the work in North America and Europe, 
respectively. With the baseline techni-
cal standards coming from the IETF, 
security threats have been investigated 
and documented, and technical coun-
termeasures have also been developed. 
While many of these problems are be-
ing observed in today’s emergency ser-
vices system, it is likely the transition 
to an all-IP-based emergency services 
infrastructure will invite far more at-
tacks. There are various barriers for 
dealing with these problems, namely: 

˲˲ As long as attacks are still low 
(and the amount of IP-based emer-
gency services is still low due to either 
the lack of regulation or unclear reg-
ulatory situation worldwide) there is 
no incentive to resolve the problem; 

˲˲ Many Internet players seem to 
lack economic incentives to deploy 
infrastructure for a high level of as-
surances—an area that aims to be ad-
dressed by NSTIC but with uncertain 
success outcome at this point in time; 
and 

˲˲ A lack of harmonization at the le-
gal level. The Internet architectural 
model is not well enough understood 
by the regulatory community. The 
temptation to follow well-established 
patterns and to talk to their existing 
clientele is often too big; unfortu-
nately that work style is not a match 
for today’s ecosystem.

The last item is a particular area 

where further work is needed to bridge 
the gap between the policy and the 
technical community. Organizations 
developing technical standards are typ-
ically not ideally positioned to convey 
messages to policymakers on how re-
sponsibilities for the deployment have 
to be shared among the different stake-
holders in the ecosystem and what non-
technical considerations need to be ad-
dressed. Due to their broader mandate, 
which includes training, certification, 
lobbying, and operational guidance, 
emergency services communities such 
as NENA and EENA are in an ideal posi-
tion to close this gap.

In a nutshell, research and stan-
dardization have gone a long way to-
ward providing the necessary building 
blocks. Now it is time for deployments 
to catch up. 
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U
.S.  BroADBAnD iS  terrible” 
has become a familiar 
meme. An article in Scien-
tific American last year fret-
ted, “our creaky Internet 

makes it harder for U.S. entrepreneurs 
to compete in world markets.”4 Given 
the growing importance of broadband 
Internet connections to our work, civil 
society, and entertainment, a poor 
broadband infrastructure would in-
deed be cause for concern.

As it turns out, however, much of 
this concern is misplaced. It arises 
from a combination of the focusing 
on the wrong metrics, a misguided 
interpretation of consumer prefer-
ences, and a popular obsession with 
rankings. These misperceptions 
translate into misdirected, if well-in-
tentioned, public policies that waste 
scarce resources.

Even worse, we do face real prob-
lems and issues with respect to broad-
band—a significant income-based dig-
ital divide, for example, and inefficient 
use of spectrum—but our singular 
focus on almost meaningless metrics 
and rankings distracts from more im-
portant issues.

adoption and speed
The most commonly compared broad-
band metrics are adoption and speed. 
Conventional wisdom holds that both 
are too low in the U.S. While it is im-
possible to know what the right levels 

are, more careful analysis suggests 
that neither is a problem.

Adoption. Twice a year the Organi-
zation for Economic Cooperation and 
Development (OECD) reports that the 
U.S. ranks right around the middle 
of all OECD countries in the num-
ber of wired broadband connections 
per capita. That ranking, however, 
is increasingly meaningless in rich 
countries for the simple reason that 
multiple people in a household share 

each wired connection and average 
household sizes differ across coun-
tries. Countries with relatively large 
households, like the U.S. and Japan, 
are doomed to low per capita rank-
ings. Consider that if every household 
in every OECD country had a wired 
broadband connection the U.S. would 
rank 17th or 18th on a per capita basis 
due to household size alone.  

Moreover, broadband is available 
in the U.S. almost everywhere. Accord-
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ing to the National Broadband Map, 
approximately 98% of U.S. households 
have Internet access with speeds at 
least 768kbps downstream and at least 
200kbps upstream, and 96% have ac-
cess to broadband of at least 3mbps 
downstream and 768kbps upstream. 
Nearly everyone without terrestrial 
access can purchase service from two 
satellite providers that are both in 
the process of significantly upgrading 
their service.

While availability is not a significant 
problem, a large income-based digi-
tal divide remains: poor people adopt 
broadband at substantially lower rates 
than wealthier people. Yet, U.S. policy 
does not focus on changing adoption. 
It focuses on building out to under-
served areas, a less effective way to in-
crease adoption.2 For example, the $7.1 
billion in broadband stimulus grants 
focused almost exclusively on building 
infrastructure, and the enabling legis-
lation even barred the program from 
granting subsidies to individuals rath-
er than firms. Current efforts to reform 
universal service suggest this focus is 
unlikely to change much. 

Speed. Average advertised download 
speeds in many OECD countries are 
generally faster than they are in the U.S. 
As the accompanying figure indicates, 
however, the means of advertised plans 
do not reflect the speeds consumers 
actually purchase or receive. As it turns 
out, measured speeds are remarkably 
similar across rich countries.

Conventional wisdom holds that 
faster broadband speeds are always 
better, but is faster more useful? Most 
consumers do not value very high 
speeds and do not purchase those 
speeds even when they are available. It 
is true that speeds considered accept-
able in the early days of DSL are too 
slow for many of today’s common ap-
plications. But even today, speeds fast-
er than approximately 10mbps deliver 
little incremental value for the simple 
reason that even the most bandwidth-
intensive uses, like streaming high-
definition video, require much less. 
Netflix and Amazon, for example, 
stream high-definition video at under 
5mbps. A broadband connection can-
not pull in the video faster than it is be-
ing pushed out.

Speed seems to be of so little con-
cern to most U.S. broadband users 

that 80% of them do not even bother to 
remember or check their own speed. A 
recent FCC survey found that 80% of 
U.S. broadband users did not know 
the speeds of their home broadband 
connections, yet 50% of users report-
ed being “very satisfied” and 41% re-
porting being “somewhat satisfied” 
with their speed. In a detailed study of 
residential broadband demand in the 
U.S., Rosston, Savage, and Waldman1 

found that consumers were willing to 
pay about $80 per month for a reliable, 
“fast” connection, but were willing to 
pay only an additional $3 per month 
for a “very fast” connection.  

To be sure, demand for speed will 
continue to change over time, as it has 

since the Bell 103 modem first com-
municated at a blazing 300bps, and 
someday we might consider today’s 
speeds similarly absurdly slow, but no 
evidence suggests speeds are holding 
back innovation today. The typical pur-
chased and available speeds in nearly 
every OECD country already exceed 
the bandwidth required for commonly 
used applications.

What should We measure?
Comparing performance across coun-
tries can be valuable, but we should fo-
cus on the right things.

Wireless Inputs and Outputs. A few 
years ago broadband implicitly meant 
wired connections. Within wired 
broadband, even as late as 2009 many 
industry observers thought the future 
of broadband exclusively meant fiber. 
Cable’s DOCSIS 3.0 technology im-
proved the capacity of cable broadband 
to such an extent that some analysts 
believe hybrid-fiber coaxial connec-
tions will allow the cable industry to 
dominate the wired market in much of 
the U.S.

Perhaps even that prediction is 
changing. The iPhone, iPad, Android 
operating system, and related app 
stores have made wireless an increas-
ingly important part of the broadband 
ecosystem. Soaring wireless broad-

conventional  
wisdom holds that 
faster broadband 
speeds are always 
better, but is faster 
more useful?

measured and advertised download speeds (in kbps).
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band use has implications for the 
direction of broadband innovation, 
competition, and adoption.

If the trend toward wireless use and 
mobility continues—and there is no 
guarantee it will, given the rapid suc-
cession of changes in what we think is 
important—then issues like spectrum 
policy should move to the forefront 
of all broadband policy issues. But we 
have little detailed cross-country infor-
mation spectrum policy.

Business Use. Popular broadband 
metrics contain another mislead-
ing feature: they focus on residential 
broadband. Yet, residential broad-
band connections are unlikely to 
have large effects on net economic 
activity (see Wallsten3). Residential 
connections are used primarily for 
personal communication, shopping, 
and consuming news and entertain-
ment. Much of business-to-consumer 
e-commerce, for example, reflects a 
shift in economic activity from “brick 
and mortar” to online retail rather 
than new economic activity. These ac-
tivities largely represent transfers of 
economic activity rather than net new 
economic activity.

How digital communications tech-
nologies change business production 
processes, however, is more likely to 
determine whether these new tech-
nologies will have transformative eco-
nomic effects. The direct economic 
effects of business use dwarf residen-
tial use. According to the U.S. Census, 
while business-to-consumer revenues 
reached almost $300 billion in 2009, 
they were an order of magnitude less 
than business-to-business revenues of 
about $3.1 trillion. 

To be sure, productivity benefits 
may ultimately flow from residential 

broadband. Telecommuting, for ex-
ample, could reduce resources society 
consumes, such as those used for phys-
ically commuting. That is only begin-
ning to happen.

In short, how business incorporates 
digital communications technolo-
gies will have a much bigger effect on 
our standard of living over the next 20 
years than will whether we reach 70% 
household broadband penetration in 
six months or a year.

Quality of Service Beyond Speed. 
Speed is but one element of broad-
band quality. Other factors like jitter, 
latency, and lack of fluctuations in 
quality also matter, but we know al-
most nothing about how consumers 
value other attributes of quality. Per-
haps lack of speed is not a barrier to 
viable new applications while other 
aspects of quality are. 

conclusion
Focusing on the wrong metrics will do 
more harm than good. If we care about 
broadband adoption then we should 
stop focusing on availability. It is a 
much smaller problem. If we are wor-
ried about broadband quality, then we 
should focus on the aspects of quality 
businesses and consumers truly value, 
not merely speed. If we are worried 
about how broadband affects entre-
preneurship and economic growth, 
then we should focus on barriers busi-
nesses face in integrating connectiv-
ity into their production processes. If 
we believe wireless connectivity is in-
creasingly important, then we should 
focus on developing metrics for wire-
less and spectrum. 
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O
n  o C t o B e r  2 8 ,  2 0 0 8 ,  
G o o g l e ,  t h e  A u t h o r s 
Guild, and the Associa-
tion of American Pub-
lishers (AAP) announced 

a settlement of lawsuits charging 
Google with copyright infringement 
for scanning in-copyright books from 
the collections of major research li-
braries. While litigants can ordinar-
ily settle lawsuits without judicial 
oversight, different rules apply in 
class action lawsuits. Because class 
action settlements affect the rights 
of many people who were not directly 
involved in the lawsuit or settlement 
negotiations, judges must determine 
whether the proposed settlement is 
“fair, reasonable, and adequate” to 
the class on whose behalf the lawsuit 
was being settled. 

Just over 13 months after the fair-
ness hearing on the proposed Google 
Book Search (GBS) settlement, Judge 
Denny Chin finally ruled that this 
agreement did not satisfy the fairness 
standard. The litigants did not ap-
peal rejection of the settlement. The 
default next step is for the case to go 
back into litigation on the fair use or 
infringement issue.

In this column, I explain why Judge 
Chin disapproved the GBS settlement, 
speculate that the fair use issue may 
not be decided by the courts, and dis-
cuss the possibility of a new settle-
ment and of legislation as alternatives.

“a Bridge too far”
The single most important factor in 
Judge Chin’s ruling against the GBS 
settlement lay in his agreement with 
the U.S. Department of Justice (DOJ) 
that it was “a bridge too far.” 

The actual issue in litigation was 
whether scanning books to index their 
contents and provide snippets was 
copyright infringement or fair use. Yet, 
the settlement proposed an extremely 
complex forward-looking commercial 
regime under which Google could com-

mercialize all out-of-print books (un-
less rights holders showed up to say no) 
and display up to 20% of contents of 
these books in response to search que-
ries, as long as it shared 63% of the rev-
enues with rights holders who registered 
with a new collecting society to be known 
as the Book Rights Registry (BRR).

Google never claimed it would be 
fair use to sell individual copies of out-
of-print works to the public, nor to 
construct an institutional subscription 
database (ISD) of out-of-print books to 

Legally Speaking  
Why the Google Book 
Settlement failed— 
and What Comes next? 
Assessing the implications of the Google Book Search settlement. 
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license to institutions of higher educa-
tion, among others. Nor could it credi-
bly make such a claim. Yet, the proposed 
GBS settlement would give it rights to do 
both of these things (and more).

The scope of the settlement, in 
other words, went far beyond the is-
sue in litigation. At the fairness hear-
ing the DOJ lawyer pointed out it was 
the duty of class counsel to litigate the 
claims they brought or to settle those 
claims. They had instead used the exis-
tence of a dispute about GBS scanning 
to remake the market for e-books and 
change the default rules of copyright 
law (which generally require a prospec-
tive user to get permission in advance 
before making commercial uses of the 
works), as the proposed GBS settle-
ment would arguably do.

Litigation or Legislation?
Judge Chin also agreed with the DOJ 
that the only legitimate way to restruc-
ture rights and e-book markets in the 
manner proposed in the GBS settle-
ment was through legislation. 

The quasi-legislative character of 
the settlement was most evident in 
its solution to the so-called “orphan 
works” problem. Works are deemed 
orphans when their rights holders can-
not be found through a reasonably dili-
gent search. A book published in 1953, 
for instance, may still be in copyright 
whose owner is a firm that no longer ex-
ists and/or an author who died without 
heirs. In 2006, the U.S. Copyright Office 
proposed legislation to allow orphan 
works to be made more accessible, but 
so far this legislation has not been en-
acted by Congress. (The EU has recent-
ly proposed a directive addressing the 
orphan works problem.)

The proposed settlement would 
have given Google the right to com-
mercially exploit all orphan books 
because their rights holders were 
members of the class that would 
have virtually consented to these uses 
through the judge’s approval of the 
settlement. Judge Chin decided it was 
for Congress, not the courts, to ad-
dress the orphan works problem. 

adequacy of Representation
The Authors Guild complaint named 
three of its member authors as repre-
sentatives of the class of authors affect-
ed by GBS scanning. These authors, 

Guild lawyers, and lawyers designated 
as counsel for the class have an obli-
gation to represent the interests of all 
members of the class.

In my submissions to the court, I 
argued that the plaintiffs and their law-
yers had not adequately represented the 
interests of academic authors. Unlike 
Guild authors, academic authors would 
be inclined to think that scanning 
books to index them was fair use, not 
copyright infringement. They would, 
moreover, be likely to want their out-of-
print books to be available on an open 
access basis rather than through a prof-
it-maximizing scheme such as the GBS 
settlement proposed. Judge Chin agreed 
with me that academic authors had dif-
ferent interests than Guild authors and 
that the Guild’s lawyers had not ade-
quately represented our interests.

Judge Chin was also plainly affected 
by the large outpouring of opposition 
to the GBS settlement from other copy-
right owners. He noted that 6,800 au-
thors had opted out of the settlement 
because they did not wish to be bound 
by it. He quoted at length from author 
objections to GBS and to the settle-
ment. The governments of France 
and Germany and many foreign rights 
holders also opposed it. Although not 
ruling on contentions that the pro-
posed settlement violated U.S. treaty 
obligations, Judge Chin made it clear 
he was troubled by these assertions.

Although saying that it was not a 
ground for disapproval of the settle-
ment, Judge Chin also expressed con-
cern about the lack of user privacy pro-
tections. The GBS settlement called 
for extensive collection of data about 

individual reader uses of GBS books, 
but had virtually no provisions limiting 
what Google could do with this infor-
mation. In addition, he expressed res-
ervations about the antitrust concerns 
raised by the DOJ and by Yahoo! and 
Microsoft about the extra advantage 
that Google would have in the search 
market by getting a license to improve 
its search engine with GBS books.

Benefits of the  
Proposed settlement 
Controversial as it was in some re-
spects, the GBS settlement, if ap-
proved, would have brought about 
many socially beneficial results. Chief 
among them was a vast expansion of 
access to out-of-print but in-copyright 
books. Up to 20% of their contents 
could have been displayed to users in 
response to search queries. Millions 
of these books would have been freely 
accessible at terminals at public librar-
ies (one per library) and at institutions 
of higher education (one per so many 
students), as well as through institu-
tional subscriptions available to li-
braries and other institutions. E-book 
versions of these out-of-print books 
would also have been available for 
purchase by consumers, which they 
could access “in the cloud.” In addi-
tion, Google pledged in the proposed 
settlement to make digitized copies of 
these books available in formats acces-
sible to print-disabled persons (such 
as versions in Braille or with enlarged 
typography).

There are already more than 15 
million books in the GBS corpus, the 
overwhelming majority of which come 
from the collections of major research 
libraries. These collections are dense 
with the accumulated knowledge of 
the ages, and Google is scanning more 
of them every day. It was thus no exag-
geration to assert that approval of the 
settlement would have vastly expand-
ed access to our cultural heritage.

The GBS settlement would have 
permitted Google to provide its library 
partners with copies of scans of books 
from their collections that could be 
used for preservation purposes and 
for “non-consumptive research” (for 
example, tracing the influence of a 
thinker over time or the origins of 
words). Google itself would have been 
privileged by the settlement to engage 
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in non-display (computational) uses of 
books in the GBS corpus for purposes 
such as improving its search technolo-
gies and automated translation tools.

The proposed settlement would 
also have been socially beneficial in 
providing new income streams to au-
thors and publishers through the BRR. 
These benefits cannot be realized 
through a class action settlement, but 
can they be achieved in other ways?

What’s Next?
Judge Chin made clear that he would 
look more favorably on an opt-in settle-
ment (that is, requiring Google to get 
permission from rights holders before 
commercializing their books) than 
he had on the opt-out settlement pro-
posed in 2008. However, lawyers for 
Google and the Authors Guild have told 
the judge that Google has no interest in 
an opt-in settlement. An opt-in settle-
ment would also not bring about the 
socially beneficial results envisioned 
in the proposed GBS settlement. Yet, 
because litigation is very expensive, 
takes a long time, and poses risks for 
both sides, settlement is far more likely 
than resuming litigation at this point, 
although Judge Chin has indicated 
that because the parties have not yet 
reached a new settlement, the case will 
be scheduled for trial next July.

Legislation would be another way 
to accomplish some of the socially 
beneficial aspects of the GBS settle-
ment. Maria Pallante, the newly ap-
pointed Register of Copyrights, and 
James Billington, the Librarian of 
Congress, have written to key Con-
gressional leaders to indicate their 
willingness to undertake a study of 
legislative options in the aftermath of 
the GBS settlement disapproval. 

Having studied the settlement and 
assessed its possible benefits, I have 
developed a framework for a legisla-
tive proposal that would aim to achieve 
these objectives.1 In brief, I recom-
mend: 1) creating a privilege to scan 
in-copyright works for preservation 
purposes, to allow their contents to be 
indexed, and to allow non-display uses 
of the scans, including non-consump-
tive research uses; 2) allowing “orphan 
works” (works whose rights holders 
cannot be found after a reasonably dili-
gent search) to be made available on 
an open access basis; 3) expanding the 

right of libraries and others to improve 
access for print-disabled persons; and 
4) ensuring that reader privacy interests 
are respected. Unfortunately, the po-
litical economy of copyright in the U.S. 
does not bode well for these proposals.

I also suggest that consideration be 
given to creating an extended collec-
tive licensing regime for out-of-print, 
non-orphan books so that an ISD such 
as the GBS settlement proposed might 
be created. Extended collective licens-
es have been used with considerable 
success in Nordic countries to provide 
rights holders with compensation 
while at the same time allowing users 
the assurance they can get a license to 
make a large number of works avail-
able even when transaction costs of 
clearing all rights, one by one, would 
be excessive or possibly prohibitive. 

Many, even if not all, of the social 
benefits that would have flowed from 
approval of the GBS settlement can be 
achieved in other ways. Some reforms 
can be done through private ordering 
(for example, professors making their 
books available on an open access ba-
sis), some through fair use (for exam-
ple, scanning to index contents), and 
some through legislation. We should 
not let the failure of the GBS settle-
ment stand in the way of finding new 
ways to make cultural heritage more 
widely available.  
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U t e D  adage states: “With 
another name, social engi-
neering would not be mis-
taken for engineering.” Ap-

proximately 15 years ago, I published a 
short article in the Journal of Engineer-
ing Education arguing—among other 
things—that software engineering was 
not then engineering.1 I have now been 
asked whether enough has changed to 
make me think software engineering 
is engineering. My answer is: much 
has changed—with some changes 
weakening the separation between 
engineering and software engineering 
and some reinforcing it—but, over-
all, the argument stands. This answer 
will surprise those who, unaware of 
that article, think software engineer-
ing’s status as engineering is obvious. 
I therefore think it wise to precede any 
explanation of why software engineer-
ing is not engineering by disposing of 
a few unexamined presumptions that 
might make software engineering’s 
status as engineering seem obvious.

senses of engineering
“Engineering” has at least four senses 
in English. One, the oldest, understands 
engineering as tending engines (origi-
nally, “engines of war”). Casey Jones 
was an engineer in this sense; so is the 
custodian of my building, a licensed 
“boiler engineer”; and so too, the sailor 

rated “marine engineer.” Neither engi-
neers (strictly speaking) nor software 
engineers are engineers in this sense.

Almost the opposite of this first 
sense is what we might call the func-
tional sense, engineering-as-inven-
tion-of-useful-objects. In this sense, 
the first engineer may have been the 
caveman (or cavewoman) who in-
vented the club, cutting stone, or fire 
pit. Though this sense would certainly 
make software engineers engineers, 
there are at least two reasons to reject 
it here. First, the functional sense is too 
broad. Architects, industrial designers, 
and even weekend inventors are all en-
gineers in this sense, making software 
engineering’s claim to be engineer-
ing uninteresting. Second, the func-

tional sense is anachronistic. It takes 
a sense of “engineering” that did not 
exist much before 1700 and applies it 
to cavemen, carpenters, tinkerers, and 
the like, who would have understood 
themselves quite differently.

The functional sense of engineer-
ing nonetheless seems relevant here. 
Software engineering’s official Body 
of Knowledge offers this definition of 
software engineering: “the application 
of a systematic, disciplined, quantifi-
able approach to the development, op-
eration, and maintenance of software, 
and the study of these approaches; 
that is, the application of engineering 
to software.”2 The Body of Knowledge 
assumes, without argument (a mere 
“that is”), that engineering is a certain 
function, any “systematic, disciplined, 
quantifiable approach to the develop-
ment, operation, and maintenance 
[of something]”. That assumption 
must be false. It would force us, for ex-
ample, to rank accounting—a field no 
one supposes to be engineering—as 
“financial-records engineering” (since 
accounting is a systematic, disciplined, 
quantifiable approach to the develop-
ment, operation, and maintenance of 
financial records). 

Closer to our subject is a third sense, 
engineering-as-discipline. A discipline 
is a distinctive way of carrying on an 
activity, some combination of knowl-
edge, skill, and judgment that must be 
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learned. Any craft or trade has its dis-
cipline—as do many activities that are 
not craft or trade, such as meditation 
or calisthenics. In this sense, neither 
architects, nor industrial designers, 
nor weekend inventors are engineers. 
Architecture and industrial design 
each have a discipline easily distin-
guished from engineering’s. Weekend 
inventors have no discipline at all; they 
may invent any way they like.

Software engineering is not engi-
neering in this third sense. The body 
of knowledge engineers are supposed 
to learn differs in important ways from 
software engineering’s body of knowl-
edge. So, for example, engineers have 
to take courses concerned with the 
material world, such as chemistry and 
statistics; software engineers do not. 
Software engineering’s official Body 

(1.02).b Engineers do not now have 
such a duty to moderate.

Software engineering has, indeed, 
become a profession. What it has not 
become is part of the engineering pro-
fession. Anyone who claims otherwise 
must find a sense of engineering differ-
ent from those distinguished here, one 
that makes software engineering a part 
of engineering without including as well 
disciplines, occupations, or professions, 
such as architecture or accounting, that 
clearly are not part of engineering.

Professions are voluntary associa-
tions. You cannot become a member 
simply by claiming to be one. You must 
be admitted (by the profession, not just 
by a technical society like the ACM). En-
gineering has a long history of other oc-
cupations claiming to be engineering: 
recent examples include genetic engi-
neering (a kind of tinkering with genes); 
reengineering (a fad in management); 
and financial engineering (gambling 
on Wall Street). Software engineering 
actually began with an attempt to copy 
engineering practices, making its claim 
to be engineering more respectable 

b Software Engineering Code of Ethics and Pro-
fessional Practice (1999); http://www.acm.org/
about/se-code. For history of this document, 
see my essay “Code Writing: How Software 
Engineering Became a Profession,” Center for 
the Study of Ethics in the Professions, Chica-
go, 2007; http://hum.iit.edu:8080/aire/sea/1/
book/index.html.
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of Knowledge was in fact an impor-
tant step in clarifying the distinction 
between engineering proper and soft-
ware engineering. It requires software 
engineers to know things other engi-
neers do not and not to know some 
things other engineers do know.

The last sense of engineering we 
need to distinguish here is engineer-
ing-as-profession. A profession is (we 
may say) a number of individuals in 
the same occupation voluntarily orga-
nized to earn a living by openly serving 
a moral ideal in a morally permissible 
way beyond what law, market, morali-
ty, and public opinion would otherwise 
require.a An occupation is a discipline 
by which one may, and some do, earn 
a living. Both engineering and software 
engineering are now occupations but, 
having (as just noted) different disci-
plines, must be different occupations. 
That is one reason why they cannot 
share a profession. There is another.

The Software Engineering Code of 
Ethics and Professional Practice dif-
fers in significant ways from all the 
engineering codes I know. Software 
engineers are, for example, supposed 
to “[m]oderate the interests of the soft-
ware engineer, the employer, the client 
and the users with the public good” 

a For a defense of this definition, see my article 
“Is Engineering a Profession Everywhere?” 
Philosophia 37 (June 2009), 211–225.I
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than most. But the enormous complex-
ity of software has forced software engi-
neering to develop in ways engineering 
has not—and may never.c Many of the 
very methods that make software engi-
neering useful distinguish it from engi-
neering. Engineers have good reason to 
continue to treat software engineers as 
belonging to another profession.d 

I have, I hope, just explained why I 
still think software engineering is not 
engineering in a way that engineers 
should recognize. I now want to point 
out four reasons to think that engi-
neering might someday merge with 
software engineering. All four are, 
oddly, changes in engineering, not 
software engineering. 

˲˲  Electrical and computer engineer-
ing (ECE) is often thought to be the 
field of engineering closest to software 
engineering. Over the last decade, ECE 
has become less committed to tradi-
tional engineering courses concerned 
with the material world. So, for exam-
ple, a number of ECE departments, 
including the one at the University of 
Illinois at Urbana-Champaign, have 
stopped requiring statics, dynamics, 
and thermodynamics. If that trend 
continues, then either ECE will split 
off from the main body of engineer-
ing or engineering’s core of required 
engineering courses will increasingly 
resemble software engineering’s.

˲˲ Since the 1700s, engineers have 
had to know just two natural sciences: 
physics and chemistry. Recently, some 
programs in environmental engineer-
ing, biomedical engineering, and agri-
cultural engineering have begun to al-
low students to substitute biology for 
physics or chemistry. For engineers, 
this makes sense, since several of the 
new frontiers of engineering rely on bi-

c Michal Young and Stuart Faulk, “Sharing 
What We Know About Software Engineering,” 
in Proceedings of the FSE/SDP Workshop on Fu-
ture of Software Engineering Research (FoSER 
‘10), ACM, 439–442, argue that engineering 
has much to learn from software engineer-
ing—inadvertently making clear how much 
engineering’s discipline differs from soft-
ware engineering’s.

d For a darker route to this conclusion, see Da-
vid L. Parnas, “Risks of undisciplined develop-
ment,” Commun. ACM 53, 10 (Oct. 2010), 25–
27. Note that Parnas, though a star of software 
engineering, is an electrical engineer—both 
by discipline and declaration—looking at 
software engineering the way knowledgeable 
engineers typically do.

ology rather than physics and chemis-
try (as until recently). But, if this trend 
continues, engineering’s science core 
will increasingly resemble the science 
courses software engineers take to sat-
isfy general distribution requirements.

˲˲ Engineers are increasingly replac-
ing mechanical systems with software. 
Not only do most engineers now use 
software regularly, many write speci-
fications for software, modify existing 
programs themselves, or even write 
(simple) programs. Whether or not 
software engineers do any engineering, 
engineers increasingly engage in ac-
tivities that look like software engineer-
ing (even if these engineers do not call 
themselves “software engineers” and 
do not work the way that software en-
gineers would). Whether some fields of 
engineering will dissolve into software 
engineering seems an open question.

˲˲ Computer science used to have an 
accreditation body separate from en-
gineering’s. That is no longer true. All 
computer science programs, includ-
ing software engineering, are now un-
der engineering’s accreditation body, 
ABET. Of course, the accreditation 
process and standards distinguish 
between engineering programs and 
computer science programs. But that 
distinction does not preclude eventual 
merger. ABET has always distinguished 
between various fields (or subdisci-
plines) of engineering. So, for example, 
it always sent mechanical engineers to 
review a mechanical engineering pro-
gram; electrical engineers, to review an 
electrical engineering program; and so 
on. The expansion of ABET’s accredita-
tion powers makes it easier than before 
for software engineering to merge into 

engineering, indeed, for all of comput-
er science to do that.

Having pointed out four reasons 
that seem to point to software engi-
neering’s eventual merger with engi-
neering, I now point out three reasons 
to believe the merger will not happen 
soon, if at all:

˲˲ All engineering is still fundamen-
tally about physical systems; software 
engineering is not. Even a field so 
closely allied to software engineering 
as computer engineering must take 
into account physical factors in design, 
for example, heat produced in a micro-
chip or speed of electrical current, to a 
degree software engineers do not.

˲˲ Software engineering is today a 
large profession, indeed, one of the 
largest—half the size of engineering, 
true, but about the same size as medi-
cine or law. With so many practitio-
ners, software engineering is more 
likely to divide than to join up with an-
other large profession.

˲˲ If computer science ever ceased to 
be the home of software engineering, 
the most likely new home might well 
be management information systems 
or information technology manage-
ment. These business disciplines re-
semble software engineering at least 
as much as engineering does. In prac-
tice, most software engineers work 
more with information systems man-
agers than with engineers.

conclusion
Whether knowledge of the future is 
possible is a perennial question in phi-
losophy. What is certain is that proph-
ets are seldom right on any important 
question. So, I make no claim to know 
whether software engineering will ever 
merge with engineering. I claim only to 
know that—despite the common term 
“engineering”—software engineering 
is not now engineering. 
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T
it LeS  An D JoB  details vary 
from university to univer-
sity, but teaching-oriented 
faculty (TOF) contribute sig-
nificantly to the mission of 

CS departments in U.S. and Canadian 
research universities. The nine col-
laborators of this column are TOF in 
computer science departments at re-
search universities in the U.S. or Can-
ada; some of us even have the word 
“Professor” in our job titles. Here, we 
describe how positions like ours work, 
how they contribute to education—
and as a side effect, to research—at 
our institutions, and how departmen-
tal policies can influence TOF’s suc-
cess and satisfaction.

excellent teachers  
Who Prioritize teaching 
The unifying characteristic of TOF is ex-
cellent teaching. We teach large class-
es, introductory classes, specialized 
classes; we typically teach more classes 
and more students than other faculty in 
our departments and by common mea-
sures we do it very well. Unlike our non-
TOF colleagues, we are also evaluated 
primarily on the basis of our teaching.

TOF are not hired as inexpensive, 
one-shot instructors to fill temporary 
gaps in the course list. Most of our in-
stitutions have different job titles for 
this kind of faculty appointment. Nor 
are TOF positions intended for tradi-
tional faculty who are no longer active 
in research. TOF have a primary profes-

education   
teaching-oriented 
faculty at research 
Universities
Developing a well-rounded university through specialization. 

DOI:10.1145/2018396.2018409 SIGCSE Teaching-Oriented Faculty Working Group



36    commuNicatioNs of the acm    |   NoveMBeR 2011  |   vol.  54  |   No.  11

viewpoints

makes them natural mentors for the 
students. UCSB’s two TOF piloted the 
faculty undergraduate advising program 
there, developed an undergraduate re-
search course, provided undergraduate 
research opportunities, and brought un-
dergraduates onto department commit-
tees. At UBC, TOF created and maintain 
a second degree program and a broad 
array of popular combined majors. 

Research. Many TOF maintain re-
search programs, especially research 
on CS education. At UBC, TOF have 
published computer science education 
research in SIGCSE and similar venues. 
They also supervise many undergradu-
ate research assistants and sometimes 
co-supervise graduate students in both 
CS education and more traditional CS 
research. UCSB TOF have advised 11 
undergraduate research assistants in 
the past three years and published dur-
ing that time (often with the students) 
in top-tier architecture conferences 
and at SIGCSE. 

Textbook and e-Course Authorship. 
Authorship of course materials is a 
common contribution of TOF. At Princ-
eton, a TOF member co-authored a CS 1 
textbook and updated a best-selling CS 
2 textbook. A TOF member also curates 
two freely accessible book sites—with 
code, data sets, algorithm visualiza-
tions, assignments, and exercises—that 
receive half a million hits per month. 
One UCSB TOF member contributed to 
the past two editions of the top-selling 
computer architecture textbook. Simi-
larly, TOF often design pedagogical 
software, such as the aforementioned 
textbook-support software and the We-
bCT course management system cre-
ated by a TOF member at UBC.

K–12 Outreach. TOF have a special 
interest in how we recruit undergradu-
ate CS students. At the University of 
Texas at Austin (UT), TOF created and 
sustain long-running K–12 outreach 
programs including a summer camp 
for high school girls—with 20% of 2010 
participants now majoring in CS at 
UT—and an annual CS4HS program 
for 20–30 high school teachers. UT TOF 
also support high school computer sci-
ence contests (similar to the ACM pro-
gramming contest) for several thousand 
students each year. UCSB TOF recently 
developed and offered a summer camp 
with 40 students—most members of 
minority groups underrepresented in 

sional focus on teaching computer sci-
ence at the undergraduate level and a 
passion for excellence in CS education.

At the University of British Colum-
bia (UBC), for example, many CS fac-
ulty are excellent teachers but only 
TOF are hired and promoted primarily 
as educators. A TOF member teaches 
twice as many courses as a non-TOF 
member and a disproportionate share 
of the undergraduate students. Over 
the last three years, nine TOF taught 
47% of the undergraduate enrollment 
while 42 non-TOF taught 42% (and 
other temporary instructors taught 
11%). How well do the TOF teach? 
UBC’s campuswide teaching award is 
a plausible, succinct measure of teach-
ing excellence, awarded on a broad 
basis including peer and student ob-
servations, student evaluations, and a 
teaching portfolio. Five of the 10 cur-
rent TOF and three of the 49 current 
non-TOF have received the award.

Judicious use of TOF furthers the 
university’s teaching mission by en-
abling some specialization. A depart-
ment can favor assignment of TOF to 
courses—often those with large and 
academically diverse student popula-
tions—that demand particular effort 
and attention from experienced, com-
mitted faculty with a strong focus on 
teaching. Likewise, a department can 
favor assignment of research-oriented 
faculty to courses—likely advanced—
in which their research naturally con-
nects to instruction. (In the UBC exam-
ple mentioned previously, 65% of the 
undergraduate courses taught by non-
TOF were upper-division electives.) 

A common criticism of such special-
ization is that all good university teach-
ing requires active research. This is an 
attractive idea for research universities 
balancing research and teaching mis-
sions and their stakeholders. Howev-
er, research on university teachers has 
established that active research is not a 
predictor of effective teaching.1 On the 
other hand, TOF do indirectly support 
the university’s research mission by al-
lowing non-TOF to take a lighter teach-
ing load with a tighter connection to 
their research.

…and something else 
TOF have impact outside of the class-
room as well. TOF jobs typically involve 
teaching and something else that affects 

undergraduate education. For exam-
ple, the University of California (UC), 
Berkeley hired its first TOF member in 
CS not just to teach but also to radically 
restructure the introductory CS curric-
ulum. Indeed, all of the authors engage 
in professional activity beyond teach-
ing, even where our departments im-
pose no official requirement to do so.

We briefly describe some key types 
of “something else” contributions TOF 
make here. The majority of our institu-
tions have TOF engaged in most of the 
contribution types we list, but for brev-
ity and concreteness we illustrate each 
type with a few specific examples.

Curriculum Development. Introduc-
tory curriculum development is a com-
mon task for TOF. As with the Berke-
ley example earlier, UC Santa Barbara 
(UCSB) TOF contributed substantially 
to a lower-division curriculum redesign, 
integrating recent research in computer 
science pedagogy such as pair program-
ming and foreshadowing of advanced 
research concepts to improve retention. 
At Princeton, TOF co-developed and 
teach an interdisciplinary introduction 
to CS taken by almost half of Princeton 
undergraduates. Such a large service 
course would not be possible without 
the focused support of TOF.

TOF often contribute in specialized 
areas as well. At UC Irvine, a TOF mem-
ber developed and teaches a year-long 
capstone project course, recruiting 
project clients from industry. Another 
TOF member developed and taught a 
computer game development course 
and later co-designed a new “Comput-
er Game Science” major.

Undergraduate Advising. TOF’s ex-
tensive contact with undergraduates 

tof have a primary 
professional focus  
on teaching  
computer science  
at the undergraduate 
level and a passion 
for excellence  
in cs education.
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computer science—30% of whom are 
now considering CS as a career.

University and Professional Service. 
As with other faculty, TOF often perform 
significant university and professional 
service. A UC Irvine TOF member re-
cently chaired the UC-wide faculty sen-
ate committee on educational policy, 
helping develop the position of the fac-
ulty on issues such as the quality of on-
line education, proposed measures to 
deal with budget cuts, and course trans-
fers from community colleges. A TOF 
member at UBC has served for many 
years as Associate Dean for Curriculum 
and Learning. Another recently served 
as Program and then General chair for 
SIGCSE, ACM’s major annual Comput-
er Science Education symposium.

External Support. Many TOF se-
cure external funding for projects like 
those listed here, including several of 
the specific projects described in this 
column. In addition, three Duke TOF 
have acted as principal investigators 
on grants from the National Science 
Foundation (NSF); received gifts from 
corporate sources to further education; 
and participated in multi-institution 
grants. One Berkeley TOF member’s 
collaboration with an education re-
searcher led to several NSF- and indus-
try-funded projects.

Best Practices for hiring, 
Retaining, and supporting tof
We have illustrated ways that talented, 
dedicated, and expert TOF can contrib-
ute to the mission of a research univer-
sity. How then do research universities 
recruit the best talent, maintain their 
dedication, and retain them as they de-
velop their expertise?

We believe the most successful TOF 
positions—measured from both TOF 

and non-TOF perspectives—are those 
viewed as approximately equivalent to 
other faculty positions but with a dif-
ferent focus. Problems occur when the 
position, the person hired as TOF, or 
the job responsibilities create a divide 
between the TOF member and their 
colleagues. Departments and institu-
tions can “tune up” their TOF posi-
tions by moving toward practices that 
encourage a positive relationship.

For example, in hiring, favor full-
time appointments and treat the hir-
ing process with similar care and de-
liberation to that used for non-TOF 
positions. To support new TOF, pro-
vide mentorship, gradual ramp-up of 
duties, and regular feedback from peer 
observations. When evaluating TOF 
for promotion and merit, create a real 
career path including increased secu-
rity (for example, through longer-term 
appointments) and recognize both 
teaching and the “something else” in 
reviews. To retain and support TOF in 
the long run, keep teaching loads sus-
tainable, accounting for labor-inten-
sive activities like managing the teach-
ing staff of a large course, and provide 
TOF with the logistical resources they 
need given their high teaching loads 
and limited access to research funds. 
To integrate TOF into a department, 
grant and encourage full rights to par-
ticipate in university affairs (for exam-
ple, department meetings, commit-
tee membership, voting rights, and PI 
eligibility), emphasize the importance 
and challenge of effective teaching to 
all faculty, encourage TOF to partici-
pate (at a manageable level) in research 
groups, and encourage non-TOF to 
participate (also at a manageable level) 

in the aspects of undergraduate educa-
tion primarily controlled by TOF.

Departments should also exploit 
their TOF’s expertise—intense prac-
tical experience and (often) currency 
in general or disciplinary educational 
literature—by encouraging dissemi-
nation and use of pedagogical best 
practices among their faculty. The ad-
vice provided in this column to foster 
TOF will facilitate dissemination by 
marking both TOF and undergraduate 
education as valued by the institution. 
That status legitimizes formal discus-
sions and “hallway chat” about peda-
gogical problems. Of course, depart-
ments should encourage all faculty 
(not just TOF) to excel in teaching and 
the study of learning and to contribute 
that expertise to these conversations.

Some of these practices may require 
changes to or novel interpretations of 
existing policy, but CS departments at 
many excellent schools have adopted 
them. To the extent official change 
cannot be achieved, a department can 
still create a strong and public cultural 
commitment to these practices and to 
its teaching-oriented faculty.

conclusion 
In the ultra-specialized world of the 
research university, it should come 
as no surprise that specialization in 
teaching serves the university’s mis-
sion. University administrators bene-
fit from increased stability and quality 
in undergraduate education and, indi-
rectly, in research. Traditional faculty 
benefit from reduced and specialized 
teaching loads. Most importantly, 
students benefit from studying un-
der a mixture of specialists, experts in 
groundbreaking areas of research but 
also experts in teaching. Faced with 
a general shortage of educated work-
ers in computing, teaching-oriented 
faculty can be an essential part of a CS 
department’s solution. 
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P
h.D.-GrAntinG DePArtmentS 
in the U.S. claim to have 
increased the number of 
female faculty, to be gradu-
ating more Ph.D. students, 

and to have again increased their un-
dergraduate enrollment, especially 
the enrollment of female students. 
This Viewpoint is derived from a re-
port that used Taulbee Survey data 
from 1999–2009 to provide insight 
into these claims and other ques-
tions regarding gender demograph-
ics. In particular, we take a close look 
at whether the trends are different 
for private and public institutions, 
for large and small departments, and 
for departments of different ranks.

The data indicates that overall both 
the number and proportion of female 
tenured and tenure-track faculty as 
well as females receiving a Ph.D. have 
increased; however, these increases 
are not uniform across types of depart-
ments. In many highly ranked depart-
ments female full professors outnum-
ber female faculty of other ranks and 
increases have been small. Depart-
ments that have significantly increased 
the number of female faculty tend to 
have done so by hiring female assistant 
professors. Although the overall Ph.D. 
production has doubled from 2002–
2008, the proportion of Ph.D.’s awarded 
to females is lower in higher ranked de-
partments. In contrast, higher ranked 

private institutions have a higher pro-
portion of female undergraduates. This 
Viewpoint highlights some of these re-
sults and trends generated from Taul-
bee data; the full report is available at 
http://www.cs.purdue.edu/homes/seh/
Taulbee99-09_Full.pdf.

The Taulbee Survey, conducted an-
nually by the Computing Research As-
sociation (CRA), provides information 
on Ph.D., M.S., and B.S. enrollment 

and production in computer science, 
computer engineering, and informa-
tion schools in Ph.D.-granting depart-
ments in North America. Results of the 
Taulbee Survey since 1992 are avail-
able at http://www.cra.org/resources/
taulbee/. The Taulbee Survey uses 
the 1995 National Research Council 
(NRC) rankings to form four groups: 
The 36 top-ranked departments are 
partitioned by their rank into three 
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groups, 1–12, 13–24, and 25–36. The 
remaining departments belonging to 
the CRA, some ranked and some un-
ranked by the NRC, form one group 
(referred to as 37+). 

To refine the 127 departments in 
Taulbee’s group “37+” and to provide 
insight into trends of public versus 
private institutions, our study uses a 
different partitioning of the 163 U.S. 
CS and CSE Ph.D.-granting depart-
ments. Groups had to be large enough 
to ensure no department could be 
identified and we wanted to retain 
some ability to compare our group-
ings against Taulbee Survey results. 
The underlying eight groups are 
formed as follows. 

˲˲ The 36 top-ranked institutions are 
partitioned into four groups. They are 
first partitioned into public and private 

institutions (19 and 17 institutions, 
respectively). The 1995 NRC rankings 
are used to partition the private insti-
tutions into two groups by rank. 

˲˲ The 127 institutions in group 37+ 
are also partitioned into four groups. 
The 31 private institutions form one 
group. The 96 public institutions are 
partitioned into three groups using 
their reported faculty size in 2007: 
large departments are those having 
more than 21 tenured and tenure-
track faculty, medium departments 
have between 21 and 15 faculty, and 
small departments have fewer than 
15 faculty. 

The accompanying table shows the 
number of departments in each of the 
eight groups and the average response 
rate to the Taulbee Survey. A listing of 
the departments in each group is avail-
able in the full report.

trends in faculty Demographics 
Since 1999, the number of faculty in CS 
and CSE departments in the U.S. has 
increased. For the 163 departments 
considered, the average number of 
faculty increased from 22 in 1999 to 
28 in 2009. The number of female ten-
ure-track and tenured faculty has also 
increased. In proportion, it increased 
from 11% to 14.8%. Looking at the eight 
groups, the average numbers for fe-
male faculty range from a minimum of 
1.13 (for departments in group Public 
37+ Medium in 2001) to a maximum of 
7.57 (for Public 1–36 2nd in 2009). The 
next two figures provide insight into 
the increases for female faculty for the 
eight groups, one for proportions and 
one on average numbers for female 
faculty in the three academic ranks.

Figure 1 shows that each group has 
seen an increase in proportion in fe-

Due to the increase 
in the overall number 
and proportion,  
the number of females 
receiving a Ph.D. has 
more than doubled 
since 2002.
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Private Ranks 1–36 (1st) 8 95%
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Public Ranks 37+ (Medium) 26 92%
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 163 87%

figure 1. Proportion of female faculty tenured and tenure-track faculty in the eight groups (lines) and the difference from the overall 
average across all departments (bars). 
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ward trend can be seen in the propor-
tions, while the relationship to the 
baseline changed little.

In order to better understand in-
creases in proportion and increases 
in numbers, we examined the aver-
age number of female faculty in each 
rank. Figure 2 shows the average 
number of female faculty in each 
group, partitioning the total num-
ber of female faculty into assistant, 
associate, and full professors. As 
Figure 1 shows, group Public 1–36 
2nd has seen the largest proportional 

male faculty. Each panel shows a line 
representing the proportion of female 
faculty and bars indicating the differ-
ence from the overall average for the 
year. The average proportion of fe-
male faculty of 163 institutions forms 
the “baseline” of each year. The eight 
panels show that increases are not uni-
formly distributed across groups. 

˲˲ Departments in private institutions 
ranked 1–36 show increases in the pro-
portions but the relationship to the 
baseline average shows little change. 

˲˲ Departments in public institutions 

ranked 1–36 show different trends: 
the departments in Public 1–36 1nd 
saw almost no change in proportion, 
which results in a decrease from the 
baseline average; Public 1–36 2nd saw a 
significant increase from 10% in 1999, 
which was below the baseline average, 
to 19%, the highest among all groups 
in 2009. 

˲˲ The small number of faculty in de-
partments of Public 37+ Small make 
it difficult to interpret the trend in a 
meaningful way. For all three other 
panels for 37+ departments, an up-

figure 2. average number of female faculty in a department by academic rank.
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figure 3. Proportion of Ph.D.’s awarded to females in the eight groups (lines) and difference in proportion from yearly average (bars).
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increase in female faculty. From Fig-
ure 2 one can conclude that much 
of the increase is the result of hiring 
female assistant professors. Group 
Public 1–36 2nd is the only one of the 
four groups of rank 1–36 for which 
assistant professors outnumber the 
other ranks. Somewhat surprisingly, 
for all three other panels represent-
ing institutions of rank 1–36, the av-
erage number of female full profes-
sors outnumbers the other ranks. In 
the panels representing institutions 
of rank 37+, differences in the aver-
ages for different rank are small, with 
assistant professors generally having 
the largest averages. 

Not surprisingly, the majority of the 
departments have increased the num-
ber of female faculty by hiring assistant 
professors. The question of how the 
pool of female Ph.D.’s has changed is 
addressed in the next section.

trends in Ph.D. Production
The number of Ph.D.’s awarded in the 
U.S. has seen a significant increase 
since 2002. According to the Taulbee 
Survey, U.S. Ph.D. production doubled 
from 2002 to 2008, from about 700 to 
1,400. The proportion of females re-
ceiving a Ph.D. has increased. For all 
163 departments, the increase in pro-
portion went from 15.28% in 1999 to 
19.96% in 2009. Due to the increase in 
overall number and proportion, the 
number of females receiving a Ph.D. 
has more than doubled since 2002. Fig-
ure 3 shows the proportion and the dif-
ference from the baseline average for 
each of the eight groups. 

The proportion of Ph.D.’s awarded 
to females exhibits some similarities 
with the trends seen for female fac-
ulty. In particular, the figure shows 
an upward trend for all groups. Al-
though there are differences between 
the groups, there does not appear to 
be a group that does significantly bet-
ter (or worse) than the average. Not 
surprisingly, the lines representing 
the proportions are more irregular as 
the number of Ph.D.’s generated each 
year generally fluctuates. However, the 
proportions in the two panel rows in 
Figure 3 appear to exhibit higher pro-
portions for the groups in 37+. Indeed 
this is the case. For example, in 2009, 
the representation of females receiv-
ing a Ph.D. is 22% for departments in 

group 37+ and 18% for departments in 
group 1–36.

Figure 4 shows the total number of 
Ph.D.’s awarded (to male and female 
students) in departments in group 
1–36 (orange solid) and the total num-
ber awarded in departments in group 
37+ (orange dashed). The departments 
in groups 1–36 and 37+ produce about 
the same number of Ph.D’s. In 2009, 
the 127 departments in group 37+ 
produced a total of 687 Ph.D.’s and 36 
departments in group 1–36 produced 
a total of 650 Ph.D.’s. As expected, 
the average number of Ph.D.’s pro-
duced by a department in group 1–36 
is significantly higher; it is 21 Ph.D.’s 
per year versus eight for departments 
in group 37+. However, the set of de-
partments in group 37+ awards more 
Ph.D.’s to females in total numbers as 
well as proportions. 

Figure 4 also shows total Ph.D. pro-
duction versus faculty hiring. The blue 
lines show faculty hired by depart-

ments in the groups 1–36 (solid) and 
37+ (dashed). The data supports what 
many departments have experienced: 
since 2002, the number of new Ph.D.’s 
seeking an academic position has dra-
matically increased while the number 
of tenure-track faculty hired has de-
creased. The peak of the dashed purple 
line in 2008 represents a hiring spurt in 
group 37+; the full report shows that it 
happened in Public 37+ Large.

trends in Bachelor’s 
Degree Production
Ph.D.-granting institutions in the U.S. 
generate only a fraction (less than 
20%) of the undergraduate degrees in 
computer science; however, trends 
found in the data for Ph.D.-granting 
institutions are typically also present 
in data for all bachelor’s degrees. Such 
data is available from WebCASPAR 
(https://webcaspar.nsf.gov/). Since 
2003, there has been a drop in total 
bachelor’s degree production, both 
for both male and female students. 
In addition, there has been a decline 
in the proportion of females receiving 
B.S. degrees: from 18% in 2000 to 10% 
in 2008. 

Figure 5 shows the total numbers 
for undergraduate degree produc-
tion for males and female students 
for public versus private institutions. 
The data suggests a peak in the num-
ber of bachelor’s degrees awarded be-
tween 2003 (for females) and 2004 (for 
males). The total number of degrees 
awarded in the public schools is con-
siderably larger than that in the pri-
vate schools, but the average counts 

the proportion  
of Ph.D.’s awarded 
to females exhibits 
some similarities  
with the trends seen 
for female faculty. 

figure 4. total number of Ph.D.’s awarded and total number of faculty hired for all  
departments in group ranks 1–36 (solid) and ranks 37+ (dashed).
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Why do many top-ranked depart-
ments have so few female assistant 
professors? Why do lower-ranked 
departments graduate a higher per-
centage of female Ph.D.’s? Second, 
the analysis highlights the groups 
that have successfully improved gen-
der representation: What strategies 
did departments in Public 1–36 2nd 
have to successfully hire female fac-
ulty? Did they attract more female 
applicants or did they approach the 
process of hiring differently? What 
strategies did Private 1–36 depart-
ments use to increase the proportion 
of female undergraduates? Did they 
attract new students to CS or did they 
attract existing CS students to their 
institution? 

Our overall analysis illustrates that 
future studies of trends should differ-
entiate Ph.D.-granting departments 
on more dimensions than just rank in 
order to gain a better understanding of 
gender demographics. 
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are not so disparate (see the full report 
for supporting plots).

Figure 6 shows the proportions of 
female students receiving a bachelor’s 
degree in private and public institu-
tions, with the left panel showing the 
proportions for all institutions ranked 
1–36 and the right panel for insti-
tutions 37+. The declining trend in 
proportions starts at different times, 
with public institutions experiencing 
it earlier than the private ones. Since 
2004, the private institutions in group 
1–36 have an increasingly higher per-
centage of female undergraduates 
than public ones. The relatively low 
response rate to the Taulbee Survey 
from departments in group Private 
37+ most likely impacts the irregular 
shape of the corresponding line. The 
full report indicates B.S. enrollment in 
Ph.D.-granting departments appears 

to have stabilized, but no significant 
overall increases can be observed. 

conclusion
We have examined the last 10 years 
of Taulbee Survey data to investigate 
claims about gender representation 
in U.S. computer science depart-
ments, at all stages of the pipeline. 
The data shows increases in both 
female faculty (tenured and tenure-
track) and female Ph.D. graduates, 
but a decline in females receiving B.S. 
degrees. In aggregate, these findings 
are consistent with current views of 
the state of CS. However, surprisingly, 
our analysis also shows the changes 
are not uniform with respect to de-
partment type. This leads to a number 
of interesting questions. 

First, there are two questions relat-
ed to the representation of females: 

future studies 
of trends should 
differentiate  
Ph.D.-granting 
departments on 
more dimensions 
than just rank in 
order to gain a better 
understanding of 
gender demographics.

figure 6. Proportion of female students awarded bachelor’s degrees in private versus public 
institutions.
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substitute “Mr. Crab’s laptop.”

Gödel, escher, Bach
Hofstadter’s book, originally pub-
lished in 1979, does not in any way de-
tract from Ken Thompson’s fame, if, 
indeed, his lecture was inspired by it; 

one SCore AnD  seven years ago, Ken Thompson 
brought forth a new problem, conceived by thinking, 
and dedicated to the proposition that those who 
trusted computers were in deep trouble.

I am, of course, talking about Thompson’s 1984 
ACM A.M. Turing Award Lecture—“Reflections on 
Trusting Trust.”2 Unless you remember this piece by 
heart, you might want to take a moment to read it if at 
all possible (http://bit.ly/nnGh5b).

The one sentence in Thompson’s lecture that really, 
really matters is: “You can’t trust code that you did not 
totally create yourself.”

This statement is not a matter of politics, opinion, 
taste, or in any other way a value judgment; it is a 
fundamental law of nature, which follows directly 
from pure mathematics in the general vicinity of the 
works of Turing and Gödel. If you doubt this, please  
(at your convenience) read Douglas Hofstadter’s 
classic Gödel, Escher, Bach,1 and when you get to the 

the software 
industry is 
the Problem
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1979 was a long time ago, and it’s pos-
sible that not every reader may know 
of—much less have read—this book. 
My editor proposed that I summarize 
or quote from it to make things clear-
er for such readers.

Considering that Gödel, Escher, 
and Bach are all known for their intri-

cate multilayered works and that Hof-
stadter’s book is a well-mixed stew 
not only of their works, but also of the 
works of Cantor, Church, Gantõr, Tur-
ing, and pretty much any other math-
ematician or philosopher you care to 
mention, I will not attempt a sum-
mary beyond: “It’s a book about how 

we think.”
The relevant aspect of the book 

here is Gödel’s incompleteness theo-
rem, which, broadly speaking, says 
that no finite mathematical system 
can resolve, definitively, the truth 
value of all possible mathematical 
conjectures expressible in that same 
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mathematical system.
In the book this is illustrated with 

a fable about Mr. Crab’s “perfect re-
cord player,” which, because it can 
play any and all sounds, can also play 
sounds that make it resonate and self-
destroy—a vulnerability exploited on 
the carefully constructed records of 
Mr. Crab’s adversary, Mr. Tortoise.

Mr. Crab tries to protect against 
this attack by preanalyzing records 
and rearranging the record player to 
avoid any vulnerable resonance fre-
quencies, but Mr. Tortoise just crafts 
the sounds on his records to the reso-
nance frequencies of the part of the 
record player responsible for the rear-
rangement. This leaves Mr. Crab no 
alternative but to restrict his record 
playing to only his own, preapproved 
records, thereby severely limiting the 
utility of his record player.

Malware-scanning programs try to 
classify executable code into “safe” 
and “unsafe,” instead of mathemati-
cal conjectures into “true” and “false,” 
but the situation and result are the 
same: there invariably is a third pile 
called “cannot decide either way,” and 
whatever ends up in that pile is either 
a security or a productivity risk for the 
computer user.

Amusingly, malware scanners al-
most unfailingly classify malware-
scanner programs, including them-
selves, as malware, and therefore 
contain explicit exemptions to sup-
press these “false” positives. These ex-
emptions are of course exploitable by 
malware—which means the classifica-
tion of malware scanners as malware 
was correct to begin with. “Quis custo-
diet ipsos custodes?” (Who will guard 
the guards themselves?)

Back to thompson
In 1984, the Thompson lecture evoked 
wry grins and minor sweating for Unix 
system administrators at universities, 
because those were the only places 
where computers were exposed to hos-
tile users who were allowed to compile 
their own programs. Apart from spo-
radic and mostly humorous imple-
mentations, however, no apocalyptic 
horsemen materialized in the sky.

In recent years, there have been 
a number of documented instances 
where open source projects were bro-
ken into and their source code modi-

fied to add backdoors. As far as I am 
aware, none of these attacks so far has 
reached further than the lowest rung 
on Ken Thompson’s attack ladder in 
the form of a hardcoded backdoor, 
clearly visible in the source code. Con-
sidering the value to criminals, how-
ever, it is only a matter of time before 
more advanced attacks, along the line 
Thompson laid out, will be attempted.

The security situation with com-
mercial closed-source software is any-
one’s guess, but there is no reason to 
think—and no credible factual basis 
for a claim—that the situation is any 
different or any better than it is for 
open source projects.

The now-legendary Stuxnet mal-
ware incident has seriously raised 
the bar for just how sophisticated at-
tacks can be. The idea that a widely de-
ployed implementation of Java is com-
piled with a compromised compiler 
is perfectly reasonable. Outsourced 
software development does not make 
that scenario any less realistic, likely, 
or scary.

We have to Do something, 
But What? 
We have to do something that actu-
ally works, as opposed to accepting a 
security circus in the form of virus or 
malware scanners and other mathe-
matically proven insufficient and inef-
ficient efforts. We are approaching the 
point where people and organizations 
are falling back to pen and paper for 
keeping important secrets, because 
they no longer trust their computers 
to keep them safe.

Ken Thompson’s statement—“You 
can’t trust code that you did not to-
tally create yourself”—points out a 
harsh and inescapable reality. Just as 
we don’t expect people to build their 
own cars, mobile phones, or homes, 
we cannot expect secretaries to create 
their own text-processing programs 
nor accountants to create their own 
accounting systems and spreadsheet 
software. In strict mathematical 
terms, you cannot trust a house you 
did not totally create yourself, but in 
reality, most of us will trust a house 
built by a suitably skilled profession-
al. Usually we trust it more than the 
one we might have built ourselves—
even when we may have never met the 
builder and/or when the builder is 

in strict 
mathematical 
terms, you cannot 
trust a house you 
did not totally 
create yourself, but 
in reality, most of us 
will trust a house 
built by a suitably 
skilled professional.
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dead. The reason for this trust is that 
shoddy construction has had negative 
consequences for builders for more 
than 3,700 years. “If a builder builds 
a house for someone, and does not 
construct it properly, and the house 
which he built falls in and kills its 
owner, then the builder shall be put to 
death.” (Hammurabi’s Code, approx. 
1700 BC)

Today the operant legal concept 
is “product liability,” and the funda-
mental formula is “if you make money 
selling something, you’d better do it 
properly, or you will be held responsi-
ble for the trouble it causes.” I want to 
point out, however, that there are im-
plementations of product liability oth-
er than those in force in the U.S. For 
example, if you burn yourself on hot 
coffee in Denmark, you burn yourself 
on hot coffee. You do not become a 
millionaire or necessitate signs point-
ing out that the coffee is hot.

Some say the only two products 
not covered by product liability today 
are religion and software. For soft-
ware that has to end; otherwise, we 
will never get a handle on the security 
madness unfolding before our eyes 
almost daily in increasingly dramatic 
headlines. The question is how to in-
troduce product liability, because just 
imposing it would instantly shut down 
any and all software houses with just 
a hint of a risk management function 
on their organizational charts.

a software Liability Law
My straw-man proposal for a software 
liability law has three clauses:

Clause 0. Consult criminal code to 
see if any intentionally caused dam-
age is already covered. I am trying to 
impose a civil liability only for unin-
tentionally caused damage, whether 
a result of sloppy coding, insufficient 
testing, cost cutting, incomplete doc-
umentation, or just plain incompe-
tence. Intentionally inflicted damage 
is a criminal matter, and most coun-
tries already have laws on the books 
for this.

Clause 1. If you deliver software 
with complete and buildable source 
code and a license that allows dis-
abling any functionality or code by the 
licensee, then your liability is limited 
to a refund. This clause addresses how 
to avoid liability: license your users to 

inspect and chop off any and all bits of 
your software they do not trust or do 
not want to run, and make it practical 
for them to do so.

The word disabling is chosen very 
carefully. This clause grants no per-
mission to change or modify how the 
program works, only to disable the 
parts of it that the licensee does not 
want. There is also no requirement 
that the licensee actually look at the 
source code, only that it was received.

All other copyrights are still yours 
to control, and your license can con-
tain any language and restriction you 
care to include, leaving the situation 
unchanged with respect to hardware 
locking, confidentiality, secrets, soft-
ware piracy, magic numbers, and so 
on. Free and open source software is 
obviously covered by this clause, and 
it does not change its legal situation in 
any way.

Clause 2. In any other case, you 
are liable for whatever damage your 
software causes when used normally. 
If you do not want to accept the in-
formation sharing in Clause 1, you 
would fall under Clause 2 and have to 
live with normal product liability, just 
as manufacturers of cars, blenders, 
chainsaws, and hot coffee do. How 
dire the consequences and what con-
stitutes “used normally” are for the 
legislature and courts to decide.

An example: A salesperson from 
one of your longtime vendors visits 
and delivers new product documen-
tation on a USB key. You plug the 
USB key into your computer and copy 
the files onto the computer. This is 
“used normally” and should never 
cause your computer to become part 
of a botnet, transmit your credit card 
number to Elbonia, or send all your 
design documents to the vendor.

The majority of today’s commercial 
software would fall under Clause 2. 
To give software houses a reasonable 
chance to clean up their acts and/or to 
fall under Clause 1, a sunrise period 
would make sense, but it should be 
no longer than five years, as the laws 
would be aimed at solving a serious 
computer security problem.

And that is it, really. Software hous-
es will deliver quality and back it up 
with product liability guarantees, or 
their customers will endeavor to pro-
tect themselves.

Would it Work ?
There is little doubt that my proposal 
would increase software quality and 
computer security in the long run, 
which is exactly what the current situ-
ation calls for.

It is also pretty certain there will be 
some short-term nasty surprises when 
badly written source code gets a wider 
audience. When that happens, it is 
important to remember that today the 
good guys have neither the technical 
nor legal ability to know if they should 
even be worried, as the only people 
with source-code access are the soft-
ware houses and the criminals.

The software houses would yell 
bloody murder if any legislator were 
to introduce a bill proposing these 
stipulations, and any pundit and lob-
byist they could afford would spew 
their dire predictions that “this law 
will mean the end of computing as we 
all know it!”

To which my considered answer 
would be: “Yes, please! That was ex-
actly the idea.” 
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the JAVA PLAtform JDK 1.0 was released in 1995 with a 
simplistic all-or-nothing “sandbox” security model. Li 
Gong joined the JavaSoft division of Sun Microsystems 
in 1996 and led the redesign of the security architecture 
that was first released in 1998 as JDK 1.2 and is now 
deployed on numerous systems and devices from the 
desktop to enterprise and mobile versions of Java. 

This article looks back at a few of the most difficult 
technical problems from a design and engineering 
perspective, as well as some tough business 
challenges for which research scientists are rarely 
trained. Li offers a retrospective here culled from 
four previous occasions when he had the opportunity 
to dig into old notes and refresh his memory: 2002 
Workshop on the Economics of Information Security, 
Berkeley, CA; 2003 UW/MSR/CMU Summer Institute, 
Stevenson, Washington; ACM’s 2009 Computer 
Security Applications Conference, Honolulu; and 
a seminar last May at the University of Cambridge 
Computer Laboratory, england.  

Although security architects are not 
“in business,” it is important that they 
are clear about who their customers are. 
They rarely build directly for individual 
end users, who do not directly use the 
operating system, although they are of-
ten the eventual beneficiaries. 

Most of the work of a security archi-
tect is targeted at application program-
mers, and Java is no exception. Here 
the design goal is to help programmers 
get what is intended out of their code—
more specifically, to make the most 
common cases the easiest to write and 
get right, and to reduce the risk of cod-
ing mistakes or bugs. As such, the four 
attributes of the Java security architec-
ture1 should generally apply: 

˲˲ Usability. To be ubiquitous and 
accepted in the marketplace, the ar-
chitecture must be easy to use and 
suitable for writing a wide variety of ap-
plications.

˲˲ Simplicity. To inspire confidence 
in the correctness of the architecture, it 
must be easy to understand the critical 
design properties and to analyze the 
implementation.

˲˲ Adequacy. The architecture must 
contain all essential features and 
building blocks for supporting higher-
level security requirements.

˲˲ Adaptability. The design must 
evolve with ease, following demand 
and market reality. In particular, it 
should avoid overprescribing that re-
stricts programmability. 

In hindsight, having these guid-
ing principles in place was crucial. 
In the original JDK 1.0, the security 
mechanism was all about special cas-
ing—code being inside versus outside 
the sandbox. That seemingly simple 
architecture paradoxically resulted in 
complicated design, fragile code, and 
numerous security bugs. In JDK 1.2, 
security was designed to be general, sys-
tematic, and simple-minded, and this 
resulted in a more robust and usable 
platform. We fought off a competing de-
sign from Netscape that was specialized 
for browser usage. Our design is not 
only broad in scope, covering desktops, 
servers, and embedded and mobile de-
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vices, but also specific enough to enable 
programmers to build browser-centric 
applications. I will return to these top-
ics later.

Guess Who’s coming to Dinner
The design aspiration is to ensure that 
Java code is executed as intended with-
out undesirable side effects. This goal 
has three components. The first is to 
ensure that only valid Java code is ac-
cepted; this is the topic of the current 
section. The second is to ensure that 
intended behavior occurs as designed; 
this is usually taken care of via testing 
and is well understood, and therefore 
is not dealt with further here. The third 
is to prevent bad unintended behav-
ior, such as access to critical data that 
should not have been allowed; this is 
dealt with later in the section on the 
principle of least privilege. 

Yet another often-implicit require-

ment is that all the checks and bal-
ances must be done reasonably fast—
meaning the system has performance 
characteristics comparable to that of a 
system with no security mechanism at 
all. The threat model here is focused 
primarily on untrusted code that might 
engage in malicious actions. The pro-
tection mechanism aims to stop those 
malicious behaviors; it also helps re-
duce risks of benign coding mistakes, 
although it cannot expect to protect 
against all faulty programming prac-
tices, such as not validating queries that 
might lead to SQL injection attacks.

Typically, an application is written 
in Java source code, which is compiled 
into platform-independent Java byte-
code, which is then executed by the JVM 
(Java Virtual Machine). It is possible to 
compile Java source code directly into 
machine-specific native code (such as 
for x86 systems). This scenario is not dis-

cussed further here because compiled 
native code bypasses the Java mecha-
nism and cannot be dealt with entirely 
within the Java platform except by way 
of allowing or disallowing native code 
access and execution. It is also possible 
to write Java bytecode directly, although 
most people choose not to practice this 
special art. In any event, even bytecode 
generated by compilers may not be 
trusted. In fact, Ken Thompson went 
much further in his well-known 1984 
Turing Award lecture, “Reflections on 
Trusting Trust,” by saying, “You can’t 
trust code that you did not totally create 
yourself.” Thus, the JVM must be able to 
decide if a piece of bytecode is valid and 
acceptable.

Each unit of Java bytecode (the op-
code) is exactly one byte long and is 
well defined. A truthful compiler takes 
valid Java source code and produces a 
sequence of bytecode that accurately re-
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flects the intentions of the source code 
and at the same time maintains the in-
herent properties of the Java language, 
such as type safety. A maliciously gener-
ated sequence of bytecode, on the other 
hand, may not correspond to any valid 
Java source code at all and can inten-
tionally break language properties in 
order to enable security attacks.

Telling whether a presented series 
opcode is “valid” is fundamentally a 
form of the input validation problem. 
Suppose the JVM takes any integer in the 
range of 1 to 9 as valid input; then input 
validation is trivial. In reality, the input 
space that contains arbitrary sequenc-
es of opcode is unlimited in size and 
sparsely populated with valid bytecode 
sequences. Because there is no simple 
validation test formula through which 
to run a target code, the Java runtime 
system does bytecode validation in mul-
tiple stages, with various techniques, at 
different places. The bytecode verifier 
statically checks incoming code. Once 
the code is inside the system, type-safety 
mechanisms are deployed throughout 
the JVM to spot and stop illegitimate 
code. All these maneuvers are complex, 
and, in the absence of formal verifica-
tion of the total system, there is no way 
to know for sure that all possible invalid 
codes can be spotted. 

Thus, one really hard problem for 
any runtime system that deals with 
executable code compiled from high-
level languages is to ensure that code 
received from “foreign” sources is valid 
input. For most programming languag-
es, this is simply not possible. Java’s 
platform-independent bytecode makes 
this task possible, but it is still extremely 
difficult to get right. Brian Bershad and 
his (then) student Emin Gun Sirer at the 
University of Washington came up with 
the concept of a bytecode basher.4 They 
set up an automated system to generate 
random sequences of opcode to throw 
at any particular Java runtime system; 
they watch to see if the system breaks 
and then analyze the results to figure 
out the flaws in the Java implementa-
tion. This randomized and automated 
approach is a surprisingly low-cost yet 
effective tool that the JavaSoft team 
quickly adopted.

Who moved my cheese?
Now comes the problem of preventing 
bad unintended behavior. For example, 

when a Java application or applet trig-
gers an access request for a local file, 
should the request be granted? Well, it 
depends. If the request is to read the lo-
cal file containing personal credit card 
information, then the request may or 
may not be granted, depending on if 
there is a security policy or user prefer-
ence in place. If the request is to read 
the font file for 12-point Calibri type so 
that a text file can be displayed accord-
ing to the word processor specification, 
then it almost always should be grant-
ed, because, implicitly, font files are 
structured to be harmless if used in this 
fashion. Note that applications never di-
rectly open files. They call the file APIs 
in the Java platform for these opera-
tions. These APIs have no built-in no-
tion of security, except that they (or their 
designers) know that file operations are 
sensitive, so they better make a call to 
the SecurityManager for consultation.

Here the problem rears its ugly 
head—the SecurityManager is put on 
the spot and has no clothes on. For ex-
ample, it is quite alright for the display 
code written in the system to access the 
font file, but usually it is a bad idea for 
the application to gain direct access to 
system font files, because these files 
could be arbitrarily changed and that 
might lead to future display problems. 
The SecurityManager can hardly differ-
entiate between these two scenarios, 
however, let alone the indefinite num-
ber of variations.

In JDK 1.0/1.1, the all-or-nothing 
sandbox security model works more or 
less as follows. The SecurityManager 
looks up the call history (of method in-
vocations). If all code is local (that is, no 
remote-loaded and therefore untrust-
ed applets), then the access request is 
granted. If an applet is present in the 
call chain, then the request is denied, 
unless the immediate caller to access 
the file is system code; except when that 
code should not be accessing font files 
but not when the applet code is in fact 
in a call-back situation; except when the 
system code that makes the call back (to 
the applet) should not really access font 
files, and so on and so on. Moreover, 
what about threads, exceptions, and 
other constructs that mix up or discon-
nect the execution context? You get the 
picture. 

Fundamentally, trying to guess a 
program’s intention is impractical. You 

would be much better off requiring pro-
grammers to declare their intentions 
explicitly, as we shall see later. 

To make matters worse, the Securi-
tyManager implementation does not 
actually run through this logical deduc-
tion—it cannot. Instead, based on some 
rules of thumb and a particular instance 
of the Java system, the SecurityManager 
simply counts the distance—the num-
ber of method calls—between itself 
and the nearest applet code, and heu-
ristically makes a decision on whether 
a request should be granted. It should 
be obvious now that this setup means 
that whenever a part of the system is 
changed, the heuristics can become 
wrong and thus must be adjusted, re-
gardless of whether the heuristics were 
correct or complete in the first place, 
and regardless of the method used to 
extend the system to include a new con-
cept such as users/principals in making 
access-request decisions. This fragile 
setup was the source of many security 
holes.

Security in JDK 1.2 was  rearchitected 
completely, adopting the well-known 
but almost never practiced principle of 
least privilege.3 All code is treated equal-
ly. Each piece of code is given a set of 
privileges (access rights), either explic-
itly (through policy, administration, or 
preferences) or implicitly (where system 
code has full privileges, while applets 
have the same level of privilege as in 
their sandbox days). At any point in ex-
ecution, an access request is granted if 
each piece of code along the call chain 
has sufficient privilege for the request-
ed access. In other words, the effective 
set of privileges is the intersection of all 
privilege sets for the code along the call 
history—the principle of least privilege. 
Moreover, context information pertain-
ing to security can be encapsulated and 
passed along so that one cannot fool 
the system by spawning new threads 
or throwing exceptions. All of these 
assume, of course, that the code that 
implements the security mechanism is 
itself secure and correct.

A piece of code—say, the display li-
brary that may need access to font files 
from time to time—can explicitly de-
clare to exercise its own privilege uni-
laterally, telling the security system to 
ignore codes that have come before it. 
This design lets programmers, especial-
ly those who write system and library 
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a piece of code 
can explicitly 
declare to exercise 
its own privilege 
unilaterally,  
telling the security 
system to ignore 
codes that have 
come before it. 
this design lets 
programmers to 
explicitly declare 
their intentions 
when performing 
sensitive operations.

code, to explicitly declare their inten-
tions when performing sensitive opera-
tions. This is akin to the setuid feature 
in Unix except that, instead of enabling 
system-high privilege for the entire 
program, in Java the privileged mode 
lasts only as long as the duration of the 
privileged method call. Note that if this 
privileged code later calls less privileged 
code, the effective set of privileges will 
still be curtailed because of the princi-
ple of least privilege. 

The need for explicit declaration may 
appear cumbersome at first, but pro-
grammers can rest assured that their 
code will not unintentionally weaken 
security. Furthermore, the majority of 
programs do not need to invoke their 
privileges specifically, so we have given 
the most common programming cases 
the best of both worlds—ease of coding 
and peace of mind. Note that it may not 
be easy for programmers to figure out 
exactly which of their privileges they 
need to declare in order to make their 
programs work properly in all possible 
scenarios. The JDK 1.2 design actually 
does not support fine-grained privilege 
declarations. A declaration enables all 
the privileges associated with the code.

The major lesson here is that being 
systematic is easier and more robust 
than being ad hoc, though not everyone 
understands this. Toward the end of 
JDK 1.2 development, during a security 
audit of the entire code base (which got 
enacted after much begging, plus sticks 
and carrots), we discovered that a Sun 
engineer working on JDK had deliber-
ately duplicated and then modified sys-
tem code such that his own library code 
would not have to bother with an ex-
plicit declaration of privileges—a move 
that may have made his job slightly 
easier but would have led to serious se-
curity breaches for all users of the Java 
platform if his misdeed had gone unde-
tected.

A number of hard problems remain 
in this area. Top among them is whether 
least privilege calculations can be done 
efficiently, especially with very com-
plex security parameters—for example, 
complicated access-control policies, 
many different types of access rights, 
and an intricate execution environ-
ment. Another problem is that assign-
ing different privileges to different code 
created complexities for other parts of 
the system. For example, optimizations 

done by JIT (just-in-time) compilers 
must now conform to additional secu-
rity requirements. 

Yet another perennial problem is 
the practical side of security policy 
management and deployment. A more 
theoretical question, but one nonethe-
less worth pondering, is the scope of 
security policies that can (or cannot) 
be enforced with the least-privileged 
model, using the rather conventional 
categories of access-control permis-
sion types defined in JDK 1.2. Fred Sch-
neider of Cornell University developed 
an intriguing concept called Inline Ref-
erence Monitor and proved that it can 
express and enforce any and all poli-
cies enforceable by monitoring system 
execution.5 

Despite these difficult issues, one 
comforting thought may be that, after 
more than 12 years in the field, the prin-
ciple of least privilege as architected in 
JDK 1.2 has stood the test of time and 
probably saved untold numbers of cod-
ing mistakes from turning into security 
blunders.

the importance of Being earnest
Many other technical lessons are worth 
repeating periodically. For example, 
you should be very judicious about 
the use of NULL, because you cannot 
change the behavior of nothing. In JDK 
1.0/1.1, in certain circumstances, the 
ClassLoader or SecurityManager 
could be NULL, which made it difficult 
to retrofit a more fine-grained design. 

As another example, during runtime 
Java turns static code into live objects. 
This process actually contains two 
separate steps: locate the code descrip-
tion; define it into a live object. The first 
step should be open and extensible in 
nature, because both the runtime sys-
tem and applications should be able 
to specify desired locations for obtain-
ing code. The second step, on the other 
hand, must be strictly controlled so 
that only trusted system code can han-
dle the job of creating objects. Unfortu-
nately, these two steps were overloaded 
into a single method, which worked 
well in the all-or-nothing model but 
caused much difficulty when JDK 1.2 
changed into a more nuanced world.

Another issue may be surprising to 
many people: strictly speaking, Java 
cannot guarantee sequential execu-
tion of consecutive instructions. One 
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simple reason is that exceptions can be 
thrown, causing the execution thread 
to detour (and may never return). One 
remedy is to use clauses such as Try/
Finally to force a return. In more ex-
treme cases—for example, when the 
actual physical machine runs out of 
memory—the behavior of the Java run-
time system is undefined and certainly 
nowhere near being failsafe. These sit-
uations are further complicated by the 
fact that many key JVM functionalities, 
including some for security, are written 
in Java, so problems in one part of the 
system could easily impact the correct-
ness of another part of the system. For 
all these design challenges and alter-
natives, please refer to the Java security 
book2 and latest Java documentation.

The remainder of this article ad-
dresses the challenges that were en-
tirely unexpected for someone whose 
previous work experience was confined 
to the world of academia. Scientists 
and engineers are trained to tackle 
technical problems, but real-world 
projects—especially one with industry-
wide impact such as Java—are equally 
social and political. In roughly 30 
months of working on JDK, I attended 
around 1,000 meetings and took 300-
plus pages of notes. One can easily 
forget the war-zone atmosphere back 
then, especially the Friday fire drills. 
Too often, (outside) security research-
ers would inform us of newly discov-
ered security holes on Friday and give 
us until Monday at noon to figure out a 
patch and response, when they would 
inform The New York Times, Wall Street 
Journal, and other media. Sometimes 
leaks to journalists occurred right after 
we rolled out patches to Java licensees 
(including IBM, Microsoft, Netscape, 
and many others), and we could only 
guess which of them had the motiva-
tion to publicize the security holes be-
fore patches were put in place. 

Then there was a whole assortment 
of other equally time- and energy-
consuming distractions, such as U.S. 
export control regulations on basic 
cryptography (since relaxed), patents 
on RSA and public-key technologies 
(since expired), and issues such as 
code obfuscation, Java for e-commerce 
and smart cards, and JavaOS.

To make sure we were on the right 
path, we invited a small number of 
academic and industry experts (in-

sense that any new language or plat-
form must consider type safety, sys-
tems security, and the principle of 
least privilege, because we have dem-
onstrated that these are achievable 
even in a large-scale commercial set-
ting. Finally, the security constructs in 
Java have increased security awareness 
for thousands of developers who can 
then transfer this knowledge to other 
programming languages and develop-
ment platforms. 
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cluding Jerome Saltzer of MIT and Mi-
chael Schroeder from DEC Systems Re-
search Center, authors of the original 
principle of least privilege paper) and 
convened a formal Java Security Advi-
sory Council, which provided regular 
reviews and valuable feedback as the 
rearchitecting progressed. We also re-
ceived great advice from many sources, 
mainly academic researchers and in-
dustry partners—not all of which was 
solicited or friendly. A few strong-head-
ed researchers wanted their alternative 
designs incorporated into the Java plat-
form and threw various threats at us. 

Netscape was a unique story. It was 
the most popular browser to include 
Java and therefore was a valued part-
ner; it also had its own ideas about 
where Java should be headed, and 
those ambitions made the relationship 
difficult. On a technical level, the main 
dispute in the area of security was be-
tween Netscape’s notion that Java was 
basically just a browser component so 
security mechanisms should be geared 
toward browser users, and our vision 
that Java was a general programming 
platform that should cater to all kinds 
of uses, including browsers and server-
side applications. 

On an engineering level, Netscape 
was innovating and shipping a new ver-
sion every three months, while Sun/Ja-
vaSoft would take a year or two to ship 
a major release with new features (such 
as those requested by Netscape) that 
would become available through the 
official JDK platform. As the divergence 
between Java code in JDK and that in 
the Netscape browser was becoming 
unmanageably large, the presidents 
of Netscape and JavaSoft invited IBM 
to perform a confidential and binding 
arbitration. After months of intensive 
fact finding, code collecting, and Con-
sumer Reports-style scoring, IBM called 
a resolution meeting at IBM’s Java 
building, a block away from JavaSoft, 
on Oct. 15, 1997, and announced that 
JavaSoft’s design had won.

Looking back after so many years, I 
can see at least three lasting effects of 
the Java security work. The most obvi-
ous is that the new security architec-
ture provided better support for Java 
programmers to make their applica-
tions more secure and to reduce risks 
when the code was faulty. Second, we 
raised the bar for everyone else in the 
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Sometime S ,  the e L eGAnt  implementation is a 
function. Not a method. Not a class. Not a framework. 
Just a function.    —John Carmack 

Functional programming is an old idea with a 
distinguished history. Lisp, a functional language 
inspired by Alonzo Church’s lambda calculus, was 
one of the first programming languages developed 
at the dawn of the computing age. Statically typed 
functional languages such as oCaml and Haskell  
are newer, but their roots go deep—ML, from which 
they descend, dates back to work by Robin Milner  
in the early 1970s relating to the pioneering Logic  
for Computable Functions (LCF) theorem prover. 

Functional programming has also 
been enormously influential. Many fun-
damental advances in programming 
language design, from garbage collec-
tion to generics to type inference, came 
out of the functional world and were 
commonplace there decades before 
they made it to other languages. 

Yet functional languages never really 
made it to the mainstream. They came 
closest, perhaps, in the days of Symbol-
ics and the Lisp machines, but those 
days seem quite remote now. Despite a 
resurgence of functional programming 
in the past few years, it remains a tech-
nology more talked about than used. 

It is tempting to conclude from this 
record that functional languages do 
not have what it takes. They may make 
sense for certain limited applications, 
and contain useful concepts to be im-
ported into other languages; but im-
perative and object-oriented languages 
are simply better suited to the vast ma-
jority of software engineering tasks. 

Tempting as it is, this conclusion is 
wrong. I have been using OCaml in a 
production environment for nearly a de-
cade, and over that time I have become 
convinced that functional languages, 
and in particular, statically typed ones 
such as OCaml and Haskell, are excel-

ocaml for 
the masses
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lent general-purpose programming 
tools—better than any existing main-
stream language. They also have an 
enormous range, being well suited for 
small scripting tasks, as well as large-
scale high-performance applications. 
They are not the right tool for every job, 
but they come surprisingly close. 

the move to ocaml
Most of my experience programming 
in OCaml came through my work at 
Jane Street, a financial firm founded 
in 2000. Nine years ago, no one at Jane 
Street had heard of OCaml. Today, Jane 
Street is the biggest industrial user of 
the language, with nearly two million 
lines of OCaml code and, at last count, 
65 employees who use the language on 
a daily basis. Probably the best way to 
explain what makes OCaml such an 
effective tool is to start by explaining 
how and why that transformation took 
place. To understand that, you first 
need to understand something about 
what Jane Street does. 

Jane Street’s core business is provid-
ing liquidity on the world’s electronic 
markets. It is, essentially, a middle-
man. It continually places orders for 
many different securities on many dif-
ferent exchanges. Each order expresses 
a willingness to either buy or to sell a 
given security at a given price, and, col-
lectively, they are an advertisement to 
the markets of Jane Street’s services. 
Through these orders, the firm buys 
from people who need to sell and sells 
to people who need to buy, making 
money from the gap between the buy-
ing and selling prices. All the time it is 
competing on price with other players 
trying to do the same thing. 

Electronic liquidity provision is 
technologically intense, not only be-
cause of the computational resources 
that need to be deployed (an enor-
mous amount of data needs to be con-
sumed, analyzed, and responded to 
in real time), but also in terms of the 
complexity of the enterprise—trading 
can cross multiple exchanges, regula-
tory regimes, security classes, and time 
zones. Managing that complexity is a 
daunting task that requires a signifi-
cant investment in software. 

All this technology carries risk. 
There is no faster way for a trading firm 
to destroy itself than to deploy a piece 
of trading software that makes a bad 

decision over and over in a tight loop. 
Part of Jane Street’s reaction to these 
technological risks was to put a very 
strong focus on building software that 
was easily understood—software that 
was readable. 

Reading code was part of the firm’s 
approach to risk from before we had 
written our first line of OCaml. Early 
on, a couple of the most senior traders 
(including one of the founders) com-
mitted to reading every line of code 
that went into the core trading systems 
before those systems went into produc-
tion. This was an enormous ongoing 
time investment and reflected the high 
level of concern about technology risk. 

I started at Jane Street the year after 
I finished my Ph.D., working there part-
time while doing a post-doc. My work 
there was focused on statistical analy-
sis and optimization of trading strate-
gies, and OCaml was the primary tool 
I used to get the analysis done. Why 
OCaml? I had learned it in grad school 
and fell in love with the language then. 
And OCaml was a great match for this 
kind of rapid-prototyping work: highly 
performant, yet faster and less error 
prone than coding in C, C++, or Java. 

I was convinced that my stint at Jane 
Street would be short and the code 
I was writing was all throwaway, so I 
made a choice to maximize my own 
productivity without worrying about 
whether others could use the code 
later. Six months and 80,000 lines of 
code later, I realized I was wrong: I took 
a full-time position at Jane Street and 
soon started hiring to create a research 
group there. 

At this time, the firm was casting 
around for a new approach to building 
software. The systems that powered 
the company in its first years were pri-
marily written in VBA and C#. Indeed, 
the core trading systems were Excel 
spreadsheets with a great deal of cus-
tom VBA code. This was a great way to 
get up and running quickly, but it was 
clear from the start that this was not a 
sustainable approach. 

In 2003, Jane Street began a rewrite 
of its core trading systems in Java. The 
rewrite was eventually abandoned, in 
part because the resulting code was too 
difficult to read and reason about—far 
more difficult, indeed, than the VBA 
that was being replaced. A big part 
of this was Java’s verbosity, but it was 

Programmers  
who are new to 
ocaml are often 
taken aback by  
the degree to which 
the type system 
catches bugs.
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more than that. The VBA code was writ-
ten in a terse, straight-ahead style that 
was fairly easy to follow.  But somehow 
when coding in Java we built up a nest 
of classes that left people scratching 
their heads when they wanted to un-
derstand just what piece of code was 
actually being invoked when a given 
method was called. Code that made 
heavy use of inheritance was particu-
larly difficult to think about, in part be-
cause of the way that inheritance ducks 
under abstraction boundaries. 

In 2005, emboldened by the suc-
cess of the research group, Jane Street 
initiated another rewrite of its core 
trading systems, this time in OCaml. 
The first prototype was done in three 
months, and was up and trading three 
months after that. The use of OCaml in 
the company has only expanded since 
then.  Today it is used to solve prob-
lems in every part of the company, from 
accounting to systems administration, 
and that effort continues to grow. In re-
cent years, the trading side of the firm 
has increased its use of the language, 
and OCaml training is now a standard 
part of the curriculum for new trading 
hires. Overall, the transition to OCaml 
has been a huge success, resulting in 
far stronger technology than we could 
have achieved otherwise. 

Why ocaml?
What is it about the language that 
makes it work so well? Here is a short 
summary of what I perceive as OCaml’s 
key strengths. 

˲˲ Concision. Our experience with 
OCaml on the research side convinced 
us that we could build smaller, sim-
pler, easier-to-understand systems in 
OCaml than we could in languages 
such as Java or C#. For an organiza-
tion that valued readability, this was a 
huge win. 

˲˲ Bug detection. Programmers who 
are new to OCaml are often taken aback 
by the degree to which the type system 
catches bugs. The impression you 
get is that once you manage to get the 
typechecker to approve of your code, 
there are no bugs left. This isn’t really 
true, of course; OCaml’s type system is 
helpless against many bugs. There is, 
however, a surprisingly wide swath of 
bugs against which the type system is 
effective, including many bugs that are 
quite hard to get at through testing. 

˲˲ Performance. We found that 
OCaml’s performance was on par with 
or better than Java’s, and within spit-
ting distance of languages such as C 
or C++. In addition to having a high-

quality code generator, OCaml has an 
incremental GC (garbage collector). 
This means the GC can be tuned to do 
small chunks of work at a time, making 
it more suitable for soft real-time appli-

figure 1. expression type and evaluator in ocaml. 

type ’a expr = | True
            | False

               | And of ’a expr * ’a expr 
               | Or of ’a expr * ’a expr 
               | Not of ’a expr 
               | Base of ’a

let rec eval eval_base expr = 
let eval’ x = eval eval_base x in
match expr with

   | True  -> true
   | False -> false
   | Base base -> eval_base base 
   | And (x,y) -> eval’ x && eval’ y
   | Or (x,y)  -> eval’ x || eval’ y 
   | Not x     -> not (eval’ x)

figure 2. expression type and evaluator in Java. 

public abstract class Expr<T> {

public interface Evaluator<T> { boolean evaluate(T value); }
public abstract boolean eval(Evaluator<T> evaluator);

public class True<T> extends Expr<T> {
public boolean eval(Evaluator<T> evaluator) { return true; }

  } 
public class False<T> extends Expr<T> {

public boolean eval(Evaluator<T> evaluator) { return false; }
  } 

public class Base<T> extends Expr<T> {
public final T value;
public Base(T value) { this.value = value; }
public boolean eval(Evaluator<T> evaluator)

   { return evaluator.evaluate(value); }
  } 

public class And<T> extends Expr<T> {
public final Expr<T> expr1;
public final Expr<T> expr2;
public And(Expr<T> expr1, Expr<T> expr2) {

this.expr1 = expr1;
this.expr2 = expr2;

    } 
public boolean eval(Evaluator<T> evaluator) {

return expr1.eval(evaluator) && expr2.eval(evaluator);
    } 
  } 

public class Or<T> extends Expr<T> {
public final Expr<T> expr1;
public final Expr<T> expr2;
public Or(Expr<T> expr1, Expr<T> expr2) { 

this.expr1 = expr1;
this.expr2 = expr2;

    } 
public boolean eval(Evaluator<T> evaluator) {

return expr1.eval(evaluator) || expr2.eval(evaluator);
    } 
  } 

public class Not<T> extends Expr<T> {
public final Expr<T> expr;
public Not(Expr<T> expr) { this.expr = expr; }
public boolean eval(Evaluator<T> evaluator) 
{ return !expr.eval(evaluator); }

  } 
}
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cations such as electronic trading. 
˲˲ Pure, mostly. Despite how func-

tional programmers often talk about 
it, mutable state is a fundamental part 
of programming, and one that cannot 
and should not be done away with. 
Sending a network packet or writing 
to disk are examples of mutability. A 
complete commitment to immutabil-
ity is a commitment to never building 
anything real. 

Mutable state has its costs, however. 
Mutation-free code is generally easier 
to reason about, making interactions 
and dependencies between different 
parts of your codebase explicit and eas-
ier to manage. OCaml strikes a good 
balance here, making mutation easy, 
but making immutable data structures 
the default. A well-written OCaml sys-
tem almost always has mutable state, 
but that state is carefully limited. 

Perhaps the easiest of these ad-
vantages to demonstrate concretely 
is that of concision. The importance 
of concision is clear: other things 
being equal, shorter code is easier 
to read, easier to write, and easier to 

maintain. There are, of course, limits: 
no good is done by reducing all your 
function names to single characters, 
but brevity is nonetheless important, 
and OCaml does a lot to help keep the 
codebase small. 

One advantage OCaml brings to 
the table is type inference, which ob-
viates the need for many type declara-
tions. This leaves you with code that 
is roughly as compact as code written 
in dynamic languages such as Python 
or Ruby. At the same time, you get the 
performance and correctness ben-
efits of static types. 

Consider the following OCaml 
function map for transforming the 
elements of a tuple. 

let map f (x,y,z) =
   (f x, f y, f z)

Here, map is defined as a function 
with two arguments: a function f and 
a triple (x,y,z). Note that f x is the 
syntax for applying the function f to x. 

Now consider what this would look 
like in C# 4.0: 

Tuple<U,U,U> Map<T,U> 

  (Func <T,U> f, Tuple<T,T,T> t)

{

   return new Tuple<U,U,U>

   (f(t.item1), f(t.item2), f(t.item3));

}
The C# code, while functionally 

equivalent, looks cluttered, with the 
real structure obscured by syntactic 
noise.  

Another source of concision is 
OCaml’s notation for describing 
types. At the heart of that notation is 
the notion of an algebraic datatype. 
Algebraic datatypes are what you get 
when you have a system that includes 
two ways of building up new types: 
products and sums. 

A product type is the more familiar 
of the two. Tuples, records, structs, 
and objects are all examples of prod-
uct types. A product type combines 
multiple values of different types into 
a single value. These are called product 
types because they correspond math-
ematically to Cartesian products of the 
constituent types. 

A sum type corresponds to a dis-
joint union of the constituent types, 
and it is used to express multiple pos-
sibilities. Where product types are 
used when you have multiple things 
at the same time (a and b and c), sum 
types are used when you want to enu-
merate different possibilities (a or 
b or c). Sum types can be simulated 
(albeit somewhat clumsily) in object-
oriented languages such as Java us-
ing subclasses, and they show up as 
union types in C. But the support in 
the type systems of most languages 
for interacting with sum types in a 
safe way is surprisingly weak. 

Figure 1 provides an example of al-
gebraic datatypes at work. The code 
defines a type for representing Boolean 
expressions over a set of base predi-
cates and a function for evaluating 
those expressions. The code is generic 
over the set of base predicates, so the 
subject of these expressions could be 
anything from integer inequalities to 
the settings of compiler flags.

The sum type expr is indicated 
by the pipes separating the different 
arms of the declaration. Some of those 
arms, such as True and False, are 
simple tags, not materially different 
from the elements of an enumeration 
in Java or C. Others, such as And and 

figure 3. Destuttering a list.

# Removes sequential duplicates, e.g., 

# destutter([1,1,4,3,3,2]) = [1,4,3,2] 

def destutter (list):

l = [] 

for i in range(len(list)):

for i in range(len(list)):

if list [i] != list[i+1]:

l.append(list[i])

l.append(list[i])

return l

def destutter (list):

l = [] 

if i + 1 >= len(list) or list[i] != list[i+1]:

return l

Now let’s see what happens when writing more or less the same function in OCaml, with
more or less the same bug:

This code looks pretty straightforward, but it has a bug: it doesn’t properly handle the 
end of the list. Here’s one way of fixing it:

let rec destutter l=

match l with

  | [] -> []

| x :: y :: rest -> 

if x = y then destutter (y :: rest)

else x :: destutter (y :: rest)
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Not, have associated data, and that 
data varies between the cases. This 
type actually contains both sums and 
products, with the And and Or branch-
es containing tuples. Types consisting 
of layered combinations of products 
and sums are a common and powerful 
idiom in OCaml. 

One notable bit of syntax is the type 
variable ’a. A type variable can be in-
stantiated with any type, and this is 
what allows the code to be generic 
over the set of base predicates. This 
is similar to how generic types are 
handled in Java or C#. Thus, Java’s 
<A>List would be rendered as ’a 
list in OCaml. 

The function eval takes two argu-
ments: expr, the expression to be 
evaluated; and eval _ base, a func-
tion for evaluating base predicates. 
The code is generic in the sense that 
eval could be used for expressions 
over any type of base predicate, but 
eval _ base must be provided in or-
der to evaluate the truth or falsehood 
of those base predicates. The func-
tion eval’ is defined as shorthand 
for invoking recursive calls to eval 
with eval _ base as an argument. Fi-
nally, the match statement is used for 
doing a case analysis of the possible 
structures of the expression, calling 
out to eval _ base when evaluating 
a base predicate, and otherwise acting 
as a straightforward recursion over the 
structure of the datatypes. 

Figure 2 shows how the same code 
might be rendered in Java. The verbosi-
ty is immediately striking. Adding a sin-
gle case such as And takes two (short) 

lines in OCaml and eight in Java—and 
the Java code is actually pretty minimal 
as these things go. If you wanted to al-
low the creation of other algorithms 
around this expression type that are 
not baked into the class definition, 
then you probably want to use the visi-
tor pattern, which will inflate the line 
count considerably. 

Another facet of the language that de-
mands some further explanation is the 
ability of the type system to catch bugs. 
People who are not familiar with OCaml 
and related languages (and some who 
are) often make the mistake of underes-
timating the power of the type system. It 
is easy to conclude that all the type sys-
tem does for you is ensure you passed in 
your parameters correctly (for example, 
that you provided a float where you were 
supposed to provide a float). 

But there is more to it than that. 
Even naive use of the type system is ee-
rily good at catching bugs. Consider the 
Python code for destuttering a list (that 
is, removing sequential duplicates) as 
shown in Figure 3. It uses OCaml’s pat-
tern-matching syntax to get access to 
the elements of the list. Here :: is the 
list constructor, and [] indicates an 
empty list. Thus, the [] case matches 
the empty list, and the x::y::rest case 
matches lists that have at least two el-
ements, x and y. The variable rest re-
fers to the (potentially empty) remain-
der of the list. 

Like the Python example, this code 
fails to contemplate what happens 
when you get to the end of the list and 
have only one element left. In this case, 
however, you find out about the prob-
lem not at runtime but at compile time. 

The compiler gives the following error: 

File “destutter.ml”, line 2, 
characters 2-125:
Warning 8: this pattern-
matching is not exhaustive.
Here is an example of a val-
ue that is not matched:
_ ::[]

The missing case, _ ::[], is a list with a 
single element. 

You can fix the code (and satisfy the 
compiler) by adding a handler for the 
missing case: 

let rec destutter l =
  match l with
  | []                -> []
  | x :: []           -> x :: []
  | x :: y :: rest ->
      if x = y then destutter (y 

:: rest)
      else x :: destutter (y :: 

rest)

The error here is a trivial one that 
would be found easily by testing. But 
the type system does just as well in 
exposing errors that are hard to test, 
either because they show up only in 
odd corner cases that are easy to miss 
in testing, or because they show up in 
complex systems that are difficult to 
mock up and exercise exhaustively. 

Straight out of the box, OCaml is 
pretty good at catching bugs, but it can 
do even more if you design your types 
carefully. Consider as an example the 
following types for representing the 
state of a network connection as illus-
trated in Figure 4. 

figure 4. connection types.

type connection_state = 

| Connecting

| Connected

| Disconnected

type connection_info = { 

  state: connection_state; 

  server: inet_addr; 

  last_ping_time: time option; 

  last_ping_id: int option; 

  session_id: string option; 

  when_initiated: time option; 

  when_disconnected: time option; 

}

figure 5. connection types revisited.

type connecting   = { when_initiated: time; } 

type connected    = { last_ping  :  (time * int) option; 

session_id : string; } 

type disconnected = { when_disconnected: time; } 

type connection_state = 

| Connecting    of connecting 

| Connected     of connected 

| Disconnected of disconnected 

type connection_info = { 

   state:  connection_state; 

   server: inet_addr; 

}
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The connection _ state type is 
a simple enumeration of three named 
states that the connection can be in; 
connection _ info is a record type 
containing a number of fields describ-
ing different aspects of a connection. 
Note that the fields that have option 
at the end of the type are essentially 
nullable fields. (By default, values in 
OCaml are guaranteed to be non-null). 
Otherwise, there is nothing about this 
code that is all that different from what 
you might write in Java or C#. 

Here is some information on the in-
dividual record fields and how they re-
late to each other: 

˲˲ server indicates the identity of 
the server on the other side of the con-
nection. 

˲˲ last _ ping _ time and last _
ping _ id are intended to be used 
as part of a keep-alive protocol. Note 
that either both of those fields should 
be present, or neither of them should. 
Also, they should be present only when 
state is Connected. 

˲˲ The session _ id is a unique 
identifier that is chosen afresh every 
time the connection is reestablished. It 
also should be present only when state 
is Connected. 

˲˲ when _ initiated is for keep-
ing track of when the attempt to start 
the connection began, which can be 
used to determine when the attempt 
to connect should be abandoned. This 
should be present only when state is 
Connecting. 

˲˲ when _ disconnected keeps 
track of when the connection entered 
the Disconnected state, and should 
be present only in that state. 

As you can see, a number of invari-
ants tie the different record fields to-
gether. Maintaining such invariants 
takes real work. You need to document 
them carefully so you do not trip over 
them later; you need to write tests to 
verify the invariants; and you must ex-
ercise continuing caution not to break 
the invariants as the code evolves. 

But we can do better. The rewrite in  
Figure 5 uses a combination of prod-
uct and sum types that more precisely 
represents the set of allowable states 
of a connection. In particular, there is 
a different record type for each of the 
three states, each containing the in-
formation that is relevant just to that 
state. Information that is always rel-

evant (in this case, just the server) 
is pushed to the top-level record. Also, 
we have made it explicit that last _
ping _ time and last _ ping _ id 
are either both present or both absent 
by representing them as last _ ping, 
which is an optional pair. 

By doing all of this, we have embed-
ded into the type many of the required 
invariants. Now that the invariants are 
part of the types, the compiler can de-
tect and reject code that would violate 
these invariants. This is both less work 
and more reliable than maintaining 
such invariants by hand. 

This example uses algebraic 
datatypes to encode invariants, but 
OCaml has other tools for doing the 
same. OCaml’s module system is one 
example, allowing you to specify invari-
ants in the interface of a module. Un-
like most object-oriented languages, it 
is possible to express complex joint in-
variants over multiple different types. 
More generally, OCaml’s modules are 
a powerful tool for breaking down a 
codebase into small, understandable 
pieces, where the interactions between 
those pieces is under the program-
mer’s explicit control. 

The type system’s ability to catch 
bugs is valuable even for small solitary 
projects, but it truly shines in a collab-
orative environment where multiple 
developers work together on a long-
lived codebase. In addition to finding 
bugs, type signatures play a surpris-
ingly valuable role as a kind of guaran-
teed-to-be-correct documentation. In 
the context of an evolving codebase, 
invariants enforced by the type system 
have the benefit of being more durable 
than those enforced by convention, in 
that they are less likely to be broken ac-
cidentally by another developer. 

Limitations
None of this is to say that OCaml is 
without its flaws. There are, of course, 
all of the problems associated with be-
ing a minority language. OCaml has a 
great community that has generated a 
rich set of libraries, but that collection 
of libraries pales in comparison with 
what is available for Python, C, or Java. 
Similarly, development tools such 
as IDEs, profilers, and debuggers are 
there, but are considerably less ma-
ture and feature-full than their cous-
ins in more mainstream languages. 

Another limitation of OCaml has to 
do with parallelism. The OCaml run-
time has a single runtime lock, which 
means that one must use multiple 
processes to take advantage of multi-
ple cores on a single machine. For the 
most part, this fits our development 
model well: we prefer message passing 
to shared-memory threads as a pro-
gramming model for parallelism, since 
it leads to code that is easier to reason 
about and it scales better to systems 
that cross multiple physical machines. 
The tools available in the wider OCaml 
world for doing this kind of multipro-
cess programming, however, are still 
maturing. 

But OCaml’s limitations are not fun-
damental in nature. They have more to 
do with the details of the implementa-
tion or the popularity of the language 
and not with the language itself. In the 
end, that is what I find most puzzling. 
I am now quite convinced that the core 
ideas behind OCaml are enormously 
valuable, as evidenced by the fact that 
OCaml itself, whatever its limitations, 
is a profoundly effective and powerful 
tool. Yet, those ideas remain stubborn-
ly outside of the mainstream. 

Perhaps this is finally on the verge 
of changing. Languages such as F# 
and Scala are bringing some of the 
ideas behind OCaml and Haskell to a 
wider audience by integrating them-
selves within the Dotnet and Java eco-
systems, respectively. Maybe 10 years 
from now, we will no longer need to 
ask why these ideas have failed to 
catch on in the wider world. But there 
is no reason to wait. You can add 
OCaml to your toolbox now. 
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WhAt DoeS the  future hold for search interfaces for 
users? Today’s familiar Web search interface works 
well for tens of millions of people and billions of 
queries a year, but few innovations in search interfaces 
gain wide-enough acceptance to replace the standard 
type-keywords-in-entry-form/view-results-in-a-vertical-
results-list interface. This is partly because search 
is a means toward another end, and reading text is 
a mentally demanding task. The fewer distractions 
while reading, the more usable the interface. 
Additionally, search, like email, is used by nearly 
everyone using the Web, so its features and functions 
must be understandable to an enormous and diverse 
population.13 

Future trends in search interfaces will most likely 
reflect trends in the use of IT generally. Today, there is 
a notable trend toward more “natural” user interfaces: 
pointing with fingers rather than mice, speaking 
rather than typing, viewing videos rather than reading 
text, and writing full sentences rather than artificial 

keywords. (The term “natural inter-
face” is promoted by researchers at 
Microsoft, among others.) Not sur-
prisingly, people are drawn to inter-
faces that allow them to think and 
move in a manner like what they use 
in their non-computing lives, but only 
recently has technology been able to 
support it. 

There is also a trend toward social 
rather than solo use of IT, with these 
multi-person interactions often re-
corded, stored, and indexed for later 
viewing. Again, many people would 
have preferred non-isolated computer 
use from the start, but technology and 
user-interface design did not support it 
well until recently. 

Technology is advancing toward 
integration of massive quantities of 
user behavior and large-scale human-
generated knowledge bases. Search 
today benefits from the tracking of 
search behavior over hundreds of mil-
lions of queries to improve ranking, 
offer accurate spelling suggestions, 
auto-suggest query terms in real time 
as the user types, and suggest con-
cepts related to a query. Integration 
with databases and more sophisti-
cated processing place search at the 
cusp of being able to support smarter, 
data-driven, focused interfaces for ad-
vanced search. 

These trends are, or will be, inter-
weaving in various ways, with interest-
ing ramifications for search interfaces 

Doi:10.1145/2018396.2018414

Users will speak rather than type,  
watch video rather than read, and use 
technology socially rather than alone. 

By maRti a. heaRst 

‘Natural’ 
search user 
interfaces

 key insights
����“Natural” modes of interaction are 

starting to be commonplace in hardware 
and software tools, influencing search 
interfaces in interesting ways. 

����these changes lend urgency to the 
research problems of analyzing video 
content, interpreting spoken and written 
natural language, and supporting 
collaboration among people seeking 
information together. 

����content analysis over huge collections 
of user behavior data, combined with 
interactive user-interface design could 
lead to breakthroughs in such long-
standing problems as human-computer 
dialogues for question answering. 
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and suggesting promising directions 
for research. 

speech input 
Speech-based user interfaces gener-
ally, and speech for search input in 
particular, are likely to gain a much 
stronger presence in the coming years. 
At least three technological trends sup-
port the move toward spoken queries: 
First, phone-based mobile devices pro-
vide a natural way to capture speech, 
since phones are used in large part 
for spoken conversations. Second, the 
technology for speech recognition, af-
ter years of only incremental progress, 
is improving by leaps and bounds, 
thanks to huge data repositories being 
generated through the use of mobile 
phones. (To assemble a large train-
ing set of spoken corrected data for 
its speech-recognition system, Google 
hosted, from 2007 to 2010, a free 411 
information service for phones.28) And 
third, touch-screen interfaces are in-
creasingly popular, especially when 
paired with mobile devices. Neither 
small devices nor touch screens lend 
themselves well to typing, making spo-
ken input more attractive, though clev-
er finger-swipe-based input methods 
(such as ShapeWriter for entering text39 
and Gesture Search for menu naviga-

tion19) provide compelling alternatives 
to typing. 

These trends suggest voice-activat-
ed queries and commands are likely to 
increase rapidly in the next few years as 
response time and accuracy continue 
to improve. 

The next likely development fol-
lowing on voice-based input is a di-
alogue-like give and take. Though 
not yet a reality, recent advances are 
bringing closer the dream of an intel-
ligent interactive agent. For example, 
the Siri system provides an interface 
combining local information, speech 
recognition, easy editing of voice rec-
ognition, and visual display of search 
results. Siri, which was acquired by 
Apple in April 2010, originated from a 
Defense Advanced Research Projects 
Agency research project called CALO 
(http://www.ai.sri.com/project/CALO), 
in which dozens of computer-science 
researchers developed machine learn-
ing, reasoning, knowledge bases, and 
other technology to create an intelli-
gent personal assistant.4,35

Though the user’s ability to ac-
curately follow up one request with 
another is limited in Siri, good inter-
face design helps bridge the gap in the 
back end, since the user sees alterna-
tives and is able to make corrections 

(see figures 1–3). Note that Siri also 
attempts to use searchers’ contextual 
information, including current loca-
tion. Enormous research interest5,20 
and commercial development focus-
es on using time, location, and other 
contextual cues for search and related 
applications, and will continue to in-
crease in importance, especially for 
mobile platforms. 

Voice input also has drawbacks, 
the most significant being that speak-
ing makes noise and can disturb 
people around the speaker. An excit-
ing research advance would be a mi-
crophone that uptakes the words the 
speaker says but somehow prevents 
those around the speaker from hear-
ing the words, like a science fiction 
“cone of silence.” Such an invention 
would have wide-ranging utility for 
mobile phones. 

social search: collaboration 
Though observational studies have 
found that people often search collab-
oratively, tools have only recently been 
developed to explicitly support people 
searching together. Such support re-
flects a broader research renaissance 
in tools for real-time shared activity 
(such as shared online whiteboards 
and document-editing tools). 

figure 1. the siri interface accepts speech 
as input, attempting to support a dialogue;  
in the first action, a query for a phone 
number shows a message conveying the 
system’s understanding of the question as  
it performs a search. 

figure 2. in the second action, the system 
replaces the confirmation bubble with 
the answer, offering a command to make 
the phone call; note the use of graphics 
alongside text to enrich the output. 

figure 3. in the concluding action, the 
system partly understands the intention 
of the question (about a location) but 
incorrectly interprets a request for a 
distance as a request for a location. 

http://www.ai.sri.com/project/CALO
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One exciting development in col-
laborative search, from Pickens et 
al.,11,29 assumes the ranking algorithm 
should allow users to work at their 
own pace but be influenced in real 
time by their teammates’ search ac-
tivities. The searchers should not step 
on one another’s proverbial toes; if 
one person issues a new query, others’ 
thoughts should not be interrupted. 

Pickens et al.11,29 addressed this is-
sue by developing an algorithm that 
combines multiple rounds of que-
ries from multiple searchers during 
a single search session (see Figure 4), 
using two criteria for weighting re-
sults—both functions of the ranked 
list of documents returned for a giv-
en query. The first variable is “fresh-
ness,” which is higher for documents 
not yet viewed, while “relevance” is 
higher for documents closely match-
ing the query. These two factors are 
combined and continuously updated 
based on new queries and searcher-
specified relevance judgments. 

In addition, Pickens et al.11,29 as-
signed different roles to the members 
of a team. For example, the “Prospec-
tor” is in charge of creating new que-
ries to explore new parts of the infor-
mation space, and the “Miner” looks 
at the retrieved results to determine 
which are relevant. Documents not 
yet looked at are queued up for the 
Miner interface according to fresh-
ness/relevance weighted scores. The 
Prospector is shown new query-term 
suggestions based on how they differ 
from queries already issued, as well as 
on the relevance judgments made by 
the Miner. Each role has its own inter-
face; a third view is used to show con-
tinually updating information about 
the queries that have been issued, the 
documents that have been marked as 
relevant, and the system-suggested 
query terms based on the actions of 
the users. 

Another approach to supporting 
real-time search collaboration, de-
scribed by Jetter et al.,16 used a large 
work surface and input devices com-
bining physical manual manipula-
tion with virtual markings. The in-
terface was evaluated on a complex 
collaborative search task, that of a 
group of people selecting a product, 
where each member of the group 
has different preferences that act 

as constraints (such as when choos-
ing a hotel, one needs a heated pool, 
another wants one that received at 
least four stars of recommendation, 
and a third wants the price below a 
certain amount). Jetter et al.’s solu-
tion used a combination of faceted 
navigation37 and filter-flow visualiza-
tion,38 showing how many constraints 
are met by a set of items, given cer-
tain constraints. The visualization 

was displayed on a shared horizontal 
workspace, where the controls were 
manipulated through physical selec-
tors (see Figure 5). Collaboration was 
facilitated by allowing each user to 
work privately on a corner of the work-
space, then let the results from each 
piece of the query flow into the rest 
of the group’s query specification. A 
careful usability study by Jetter et al. 
found this approach produced results 

figure 4. collaborating on a video-search task using technology developed by Pickens et 
al.29; each user views a different unique interface, as well as a shared view. the results of 
one person’s work change the rank ordering of what is seen by the other person. 

figure 5. a collaborative search-formulation tool making use of a large table display,  
physical input devices, and visualization; from Jetter et al.16 
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as good as those using a standard 
Web-based faceted navigation inter-
face but with more bonhomie among 
the collaborators. 

social search: asking other People 
Research suggests that much online 
interaction on social sites is for the so-
cial experience of the interaction, rath-
er than for problem-centric informa-
tion seeking.12 Reflecting this, a study 
by Morris et al.24 found the questions 
asked of others via social networks do 
not necessarily involve the kinds of in-
formation found on static Web pages. 
Morris et al. asked survey respondents 
to supply questions they had posed 
to their social networks on Twitter 
and Facebook, manually classifying 
the 249 examples and finding only 
17% were for factual information one 
would typically seek from a Web page 
(such as how to, say, put an Excel file 
into LaTex). The most common cate-
gories were requests for recommenda-
tions (29%), opinions (22%), rhetorical 
questions (14%), requests for others 
to join social events (9%), favors (4%), 
and social connections, including job 
openings (3%) and offers of various 
kinds (1%). 

A study of the Aardvark expert 
social-question-answering system 
(http://www.vark.com) found similar 
results, with 65% of a random sample 
of 1,000 queries reflecting a subjective 
attitude.15 The questions asked on the 
social-question-answering site Quora 
also tend to be subjective and opinion-
based; for instance, “What does Dustin 
Moskovitz think of the new Facebook 
movie?” was answered by the subject 
of the question himself. 

Unclear is what the best user inter-
faces are for representing this more 
social kind of search. Freyne et al.10 
conducted a small study in which dif-
ferent kinds of social cues were shown 
via icons alongside search-results list-
ings. Subjective results showed a posi-
tive preference toward cues showing 
which articles were read frequently 
or annotated by others. Yahoo experi-
mented (2005–2009) with the MyWeb 
system in which search results were 
augmented with an avatar of the per-
son in the user’s social network who 
had recommended the page, along 
with the recommendation. In March 
2011, Google introduced a social-

leading to a greater whole, as seen, in, 
for example, Wikipedia editing. 

Crowdsourcing in information 
seeking is seen in Web sites in which 
communities curate and rate informa-
tion and share it with others, including 
question-answering sites, and in prod-
uct-reviewing sites, bookmark-sharing 
sites like Delicious, and news-ranking 
and aggregation sites like Digg. The 
more-explicitly networked social tools 
(such as Twitter and Facebook) also 
function as real-time socially targeted 
information sources. 

Multiple efforts have sought to use 
explicit user input to improve search-
results ranking, though few survive; 
for instance, Google’s SearchWiki, 
which allowed users to explicitly re-
order search results and share this 
re-ranking information with others, 
was shut down in 2010. The Blekko 
Web search engine, launched October 
2010, is an attempt to use sophisticat-
ed algorithms combined with commu-
nity curation to improve results rank-
ings; its founder also started the Open 
Directory Project, a crowdsourced 
yellow pages for the Web. With Blek-
ko, users can create “vertical,” or 
subject-specific, search by labeling 
Web pages with a category label pre-
ceded by a slash; they can also mark 
pages as spam. These two operations 
together impose crowdsourced qual-
ity control over retrieved Web pages. 
Blekko also provides a social feature 
allowing users to see if their friends 
have marked particular pages with a 
“/like” slashtag. It remains to be seen 
if explicit crowdsourcing will scale for 
search results ranking. 

Crowdsourcing usually refers to 
people explicitly contributing to an 
effort, but Web search engines have 
used a form of implicit crowdsourc-
ing for years, by modifying ranking 
algorithms based on huge quantities 
of user clickthrough data17 or predict-
ing which vertical subject area (such as 
music, news, and travel) to use to aug-
ment a query.7 Richer user behavior 
data (such as mouse movements, page 
dwell time, and searchers’ click paths 
many steps from the search results 
page—even across domains—to their 
destination page) has helped produce 
useful suggestions of pages not related 
to the original page through close key-
word matches.36

search tool called “+1” with a similar 
interface. Significant experimentation 
on incorporating social information 
into search results listings is likely 
over the next few years. 

When using a social network to 
try to answer questions, especially in 
a work situation, research is ongoing 
about how best to distribute the relat-
ed information needs among experts, 
either within an organization or across 
the Internet generally.18,21 Recent work 
by Richardson and White34 deployed 
and studied an instant-messaging-
based question-answering service 
that matched the asker’s questions 
against predefined profiles of more 
than 2,000 potential answerers’ exper-
tise, based on their availability. The 
system contacted three experts at a 
time, in descending order of how well 
their profiles matched the content of 
the question. If an offer to answer was 
not received within a fixed time limit, 
the request was sent to a wider circle 
of experts. If an answerer accepted 
a request, the other outstanding re-
quests were cancelled. The tool then 
mediated the conversation between 
questioner and answerer, asking 
questioners to rate their satisfaction 
with the answer. 

Richardson and White34 examined 
log data for this system to form an in-
terruption cost model, including how 
many people should be sent a question 
in order to minimize disruption while 
maximizing the likelihood of receiving 
an informed answer, whether a ques-
tion will be answered, and how well 
the asker will be satisfied with the an-
swer received. 

Expert solicitation systems that are 
sophisticated about targeting people 
with the right expertise and state of 
mind to address a request are likely to 
become a fixture in knowledge-centric 
workplaces, as well as in volunteer 
causes (such as the Peer2Patent proj-
ect for community input of patent 
prior art26). 

social search: crowdsourcing 
The word “collaboration” as it is used 
here refers to a set of people working 
together closely, usually synchronous-
ly, to achieve a goal. “Crowdsourcing” 
refers to large groups of people not 
necessarily working together knowing-
ly but each contributing in small ways, 

http://www.vark.com
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Natural Language-like Queries 
Though keyword querying remains 
standard practice on the Web, savvy 
users have been typing more detailed 
queries for years, and Web search 
engines have greatly improved their 
ability to handle long queries. Re-
search has shown that people prefer 
natural expression of queries over key-
words,3,30 and Web search engine que-
ry length continues to increase. Ac-
cording to Experian Hitwise,22 a global 
online competitive intelligence ser-
vice, when comparing queries over a 
four-week period (August–September 
2010) to the same four-week period 
in 2009, found that searches of from 
five to eight words were up 10%, while 
searches of from one to four words 
were down 2%. The growth of query 
length suggests a desire to express 
one’s information needs more thor-
oughly and may pave the way toward 
full-sentence queries. Spoken que-
ries are also likely to be full sentences 
when speech recognition is faster and 
more accurate. 

Longer queries are also being 
helped by the online use of colloquial 
language. When most content is tech-
nical or scientific (as was character-
istic of the early Web), there is less 
likely an easy-to-find match between 
a lay user’s words and the words used 
in the informative documents. Popu-
lar question-answering sites (such as 
Answers.com, Quora, and Yahoo An-
swers) that store user-generated con-
tent bridge colloquial and formal lan-
guage directly in relevant documents; 
for example, if a searcher needs a de-
vice to connect both a Wii and a DVD 
player to a TV, but does not know what 
that device is called, a keyword query 
could fail. But the query “how do I 
connect wii and dvd to my tv” turns 
up a nearly perfect match on a ques-
tion-answering site, with the solution 
being a product called either “video 
selector” or “two-way A/V switcher.” 
The point is that, though the searcher 
lacks the vocabulary to look up what 
is needed, the searcher has the same 
vocabulary as other people in the 
same cognitive situation. The com-
bination of text worded colloquially 
and search engines that do a good job 
with sentence-length queries helps 
resolve the vocabulary problem. Con-
siderable work has focused on how 

to search question-answering sites1,2; 
ranking algorithms that make use of 
these mappings will continue to im-
prove results for difficult queries. 

Another technical development 
that may help users who express 
themselves through long queries is 
systems that support quasi-natural 
language interfaces. The new syntax 
is tolerant of variations, relatively ro-
bust, and “exhibit[s] slight touches of 
natural language flexibility.”25 These 
interfaces are seen in Web search en-
gines supporting various wordings 
for certain kinds of questions that 
retrieve answers from a database, as 
in “Istanbul time,” “What is the time 
in Istanbul?,” and “What time is it? 
Istanbul.” Blekko allows query modi-
fication through a simple slash nota-
tion to refine results to predefined cat-
egories (such as “istanbul /tech” for 
search results about technology and 
“istanbul /people” for results labeled 
relevant to people). 

Miller et al.23 developed tools for 
“sloppy commands,” meaning users 
have a lot of flexibility as to how they 
express the command, so memoriza-
tion is not required to make use of 
them. The “linguistic command line” 
of Enso (later Ubiquity)8,33 experi-
mented with leniency in operating 
system command lines. The Quicksil-
ver application lookup tool for Apple 
operating systems supports a hybrid 
command/GUI interface, using con-
tinuous feedback to whittle down the 
available choices to include what the 
user has typed so far that still matches 
available commands. 

The Wolfram Alpha search engine 
provides a range of predefined query 
types that mix structured forms with 
some flexibility in word order, along 
with a knowledge base and computa-
tional back-end able to handle certain 
combinations of these inputs. For in-
stance, the query “2 slices of pizza with 
pepperoni” is decomposed into the 
base information need (information 
about pizza) refined by units (slices), 
the quantity (two), and modifications 
of the baseline concept (with peppero-
ni). The result is a table listing calorie 
and nutrition information. However, 
the system’s interpretive range is lim-
ited; the query “recipe for pizza with 
pepperoni” returns the same measure-
ment information as “pizza with pep-

though 
observational 
studies have 
found that people 
often search 
collaboratively, 
tools have only 
recently been 
developed to 
explicitly support 
people searching 
together. 
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peroni” instead of a recipe. 
This hybrid of improved language 

analysis, command languages mak-
ing use of structured knowledge 
bases, and interaction may well lead 
to more intelligent interfaces and 
expanded dialogue-like interaction, 
as discussed earlier regarding the 
Siri system. The IBM Watson proj-
ect, which famously beat the top two 
human champions in the television 
game show “Jeopardy!” in February 
2011, also employs massive language 
analysis, knowledge-base analysis, 
and speech recognition, likely setting 
the stage for future highly advanced 
natural-language question-answering 
systems.9 

importance of Video content 
Increasing evidence reflects a prefer-
ence among ordinary information 
consumers for video and audio con-
tent over textual content. Movies have 
generally replaced books as cultural 
touchstones in the U.S. A report by Pew 
Research included a quote from a me-
dia executive saying email messages 
containing podcasts were opened 20% 
more often than standard marketing 
email messages.32

Also according to Pew, 52% of U.S. 
adults have watched online videos, 
with seven in 10 Internet users saying 
they have.31 According to Hitwise, the 
YouTube video-sharing site was the 
fifth most visited Web site in the U.S 
in 2010,14 and comScore reported in 
March 2010 that YouTube users gener-
ated a greater search volume than Ya-
hoo or Bing.6 

Video communication is taking 
some of the trappings of textual com-
munication; for instance, YouTube 
supports the notion of a video “reply.” 
And when video questions were ac-
cepted for the 2008 U.S. presidential 
primary debates, most citizen-sub-
mitted videos selected by the modera-
tors consisted of people pointing the 
camera at themselves and speaking 
their question aloud, with a backdrop 
consisting of a wall in a room in their 
homes. There were few visual flour-
ishes, and the video did not add much 
beyond what a questioner in a live au-
dience would have conveyed. Video is 
fast becoming a conventional way to 
communicate. 

Mobile devices make it easier to cap-

ture video, increasing the likelihood of 
video becoming an even more impor-
tant form of communication. Accord-
ing to Pew, almost 20% of American 
adults had, as of 2010, tried video call-
ing on phones or computers, and 23% 
of U.S. Internet users had used a video 
chat service (such as Skype). Further, 
14% of U.S. Internet users had created 
and uploaded videos.31

No doubt, the technology to sup-
port full video use lags significantly 
behind that of text, but we can sur-
mise that some handy inventions are 
not far off. Better tools for quick edits 
are also likely soon, as they have been 
for image processing; a popular mo-
bile iPhone app called Instagram al-
lows users to snap a photo with their 
phones, quickly apply filters to pro-
duce an “artsy” look, then immedi-
ately share the image with a social net-
work. Instagram claimed it attracted 
one million users within two months 
of its introduction, October 2010, and 
seven million by August 2011. 

Still lacking are truly useful tools 
for cogently skimming video content, 
summarizing it in a meaningful way, 
and, more to the point, searching 
within and across it, though research 
is active in this area.27 YouTube pro-
vides tools that automatically provide 
textual closed captioning over spo-
ken language and can also be used 
for search; so has a startup company 
called SpeakerText. Faceted naviga-
tion37 has become the method of 
choice for browsing image collections; 
perhaps the same will be possible 
with video collections. However, seri-
ous breakthroughs are still needed for 
both image and video content analysis 
before such search performance rivals 
that of text search. 

Time constraints imposed by You-
Tube have resulted in a culture of 
short videos characterized by focused 
topics, making title search more ef-
fective than it would be if most online 
videos were longer in duration; for 
instance, the excellent educational 
video courses of the Khan Academy 
(http://www.khanacademy.org) are 
each shorter than 10 minutes, with 
subject matter easily browsable by 
title (as in “Circles: Diameter, Radius, 
and Circumference” and “Distribu-
tive Property of Matrix Products”). 
But just as search over collections of 

still lacking are 
truly useful tools for 
cogently skimming 
video content, 
summarizing it in 
a meaningful way, 
and, more to the 
point, searching 
within and across it, 
though research is 
active in this area.  

http://www.khanacademy.org
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books is still not particularly sophis-
ticated, search over movie-length vid-
eos may well prove problematic and 
require alternative approaches. 

conclusion 
The future of user interfaces will in-
volve support for natural human inter-
action, gesturing with fingers, speak-
ing rather than typing, watching video 
rather than reading, and using IT so-
cially rather than alone. This article 
has explored why these trends will also 
affect user interfaces for search, high-
lighting recent work reflecting these 
trends. Using advanced processing 
techniques over huge sets of behav-
ioral data, future search interfaces will 
better support finding other people to 
answer questions or provide opinions, 
more natural dialogue-like interaction, 
and information expressed as non-
textual content through non-textual 
input. More-natural modes of interac-
tion have long been goals of interface 
design, but recent developments have 
brought them closer to reality.  
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P U r SUinG ContinUoUS teChnoLoGY  improvement 
and innovation, organizations of all kinds introduce 
new systems almost daily, hoping they are adopted 
by employees, suppliers, customers, and others. 
From e-reader vendors (such as Amazon and Apple) 
to insurance companies communicating with their 
customers through Web applications, the goal is to 
inspire employees and customers alike to adopt and 
use new systems. However, despite the best efforts of 
IS developers, project managers, and trainers, new 
systems are not always adopted and used as intended. 
Lacking commitment and constructive feedback from 
targeted users, IS adoption may simply fail.8,9 

Here, we explore user behavior toward adopting 
systems, provide a way to classify users into groups, 
and suggest strategies for dealing with each such 

group. Research tends to categorize 
user behavior in terms of either accep-
tance3 or resistance,6 a view that fails to 
acknowledge that such behavior covers 
a range of ambivalence.12 While people 
may generally use technology they sup-
port, other responses are common as 
well. For example, Linux workstations 
have enthusiastic supporters who 
nevertheless do not use them due to 
personal or organizational barriers.11 
There are also people who routinely 
yet only grudgingly use Microsoft Of-
fice applications. Such behavior—
“supporting but no or low usage” and 
“resisting but high usage”—is ambiva-
lent. Here, we address how implement-
ers can deal with groups showing am-
bivalent behavior. 

Research findings on IS adoption 
offer little guidance, with researchers 
focusing on either people’s acceptance 
by measuring their IS use or use-inten-
tions (such as Ajzen and Fishbein2 and 
Davis3) or their resistance by measuring 
their supporting/resisting behaviors 
(such as Joshi4). In doing so, “accep-
tance” and “resistance” have, implicitly 
or explicitly, been conceptualized as an 
either/or proposition, the opposite ends 
of a single closed dimension.6 Con-
sequently, user ambivalence remains 
largely hidden in the literature. Here, 
we present a case from the Netherlands 
that highlights two hidden groups of in-
tended users with ambivalent behaviors 
in adopting an electronic prescription 
system (EPS) for the country’s general 
medical practitioners (GPs). 

managing is 
adoption in 
ambivalent 
Groups 

Doi:10.1145/2018396.2018416

Insightful implementers refocus user 
ambivalence and resistance toward trust  
and acceptance of new systems. 

By DoNGBack seo, aLBeRt BooNstRa,  
aND maRJoLeiN offeNBeek 

 key insights
����the traditional one-dimensional view of 

users’ system-adoption behavior, from 
acceptance to resistance, prompted 
us to explore a more nuanced two-
dimensional view, from “high-use versus 
non-use” to “support versus resistance.”

����the two-dimensional view highlights 
inclusion of groups defined by their 
ambivalent behavior, from “supporting 
non-users” to “resisting users.” 

����implementers should aim to develop 
customized strategies to turn potential 
users into “supporting and high usage” 
users of new systems. 
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Creating strategies for these am-
bivalent groups is important, because 
their behavior is meaningful and dif-
fers substantially from groups that are 
more straightforward in adopting, or 
not adopting, a system. When support-
ing non-users are treated as uncoopera-
tive mavericks, their initial support for 
a system could be at risk. And while it 
seems pragmatic to neglect users’ re-
sistance as long as they continue to use 
the system, the result could be long-
term problems. Finally, the groups with 
ambivalent behavior can influence oth-
ers’ reactions toward the system in un-
foreseen ways. Such influences suggest 
implementers need customized strat-
egies to cope with the diverse, some-
times ambivalent, reactions of target 
groups expected to adopt a new system. 

We conceptualize IS acceptance and 
resistance as two dimensions leading 

to identification of four types of be-
havior by user groups. Additionally, we 
identify two other groups that might 
not use a new system but are involved 
in its implementation process through 
their support of or resistance to its 
adoption. The resulting model consists 
of six categories IS implementers might 
subsequently apply to identify and dis-
cuss GP behaviors in adopting the EPS 
in the Netherlands. Finally, we discuss 
how implementers can monitor and 
develop customized strategies, particu-
larly for the two “hidden” groups over-
looked in the literature: “resisting us-
ers” and “supporting non-users.” 

six actor Groups 
Figure 1 includes four user-based 
quadrants based on two dimensions 
derived from the IS-acceptance-and-
resistance literature.3,4,6–8,15 The verti-

cal dimension represents interviewed 
users’ IS acceptance measured by their 
IS use.3,15 The horizontal dimension 
represents IS resistance measured 
through behavioral categories adapted 
from several organizational behavior 
theories: Interaction Theory,8 Equity 
Theory,1,4 and Multilevel Theory of Re-
sistance to Information Technology.7 
The degrees apart from no usage to 
high usage and from resistance to sup-
port are continuous, not discrete. 

Taking a one-dimensional view of 
acceptance to resistance, as in the pre-
vious literature, non-using supporters 
would be regarded as either IS sup-
porters or non-acceptors (“no usage”), 
while frequent-using resistors would 
probably be regarded as accepting the 
system despite their grudging use or 
as complete rejectors in case of aggres-
sive resistance. Implementers may not 
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recognize these two “hidden” groups, 
viewing them as part of more obvious 
conventional groups. 

Additionally, the figure includes 
two other groups in the dimension 
of IS support/resistance. “Other ac-
tors” are individuals or groups that 
can influence and be influenced by IS 
adoption, even though they are not the 
intended users.10 For example, man-
agement support can influence users’ 
acceptance or resistance on a particu-
lar system, even though managers are 
not users.6 Due to the fact they are not 
intended users, these groups are de-
fined by a single dimension covering 
“supporting” to “resisting.” 

applying the model 
The proposed model can help diag-
nose intended users’ attitudes, as well 
as other influential stakeholders’ at-
titudes toward IS implementation. 
The dimension covering acceptance 
to non-acceptance can be determined 
by individuals’ actual use or by asking 
about their use intentions. Resistance 
and support behaviors may be more 
difficult to trace, especially when pas-
sive. Along with alert observation and 
informal communication, behavioral 

measurements by means of interviews 
or surveys represent an effective re-
search tool. Survey questions might 
include: Do you think using the system 
will enhance your status or work au-
tonomy? and Do you think using the 
system will increase your job security? 
They can be adapted from the litera-
ture on resistance toward technology, 
as in Kappos and Rivard5 and Markus.8 

We added two stakeholder reaction 
types not in the intended user groups 
but feel they have a stake in the imple-
mented system. Their reactions may be 
twofold: resist or support adoption and 
diffusion. For example, patients do not 
directly use a hospital’s electronic re-
cord system, but their support or resis-
tance behavior can influence the sys-
tem’s overall success or failure because 
they can agree or disagree with hospi-
tal personnel entering their personal 
information into electronic records. 
Such behavior may affect a user’s adop-
tion; for example, a doctor may be frus-
trated with a patient’s resistance and 
look to work around the system. 

case study 
The case we explore here illustrates 
how to apply the six-group model to 

governments looking for ways to deliv-
er decent health care to the public in a 
cost-efficient way. It covers the Dutch 
government’s attempt, begun before 
2000, ultimately compulsory in 2012, 
to implement an EPS for GPs to con-
trol prescription costs. 

Most Dutch citizens turn to a GP 
when they need non-urgent medical 
assistance, with GPs running their 
practices autonomously as indepen-
dent businesses. A typical consultation 
with a patient takes about 10 minutes 
and steps through four sequences: an 
introduction, with some informal in-
teraction between GP and patient; a 
health problem explained by the pa-
tient; a diagnosis by the GP in medical 
terms, possibly coded in the Interna-
tional Classification System of Primary 
Care, or ICSPC; and a decision by the 
GP as to proposed treatment, includ-
ing a drug prescription if necessary. 

In the Netherlands, the government 
and/or health-care insurance provid-
ers cover the costs of prescribed drugs. 
Costs vary up to 40%, depending on 
quantity, type, and brand. Initial stud-
ies had calculated that total annual 
cost savings would be 20%, or about 136 
million Euros, if all Dutch GPs would 
issue consistent, cost-efficient pre-
scriptions. The government’s Ministry 
of Health Welfare and Sport worked 
with the country’s health insurers and 
College of General Practitioners and 
a software company to develop a reli-
able, user-friendly EPS; the College of 
General Practitioners negotiated fi-
nancial benefits for its members in ex-
change for their cooperation. 

Using the EPS to determine appro-
priate treatment when consulting pa-
tients, GPs input their own diagnosis, a 
list of available drugs, and the patient’s 
personal and medical data. The EPS 
database includes current drugs, past 
drugs, drug allergies, drug interactions, 
and drug costs. The EPS accounts for a 
patient’s specific situation when rec-
ommending a treatment, accessing the 
data when the GP enters the patient’s 
number and diagnosis code from the 
ICSPC coding system. GPs can then use 
the EPS to print out and/or email the 
prescription directly to a pharmacy. 

The EPS is designed to advise GPs 
as to the “best” treatment for a given 
diagnosis based on the patient’s pre-
scription needs, quantity, and most 

figure 1. six actor groups in adopting is. 
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cost-effective brand of medication. The 
targeted savings were considered fea-
sible if 90% of the country’s GPs would 
adopt the system and follow the recom-
mended treatments in more than 80% 
of their cases. 

To make the system as widely avail-
able as possible, the Ministry initiated 
a large-scale implementation cam-
paign, including instruction videos, 
booklets, and posters, aiming to edu-
cate the country’s 8,200 GPs as to how 
to install and use the system. 

Six months following implementa-
tion, approximately 50% of surveyed 
GPs had installed the system, with 50% 
of this group consulting it at least once 
a day. However, consulting the system 
does not necessarily mean a GP would 
follow its recommendations. 

Data was based on our observation 
of GPs using the system; interviewing 
50 of them, along with eight other ac-
tors from the implementation team, 
the Ministry, and health-insurance 
companies, and reviewing the relevant 
implementation plans, user manuals, 
and evaluation studies. We then cat-
egorized the interviewed GPs and other 
relevant stakeholders according to our 
model (see Figure 2). 

Resisting but high usage. Resisting-
but-high-usage GPs perceived problems 
and disadvantages but still used the sys-
tem (ambivalent behavior). Some were 
required to do so by their group-practice 
managers or colleagues. Typically, they 
used the system but did not follow its 
recommendations for several reasons: 
lack of trust in the recommendations; 
disagreement with recommended 
quantity or quality of drugs; or limiting 
access to obtaining a second opinion 
after a patient had left the consultation 
room. The two groups in this quadrant 
were the 18% of the 50 interviewed GPs 
who used the system to obtain a sec-
ond opinion and the 20% who did not 
trust or agree with the system’s recom-
mendations. These groups differed in 
that GPs from the 18% group used the 
system to gain confidence determining 
their patients’ prescriptions, though 
such use did not coincide with the Min-
istry’s publicly stated intentions. 

Supporting and high usage. Only 
12% of the 50 interviewed GPs said the 
EPS was easy to use and useful in pro-
ducing quality output when consult-
ing patients. These supporting-and-

high-usage GPs said the system saved 
them time so they could focus more 
on the consulting process itself, mak-
ing consultation more efficient. For ex-
ample, rather than abruptly conclude a 
10-minute consultation with a patient, 
they could suggest the session was 
about to end by inserting a special code 
into the system. These GPs empha-
sized their prescriptions had become 
more consistent with those of their col-
leagues. The result was less time and 
money spent per patient in group prac-
tices and by GPs working part time, as 
well as by better management of pa-
tients’ medical data and archives. 

Supporting but no/low usage. 
Among GPs with this ambivalent be-
havior, 14% openly acknowledged the 
system’s usefulness but said they did 
not use it due to practical, system-relat-
ed reasons. Some said they were simply 
too busy to install it on their comput-
ers. Others said they welcomed the idea 
of using it but lacked the ability or ex-
perience to handle the ICSPC coding 
system that was a prerequisite for use. 
Yet others deliberately did not have a 
computer in their consulting rooms 
to create, they said, a quiet, patient-
centered atmosphere but also said they 

appreciated the idea of a computerized 
prescription system. 

Resisting-and-no/low-usage. Among 
the 50 interviewed GPs, 36% belonged 
to the quadrant labeled “resisting and 
no/low usage.” Some viewed the system 
as complicated, inflexible, and not al-
ways available, and consequently felt 
it would take away from their consulta-
tion time with patients—the most med-
ically significant reason indicated for 
not using the system. Others felt it dis-
rupted their brief contact with patients 
because they were communicating with 
the system, not with the patients. In 
particular, when they had external vis-
its (outside their offices), they did not 
take a computer with them. Another 
reason for rejection was financial; to 
adopt the EPS, they would have had to 
update or change their computer net-
works and purchase and implement a 
new or modified system of patient re-
cords. For them, adopting the EPS was 
simply an additional expense. They 
also tended to view the EPS as a threat 
to their social status, feeling politicians 
and insurers were using it to increase 
control over their medical practices 
and weaken their medical autonomy. 
Other GPs in the same category feared 

figure 2. Result of data analysis. 
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the system would weaken the percep-
tion of therapeutic aura or respect tra-
ditionally bestowed on physicians. This 
could lower the esteem given them by 
the patients for whom a prescription 
drug might work as a placebo. Finally, 
some GPs were concerned about a cul-
tural change in their practices due to 
innovation, their own initiative, and 
experimentation to mere compliance 
with external standards imposed by 
government administrators. 

Resisting and supporting groups. 
The Ministry and the insurance com-
panies strongly encouraged GPs to 
adopt and use the system. The Col-
lege of General Practitioners was sup-
portive though less strongly than other 
groups. The representative group of 
patients interviewed shared the GPs’ 
concerns about the system, while other 
stakeholder groups did not strongly re-
sist EPS diffusion. 

This case study illustrates how we 
could have misunderstood 52% of the 
GPs interviewed if we had taken a one-
dimensional view—acceptance ver-
sus resistance. Moreover, two groups 
within the quadrant labeled “resisting 

but high usage” showed user reactions 
are a matter of degree. Implementers 
should take this into account when de-
veloping their strategies. 

Promoting adoption 
Here, we assume IS implementers aim 
to move all users into the supporting-
and-high-usage group. In discussing 
strategies, we focus on the two groups 
of interviewed GPs with ambivalent be-
haviors: “resisting but high usage” and 
“supporting but no/low usage” (see 
Figure 3): 

Resisting but high usage. This am-
bivalent behavior deserves attention 
because it is part of an organization’s 
shadow system, with significant influ-
ence on overall organizational perfor-
mance. Though users showing this be-
havior are considered high usage, it is 
likely they are forced to use the system, 
as with 20% of the GPs. In other cases, 
some people might use a system be-
cause they opportunistically experience 
it as the most convenient option, as 
18% of the GPs said they did. These two 
groups should be treated differently. 
Users from the 20% group were usually 

experienced older GPs participating 
in group practices who felt using the 
system would go against professional 
norms valuing personal relationships 
with patients. They also feared losing 
autonomy as traditional doctors. More-
over, their concerns were ignored, even 
as they felt managerial or peer pressure 
to use the system. To address these con-
cerns, we suggest the following: 

Cultural resistance. Potential users 
can view a system as incompatible with 
their personal or organizational norms 
and values. Implementers should thus 
engage in a dialogue with them to un-
derstand those values, explain how the 
system does not violate them, and co-
operate in modifying the system to up-
hold them; and 

Fear of losing autonomy. Imple-
menters should determine whether 
concerns about losing autonomy are 
substantial and legitimate or unfound-
ed. If legitimate, the implementers 
should negotiate with potential users 
to achieve a win-win scenario through 
compensation and other methods. If 
unfounded, the implementers should 
do their best to reassure the users they 
have nothing to fear. 

The interviewed GPs from the 18% 
group were predominantly less-ex-
perienced young doctors participat-
ing in group practices, feeling under-
informed about the consequences of 
adopting the system, so used it conser-
vatively to obtain a second opinion: 

Uncertainty. Anyone can fear and 
resist a system when ignorant of the 
consequences of its use. Implementers 
should explain its purpose and imple-
mentation process so the intended users 
anticipate the changes likely to occur. 

Supporting and high usage. Retain-
ing “supporting and high usage” us-
ers is as important as attracting users 
from other groups. Implementers can 
gather, analyze, and apply the reasons 
to retain users in this group and at-
tract others from other groups. For 
example, many young urban GPs from 
group practices were in this category, 
believing their use of the EPS made 
them more professional while increas-
ing medical quality and consistency. 
Implementers can encourage users in 
such a group to be advocates by, say, in-
viting the supporting-and-high-usage 
GPs to discuss and share their positive 
experience with the passively resisting-

figure 3. strategies for promoting is adoption, by group. 
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but-high-usage GPs using the system 
only to obtain a second opinion. 

Supporting but no/low usage. Imple-
menters should beware of viewing this 
ambivalent group as resisting users just 
because they do not use the system. 
Through a mechanism of self-fulfilling 
prophecy, this group can easily turn into 
hardened system opponents. Managers 
and other implementers should explic-
itly recognize their support and reward 
it by helping them detect and minimize 
any related obstacle they may face. 

Here, both people- and system-ori-
ented interventions8 may help: 

Materializing support. Implement-
ers can inquire about the technological 
and practical issues confronting users. 
The supporting-but-no/low-usage GPs 
were eager to report their difficulties 
adopting the system when we inter-
viewed them. Implementers should 
acknowledge potential users who will-
ingly provide such constructive feed-
back, telling them how and when the 
system will be improved to reinforce 
their promise to use the system. 

Technical barriers. People often do 
not use a system due to lack of skills 
and/or knowledge. For example, im-
plementers could help the GPs who 
said they did not know how to use the 
ICSPC coding system, offering a course 
through, say, the GPs’ own profession-
al association, accrediting it as credit 
points health professionals must earn 
annually to maintain their licenses. 

High sunk14 or switching costs.13 Peo-
ple locked into a particular system find 
it difficult to switch to any other sys-
tem. Many of the 50 interviewed GPs re-
ported they could not use the EPS due 
to incompatibilities with their current 
computers and networks. Implement-
ers mitigate these barriers by providing 
extra support to upgrade equipment, 
including grants and tax deductions. 

Resisting and no/low usage. The larg-
est percentage of interviewed GPs (36%) 
was in this quadrant, mostly experi-
enced doctors practicing independently 
in small towns who valued their close 
relationships with their patients, usually 
knowing them by first name. Moving ac-
tors in this quadrant to the desired be-
havior is especially challenging. 

Though implementers try to ratio-
nally convince users to adopt support-
ing-and-high-usage behavior, such an 
approach may also bring unintended 

side effects for GPs, in light of their val-
ues and limited resources. 

Rather than move potential users 
directly to the “supporting and high” 
group, implementers should first try to 
move them to the “supporting but no/
low usage” group by following the rec-
ommendations outlined earlier in the 
section on “resisting but high usage.” 
One is to organize open discussions 
between “resisting and no/low usage” 
and “supporting and high usage” GPs 
as to whether the EPS reinforces their 
values in suggesting more effective 
drugs for patients. One drawback is the 
process takes time, even before a GP 
would start to use the system. 

Under some circumstances, imple-
menters can guide potential users to-
ward “resisting but high usage” by forc-
ing them to use the system, as was tried 
by some managers of GP practices. For 
independent GPs in small towns, the 
government could try administrative or 
financial incentives or even legal means, 
though the latter would likely provoke 
even stronger resistance. Therefore, 
implementers must be prepared to ad-
dress users’ resistance swiftly and sin-
cerely; otherwise, they will fester, even-
tually hurting overall organizational or 
professional performance. 

Resisting and supporting groups. 
Much literature, including Kappos 
and Rivard,5 Lapointe and Rivard,7 and 
Mitchell et al.,10 has covered how to 
support other actors (such as through 
coalitions) and resisting other actors 
(such as through mutual benefits and 
common goals). The effort by the gov-
ernment, insurance companies, and 
College of General Practitioners to win 
support for the EPS throughout the 
Netherlands shows IS diffusion does 
not mean simply providing a techno-
logical solution. At times, implement-
ers must mediate political conflicts or 
acknowledge and address users’ emo-
tions concerning the system. 

conclusion 
The model introduced here defines 
ambivalent adoption behavior and ex-
plores their occurrence in a real-world 
context. Moving intended users from 
low to high use involves system-related 
support; moving intended users and 
other actors from resistance to support 
involves a wider context (such as power 
shifts, feelings of insecurity, and work-

ing environments). These ideas shed 
light on a gray area previously ignored 
in the literature on system acceptance 
and resistance, contributing a new 
perspective on IS adoption and help-
ing practitioners work with ambivalent 
groups. We invite researchers to specify 
the antecedents of ambivalent adop-
tion behavior, as well as the conditions 
under which intended users might 
move from quadrant to quadrant. Inter-
action among the six different groups is 
another promising area for research.  
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HPF pioneered a high-level approach  
to parallel programming but failed  
to win over a broad user community. 

By keN keNNeDy, chaRLes koeLBeL, aND haNs zima 

the Rise and 
fall of high 
Performance 
fortran 

received by the community, generating 
a great deal of interest in the language 
and its implementation, but never suc-
ceeded in building a strong user base. 
We concentrate on the technical and 
social process of designing HPF, as 
well as the factors that contributed to 
its successes and its shortcomings. 

HPF was one of many efforts to 
develop parallel programming tech-
niques active since the late 1980s. 
Here, we do not treat these efforts com-
prehensively or review all work prior 
to HPF; more on these topics can be 
found in the conference version of this 
article15 and in the History of Program-
ming Languages conferences (http://
www.acm.org/sigplan/hopl). Rather, 
we provide background on the parallel 
computers and programming systems 
available when HPF was developed, 
then turn to the process of defining 
HPF, the features of the language itself, 
and its successes and failures. We con-
clude with a discussion of lessons to 
be learned by developers and users of 
other languages. 

Parallel computers and Languages 
The milieu in which HPF was created 
(see the figure here) guides much of 
our discussion, with rectangles repre-
senting classes of computers and at-
tached circles representing the most 
common programming languages for 

PA r ALLeLiSm—the exeCUtion of multiple tasks at 
the same time—is fundamental in computer design. 
even very early computer systems employed low-
level parallelism (such as overlapping input-output 
with computing). Later designs moved parallelism to 
higher levels, including vector processors in the 1970s 
and shared-memory and distributed-memory parallel 
supercomputers in the 1980s. Software support for 
these machines never fully reached the standard of 
commercial software development, due mainly to the 
specialized market for high-performance computing 
and the difficulty related to users’ extreme focus on 
target-code performance. Here, we trace the history 
of High Performance Fortran (HPF), a high-level data-
parallel language standardized by a group of industry 
and academic leaders, 1991–1993. It was initially well

 key insights

����Programming high-performance parallel 
computing systems has been dominated 
by a low-level approach requiring 
explicit management of communication; 
hPf elevated parallel programming to 
a higher level of abstraction, enhancing 
portability, programmer productivity, 
and dependability. 

����many ideas pioneered by hPf (such 
as high-level data distribution directives 
and parallel loop constructs) have 
significantly influenced modern parallel 
languages, including chapel, X-10,  
and fortress. 

����hPf’s expressive power led to early 
success, but program performance 
could not always match that of  
mPi-based programs, resulting in failure 
to win over a broad user community. 

http://www.acm.org/sigplan/hopl
http://www.acm.org/sigplan/hopl
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each class. A line from a language L to 
an architecture A represents the com-
piler/runtime or transformation tech-
nology needed to implement L on A. 
For completeness, we include sequen-
tial computers and FORTRAN 77. 

The data-parallel computation 
model is characterized by the prop-
erty that sequences of operations or 
statements can be performed in par-
allel on each element of a collection of 
data. This model was in part motivat-
ed by the work on the NESL language.4 
Two common implementations were 
vector processors (featuring highly 
pipelined CPUs operating on vec-
tor registers) and single instruction 
multiple data (SIMD) computers (fea-
turing thousands of simple proces-
sors operating under a single control 
unit). Due to this fine-grain control, 
the most natural languages for these 
machines provided array arithmetic 
and array functions mirroring the 

vector and matrix operations in many 
scientific codes. 

Following years of development, vec-
torizing compilers were able to identify 
and exploit this level of parallelism in 
FORTRAN 77 programs. The key en-
abling techniques were dependence 
analysis, which identified conflicting 
operations on the same data that would 
prevent parallel execution, and com-
piler transformations, which reorga-
nized operations in loops to enhance 
the opportunities for vector operation. 
The result was that many users of vector 
machines continued programming in a 
sequential language. 

However, due to the need to iden-
tify and exploit much higher levels of 
parallelism, purely automatic paral-
lelization was not as successful on 
SIMD machines. Programmers on 
these architectures wrote in explicitly 
data-parallel languages (such as NESL 
and Connection Machine Fortran, or 

CMF22). Later, Fortran 901 represented 
an important step toward data-parallel 
languages by standardizing array oper-
ations, array assignments, and intrinsic 
data-parallel functions (such as reduc-
tions like SUM). HPF was later based on 
this programming model. 

Multiple instruction multiple data 
(MIMD) computers allowed more 
general and larger-grain parallel ex-
ecution by providing each processor 
its own instruction stream and the 
ability to operate asynchronously to 
all other processors. 

MIMD computers could be clas-
sified as either shared-memory or 
distributed-memory architectures. 
In shared-memory MIMD machines 
all processors were connected to a 
single shared main memory, making 
it simple to access common data and 
communicate results between proces-
sors. Languages for these machines 
featured a global view of data and mul-

Parallel computers, languages, and the search for portable programming (circa 1990). 
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tiple ways to create parallel activities 
(such as parallel loops in which itera-
tions could execute concurrently) and 
synchronization operations for enforc-
ing order between activities on differ-
ent processors. The Parallel Comput-
ing Forum promulgated a standard 
set of FORTRAN extensions for this 
programming model18 to allow easy 
programming while enabling access to 
the performance advantages of shared 
memory over other machines. 

However, two sets of problems arose 
with these architectures: First, the in-
ability to hide latency with conven-
tional processors at large scale and the 
hardware overhead of implementing 
cache coherence limiting their scalabil-
ity; and second, the possibility of data 
races, so if two parallel threads access 
the same memory location, with at least 
one of them writing to that location, 
then a lack of proper synchronization 
could lead to different results for differ-
ent parallel schedules. 

These problems led to develop-
ment of distributed-memory MIMD 
machines in which processors were 
interconnected via networks, with 
each processor having its own local 
memory. This organization allowed the 
machines to scale to around 1,000 pro-
cessors by the early 1990s. The price 
of this architectural simplicity was 
software complexity; when two pro-
cessors would have to share data, they 
would have to exchange messages, an 
expensive operation. Reducing this 
cost relied on correctly placing the 
data to minimize the required com-
munication, and placing the message-
passing calls in the most appropri-
ate program locations. By the time 
the HPF effort had begun in the early 
1990s, message-passing libraries (such 
as PVM and PARMACS) were already 
being used for programming MIMD 
systems in connection with standard 
sequential languages. A standardiza-
tion activity for message passing began 
soon thereafter, patterned after and 
in close connection with the HPF ef-
fort.11 The resulting Message Passing 
Interface (MPI)20 library provided ef-
ficient explicit control of locality and 
communication. Despite the greater 
complexity of this programming para-
digm, it quickly became popular due to 
its ability to exploit the performance of 
distributed-memory computers. 

The HPF goal was a common pro-
gramming model that could execute 
efficiently on all classes of parallel 
machines. Developers had to answer 
whether the advantages of shared 
memory, even a single thread of con-
trol, can be simulated on a distributed-
memory machine; also how parallelism 
can be made to scale to hundreds or 
thousands of processors. Such issues 
were addressed through data-parallel 
languages in which the large data struc-
tures of applications are part of a global 
name space that can be laid out across 
the memories of a distributed-memory 
machine, or a “data distribution.” The 
data elements mapped to the local 
memory of a processor in this way are 
said to be “owned” by the processor. 
Program execution is modeled by a 
single thread of control, but the com-
ponents of distributed data structures 
can be operated on in parallel. The data 
distribution controls how work is to be 
allocated among the processors. Com-
pilation techniques (such as those dis-
cussed later) allowed MIMD architec-
tures to relax the lockstep semantics of 
the SIMD model to improve efficiency. 

The HPF design was based largely on 
experience with the language designs 
and implementations of the early data-
parallel languages. Here, we focus on 
the data-parallel approach embodied 
in HPF. To be sure, it was not univer-
sally embraced by either the compiler 
research community or the applica-
tion community. Other programming 
paradigms, including functional and 
dataflow languages, also had substan-
tial intellectual merit, passionate user 
communities, and/or both. 

hPf standardization Process 
At the Supercomputing conference in 
1991 in Albuquerque, NM, Ken Kenne-
dy of Rice University and Geoffrey Fox 
of Indiana University met with a num-
ber of commercial vendors to discuss 
the possibility of standardizing the da-
ta-parallel versions of Fortran. These 
vendors included Thinking Machines 
(then producing SIMD machines), In-
tel and IBM (then producing distrib-
uted-memory MIMD machines), and 
Digital Equipment Corp. (then inter-
ested in producing a cross-platform 
Fortran system for both SIMD and 
MIMD machines). 

Kennedy and Fox organized a birds-

the hPf goal 
was a common 
programming 
model that could 
execute efficiently 
on all classes of 
parallel machines. 
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of-a-feather session with academic and 
industrial representatives who agreed to 
explore a more formal process through 
a group that would come to be known as 
the High Performance Fortran Forum 
(HPFF), with Kennedy serving as chair 
and Charles Koelbel as executive direc-
tor. With support from the Center for 
Parallel Computation Research (CRPC) 
at Rice University, a meeting with nearly 
100 participants organized in Houston 
in January 1992 concluded with a busi-
ness session in which more than 20 
companies committed to a process for 
drafting the new standard. 

They agreed the process should pro-
duce a result in approximately one year. 
It turned out this tight schedule would 
affect the language, leading to adoption 
of the rule that HPF would include only 
features that had been demonstrated 
in at least one language and compiler, 
including research compilers. This lim-
ited some of the features that could be 
considered, particularly in the realm of 
advanced data distributions. 

The 30 to 40 active HPFF partici-
pants then met for two days every six 
weeks or so, mostly in a hotel in Dallas. 
Besides Kennedy and Koelbel, the par-
ticipants serving as editors of the stan-
dard document included Marina Chen, 
then at Yale, Bob Knighten, then at In-
tel, David Loveman, then at DEC, Rob 
Schreiber, then at NASA, Marc Snir, 
then at IBM, Guy Steele, then at Think-
ing Machines, Joel Williamson, then at 
Convex, and Mary Zosel, then at Law-
rence Livermore National Laboratory. 
Attendees represented five government 
labs, 12 universities, and 18 companies 
(vendors and users); they also hailed 
from at least five countries. HPFF was 
a consensus-building process, not a 
single-organization project. 

It dealt with numerous difficult tech-
nical and political issues, many due to 
the tension between the need for high-
level language functionality supporting 
a broad range of applications and the 
need to generate efficient target code. 
They were compounded by limited ex-
perience with the compilation of data-
parallel languages. The research com-
pilers were mostly academic prototypes 
that had been applied to few applica-
tions of any size. On the other hand, 
the industrial-strength language CMF 
was relatively new and lacked some 
advanced features of the research lan-

guages. Many decisions thus had to be 
made without a full understanding of 
their effect on compiler complexity. 

The result was a new language final-
ized in early 199312 and presented later 
that year at the Supercomputing con-
ference in Portland, OR. An additional 
set of HPFF meetings was held in 1994, 
aiming to address corrections and clar-
ifications of the existing standard and 
consider new features for the support 
of additional applications. Ken Ken-
nedy was again chair, while Mary Zo-
sel was now executive director. The at-
tendees were mostly the same as in the 
1992–1993 meetings, with notable ad-
ditions Ian Foster of Argonne National 
Laboratory and Joel Saltz, then at the 
University of Maryland, each leading 
new subgroups. The corrections were 
included in the HPF 1.1 standard, a 
slight revision of the 1993 document 
presented at the 1994 Supercomput-
ing conference in Washington, D.C. 
Some new features and clarifications 
discussed but not included in HPF 1.1 
were collected in the HPF Journal of De-
velopment and later served as a starting 
point for the HPF 2.0 standardization 
effort, 1995–1996. 

This effort would incorporate new 
features, most notably the ability to 
perform accumulations in the INDE-
PENDENT loop construct, advanced 
data distributions, and the ON clause, 
which provided control over compu-
tation mapping by identifying the 
processor to execute each iteration of 
a parallel loop. HPF 2.0 also defined 
“approved extensions” considered too 
complex to be required initially in all 
compilers. HPFF had intended that 
vendors would implement all “core 
language” features at first, then priori-
tize extensions based on customer de-
mand. Not surprisingly, the result was 
confusion, as the feature sets offered 
by different vendors diverged. 

hPf Language 
The goals established for HPF were fair-
ly straightforward: provide a high-level, 
portable programming model for scal-
able computer systems based (primari-
ly) on data-parallel operations in a (con-
ceptually) shared memory and produce 
code with performance comparable to 
the best hand-coded native language 
code on a given machine. To achieve 
them, HPF 1.0 defined a language with 

several novel characteristics. For sim-
plicity, we do not discuss the enhance-
ments in HPF 1.1 or HPF 2.0, though 
they were in much the same vein. 

First, the language was based on 
Fortran 90,1 with extensions defined as 
a set of directives in the form of struc-
tured comments. These directives 
could be interpreted by HPF compilers 
as advice concerning how to produce a 
parallel program. On a scalar machine, 
an HPF program could be executed 
without change simply by ignoring the 
directives, assuming the machine had 
sufficient memory. This device permit-
ted the HPF parallelism extensions to 
be separated cleanly from the underly-
ing Fortran 90 program; the same pro-
gram would work on both sequential 
and parallel systems. Sequential-to-
parallel portability is a huge advantage 
in debugging a code. 

The principal additions to the lan-
guage were a set of distribution direc-
tives. Sets of arrays could be aligned 
with one another, then distributed 
across the processors through built-in 
distributions. These directives could 
be used to assign the individual rows 
or columns of an array to processors 
in contiguous blocks or in round-robin 
fashion. This feature is illustrated by 
showing the application of directives to 
two simple Fortran arrays 

REAL A(1000,1000), B(1000,1000) 

Now suppose we want to split the first 
dimension (and with it, the computa-
tion over that dimension) across the 
processors of a parallel machine. More-
over, suppose because corresponding 
elements of A and B are often accessed 
together, they should always have the 
same distribution. Both effects can be 
accomplished through the directives 

!HPF$ DISTRIBUTE A(BLOCK,*) 
!HPF$ ALIGN B(I,J) WITH A(I,J) 

HPF also provides the CYCLIC dis-
tribution, in which elements are as-
signed to processors in round-robin 
fashion, and CYCLIC(K), in which 
blocks of K elements are assigned 
round-robin to processors. Generally 
speaking, BLOCK is the preferred dis-
tribution for computations with near-
est-neighbor elementwise communi-
cation, whereas the CYCLIC variants 
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allow finer load balancing of some 
computations. 

Data distribution of subroutine ar-
guments was particularly complex. 
Formal subroutine arguments could 
be associated with ALIGN and DIS-
TRIBUTE directives. If they fully speci-
fied a data distribution, then the corre-
sponding actual arguments would be 
redistributed when the call was made 
and redistributed back to their origi-
nal distribution on return. If the caller 
and callee distributions matched, it 
was expected that the compiler or run-
time system would forego the copy-
ing needed in the redistribution. HPF 
also defined a system of “inherited” 
distributions in which the distribu-
tion of the formal arguments would be 
identical to the actual arguments. This 
declaration required an explicit sub-
routine interface (such as a Fortran 90 
INTERFACE block). In this case, copy-
ing could be avoided, but code genera-
tion for the subroutine would have to 
handle all possible incoming distribu-
tions. The complexity was so great that 
to our knowledge no compiler fully 
implemented it. 

In addition to distribution direc-
tives, HPF provides directives to assist 
identification of parallelism, illustrat-
ed with a simple smoothing operation 
on the arrays described earlier 

DO J = 2, N
  DO I = 2, N
      A(I,J)=(A(I,J+1)+2*A(I,J)+A(I

,J-1))*0.25 &
&          + (B(I+1,J)+2*B(I,J)+B(I-

1,J))*0.25
  ENDDO
ENDDO 

Using Fortran 90 array notation pro-
duces this code 

DO J = 2, N 
   A(2:N,J) = & 
&    (A(2:N,J+1)+2*A(2:N,J)+A(I

,J-1))*0.25 & 
&    + (B(3:N+1,J)+2*B(2:N,J)+B(1:N-

1,J))*0.25 
ENDDO 

HPF also provided a FORALL state-
ment, taken from CMF, as an alter-
native means of expressing array as-
signment. The inner DO loop in our 
relaxation example could be written as 

high-level notation for specifying data 
distribution, thus relegating the task of 
explicit generation of communication 
to the compiler and runtime system. 
Fortran D and Vienna Fortran initially 
adopted the owner-computes rule for 
compilation to distributed-memory 
MIMD machines. Accordingly, the 
compiler generates code for each state-
ment in such a way that all computa-
tions are performed on the processors 
owning the computation output. Later, 
this strategy was modified to perform 
computations on any processors that 
would minimize communication. The 
rule is complemented by a general ex-
ecution model in which each processor 
scheduled to perform a computation 
performs the following three steps: 
generate messages to send data it owns 
to all other processors that need them; 
await arrival of messages from other 
processors containing required nonlo-
cal data; and complete the computa-
tion using its local data and non-local 
data communicated from other pro-
cessors. The point-to-point messages 
generated through this paradigm are 
all the synchronization required for a 
distributed-memory MIMD implemen-
tation. This idea was so successful that, 
when Thinking Machines introduced 
its MIMD CM-5 computer in 1993, it 
retained the data-parallel CM Fortran 
language. Similar techniques could 
generate the synchronization needed 
for shared-memory MIMD computers. 

Here, we outline the major phases 
in an HPF compiler that performs a 
source-to-source transformation:3,14 

Following the compiler front end, 
the data-distribution phase analyzes 
HPF mapping directives to determine 
ownership of all data objects. Reaching 
distribution analysis serves to associate 
all occurrences of arrays with distribu-
tion information, including dummy 
arrays. If ownership cannot be resolved 
statically, code is generated to deter-
mine this information at runtime. 

The work-distribution phase gener-
ates an explicitly parallel single-pro-
gram-multiple-data (SPMD) program 
by determining the distribution of 
work and inserting communication. 
In it, the owner-computes paradigm 
is enforced, and for potential nonlocal 
accesses, communication primitives 
are inserted that transfer nonlocal 
data into private variables. 

FORALL ( I=2:N ) & 
&   A(I,J)=(A(I,J+1)+2*A(I,J)+ 

A(I,J-1))*0.25 & 
&        + (B(I+1,J)+2*B(I,J)+B(I-

1,J))*0.25 

The explicit indexing allowed FORALL 
to conveniently express a wider range 
of array shapes and computations than 
the standard array assignment. 

HPF included the ability to specify 
that the iterations of a loop should be 
executed in parallel using the INDE-
PENDENT directive. While in this inner 
loop the compiler could easily derive 
this property, and subscripted sub-
scripts would in general require run-
time analysis without the explicit as-
sertion provided by the INDEPENDENT 
directive. The programmer often has 
application-specific knowledge that 
would allow such loops to be executed 
in parallel, like this

DO J = 2, N 
!HPF$ INDEPENDENT 
  DO I = 2, N 
   A(INDX(I),INDY(J))= ... 
  ENDDO 
ENDDO 

HPF was also one of the first lan-
guage specifications to include an as-
sociated library, the HPF Library, as a 
part of its definition, adding power to 
the language by providing parallel op-
erations on global arrays (such as sum 
reduction, gather/scatter, and partial 
prefix operations). 

Finally, HPF included features de-
signed to improve compatibility and 
facilitate interoperation with other 
programming languages and models. 
In particular, the EXTRINSIC inter-
face made it possible to invoke subpro-
grams written in other languages (such 
as scalar Fortran and C). Of particular 
importance was the ability to call sub-
routines written in MPI in a way that 
made it possible to recode HPF subpro-
grams for more efficiency. 

hPf compilation technology 
The concepts underlying the HPF lan-
guage design and related compilation 
technology were pioneered by the ear-
ly data-parallel languages preceding 
HPF, particularly CMF,22 Fortran D,13 
and Vienna Fortran.6 The key approach 
common to them was adoption of a 
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A key goal of the optimization phase 
is reduction of communication over-
head via a range of techniques, includ-
ing execution of communication in 
parallel to computation, elimination 
of redundant communication, and ex-
ploitation of collective communication 
primitives whenever possible. Overlap 
analysis detects simple communica-
tion patterns (such as stencils), using 
this information to improve local data 
management, as well as the organiza-
tion of communication. Gupta et al.10 
presented a general framework for opti-
mizing communication in data-parallel 
programs. In the final code-generation 
phase, the optimized parallel program 
is transformed into a Fortran program 
with explicit message passing. 

The inspector-executor paradigm17 
is an important method for runtime 
optimization of parallel loops not ame-
nable to static analysis due to irregular 
array accesses (such as through sub-
scripted subscripts). 

experience with the Language 
The initial response to HPF can be char-
acterized as cautious enthusiasm. A 
large part of the high-performance user 
community was hopeful that the high-
level abstractions provided by the lan-
guage would make parallel programs 
portable and efficient without requir-
ing explicit control of message passing. 
On the other hand, vendors hoped HPF 
would expand the market for scalable 
parallel computing. Several major ven-
dors, including DEC, IBM, and Think-
ing Machines, initiated independent 
compiler efforts; others offered OEM 
versions of compilers produced by in-
dependent software companies (such 
as Applied Parallel Research and the 
Portland Group, Inc.). At its peak, 17 
vendors offered HPF products and 
more than 35 major applications were 
written in HPF, at least one with more 
than 100,000 lines of code. 

Much HPF experience was reported 
at meetings of the HPF Users Group in 
Santa Fe, NM (1997), Porto, Portugal 
(1998), and Tokyo (2000).16 The Tokyo 
meeting was notable for demonstrat-
ing the strong interest in HPF in Japan, 
later reemphasized by the Earth Simu-
lator19 featuring a high-functionality 
HPF implementation supporting the 
HPF/JA extensions. The IMPACT-3D 
fluid simulation for fusion science on 

the Earth Simulator achieved 40% of its 
peak speed and was awarded a Gordon 
Bell Prize at the Supercomputing con-
ference in 2002 in Baltimore. 

As the language was applied to a 
more diverse set of application pro-
grams it became clear that in many 
cases its expressive power allowed 
the formulation of scientific codes 
in a clearer, shorter, less error-prone 
way than was possible based on ex-
plicit message passing. HPF did best 
on simple, regular problems (such as 
dense linear algebra and partial differ-
ential equations on regular meshes). 
However, for some data-parallel appli-
cations it was difficult to achieve the 
all-important goal of high target-code 
performance. As a result, frustrated us-
ers, particularly in the U.S., switched to 
MPI. This migration significantly re-
duced demand for HPF, leading com-
piler vendors to reduce, even abandon, 
their development efforts. The end 
result was HPF never achieved a suffi-
cient level of acceptance among lead-
ing-edge users of high-performance 
parallel computing systems. 

Here, we explore the main reasons 
for this development:

Missing language features. To 
achieve high performance on a variety 
of applications and algorithms, a par-
allel programming model must sup-
port a range of different kinds of data 
distributions. The original HPF speci-
fication included three main classes of 
such distributions—BLOCK, CYCLIC, 
and CYCLIC(K)—motivated largely by 
the requirements of regular algorithms 
operating on dense matrices and well 
adapted to the needs of linear algebra. 
However, many relevant applications 
need more general distributions that 
deal efficiently with dynamic and ir-
regular data structures. Examples in-
clude multiblock and multigrid codes, 
finite element codes (such as crash 
simulations operating on dynamically 
changing unstructured grids), spectral 
codes (such as weather forecasting), 
and distributed sparse matrix codes. 
Algorithmic strategies in these codes 
were difficult or even impossible to ex-
press within HPF without sacrificing 
too much performance. Though this 
problem was addressed to a certain 
degree in HPF 2.0 through basic sup-
port for irregular data distributions, 
the damage was done. 

at its peak, 17 
vendors offered 
hPf products and 
more than 35 major 
applications were 
written in hPf,  
at least one with 
more than 100,000 
lines of code.
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Another language issue with HPF 
was limited support for task parallel-
ism. Users wanted more powerful strat-
egies beyond the parallel loop feature 
offered in HPF. This was corrected in 
HPF 2.0 but too late for a revival of HPF. 
Including features like the OpenMP set 
of directives could have helped. 

Immature compiler technology. HPF 
was defined on top of Fortran 90, the 
first major upgrade to the Fortran 
standard since 1977. Among the new 
features of Fortran 90 were explicit in-
terfaces requiring array descriptors, 
recursion, dynamic storage allocation, 
and pointer-based data structures. 
Building a Fortran 90 compiler meant 
a substantial implementation effort 
compared with FORTRAN 77—a huge 
obstacle on the way to HPF. 

Moreover, the features in HPF, in-
cluding the HPF library, demanded 
new compilation strategies that in 
1993 at the time of the release of HPF 
1.0 had been implemented only in re-
search compilers and the CM Fortran 
compiler. Proper compilation of HPF 
requires extensive global analysis of 
distributions, partitioning of compu-
tation, generation of communication, 
and optimizations (such as overlapping 
communication and computation). 

Finally, efficient implementation 
of HPF programs required special at-
tention to locality on individual pro-
cessors. Since many of the processors 
used in distributed-memory systems 
had complex cache hierarchies, ad-
vanced transformation strategies 
(such as loop tiling) were becoming 
essential to generate efficient code. At 
the time of the release of HPF 1.0, these 
techniques were beginning to be un-
derstood by compiler developers, but 
most commercial compilers had not 
yet incorporated them. As a result the 
first compilers were immature, pro-
viding disappointing performance on 
many codes. 

Barriers to portable performance. A 
key goal of HPF was enabling a single 
version of a parallel program to achieve 
a significant fraction of the possible 
performance on a variety of architec-
tures but was difficult to achieve for two 
main reasons: 

Different optimizations. Different 
vendors focused on different optimiza-
tions in their implementations, caus-
ing a single HPF application to deliver 

dramatically different performance on 
machines from different vendors. In 
turn, programmers were forced to re-
code their applications repeatedly to 
take advantage of the strengths (and 
avoid the weaknesses) of each vendor’s 
implementation, thwarting the original 
goal of portability. 

No reference implementation. Sec-
ond, the HPF Library could have been 
used to address some of the usability 
and performance problems described 
earlier, but there was no open-source 
reference implementation for the li-
brary, so each compiler project had to 
implement its own version. Due to the 
number and complexity of library com-
ponents, this was a significant burden. 
The end result was that the implemen-
tations were inconsistent and often ex-
hibited poor performance; users were 
again forced to code differently for dif-
ferent target machines. 

Difficulty of performance tuning. Ev-
ery HPF compiler we know of translated 
the HPF source to Fortran plus MPI. In 
this process, a large number of trans-
formations were carried out, making 
the relationship between the original 
source program and the corresponding 
target program less than obvious to the 
programmer, making it very difficult to 
identify and correct performance prob-
lems. Though research groups were 
eventually able to apply MPI-based per-
formance tools to identify bottlenecks 
in HPF programs, the tuning problem 
was still not addressed. That is, the user 
might well understand what was caus-
ing the performance problem but have 
no idea how to change the HPF source 
to address it. 

significant influence 
HPF also had significant influence on 
development of high-level parallel lan-
guages. In 2007, the CiteSeer database 
listed 827 citations for the language 
definition,12 making it the 21st most-
cited document in computer science at 
the time. In addition, more than 1,500 
publications in CiteSeer refer to “High 
Performance Fortran,” many including 
approaches to implementing or im-
proving the language, reflecting a great 
deal of intellectual activity within the 
academic community. 

Fortran and its variants. Fortran 95. 
While the meetings leading to HPF 1.1 
were under way, the X3J3 committee of 

the end result was 
hPf never achieved  
a sufficient level of 
acceptance among  
leading-edge users 
of high-performance 
parallel systems. 
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the American National Standards Insti-
tute (ANSI, http://ansi.org/) developed 
the Fortran 95 standard. When formal-
ly adopted in 1996, it included the HPF 
FORALL and PURE features nearly ver-
batim. The HPF contributions to For-
tran have been retained in all Fortran 
standards since then. 

HPF/JA. In 1999, the Japan Associa-
tion for High Performance Fortran, a 
consortium of Japanese companies, 
including Fujitsu, Hitachi, and NEC, 
released HPF/JA,19 with features found 
in previous programming languages 
on parallel-vector machines from Hi-
tachi and NEC. An important source 
contributing to HPF/JA was the HPF+ 
language2 implemented in a European 
project led by the Vienna group, with 
NEC as a project partner. HPF+, based 
on an analysis of advanced industrial 
codes, provided a REUSE clause for in-
dependent loops asserting reusability 
of the communication schedule com-
puted during the first iteration of the 
loop. In the same context, its HALO 
construct (renamed the REFLECT di-
rective in HPF/JA) allowed the func-
tional specification of non-local data 
accesses in processors and program-
mer control of the copying of such 
data to region boundaries. The LOCAL 
directive could be used to specify that 
communication was not needed for 
data access in some situations, a fact 
a compiler might be unable to recog-
nize. These and other features allowed 
for better control over locality in HPF/
JA programs. HPF/JA was later imple-
mented on the Earth Simulator.19 

OpenMP. OpenMP8 was proposed 
at the end of 1997 as an extension of 
Fortran, C, and C++, providing a set of 
directives that support a shared-mem-
ory programming interface, extending 
earlier work by the Parallel Computing 
Forum as part of the X3H5 standardiza-
tion committee18 and SGI directives for 
shared-memory programming. 

As in the Parallel Computing Forum 
directives, OpenMP provides a means 
to generate threads for the processors 
of a shared-memory machine and con-
trol access to shared data in an effi-
cient manner. However, OpenMP does 
not provide features to control local-
ity like HPF’s distribution directives. 
Attempts were made to address this 
shortcoming by integrating OpenMP 
with language features that allow lo-

X10 distinguishes two kinds of paral-
lel loops: the foreach loop, which is 
restricted to a single locality unit, and 
the ateach loop, which allows itera-
tion over multiple locality units. Again, 
the programmer must use the construct 
correctly to avoid data races. 

Parallel scripting languages. 
Though the Fortran and C communi-
ties were willing to tolerate the diffi-
culty of writing MPI code for scalable 
parallel machines, it seems unlikely 
that the large group of programmers 
of high-level scripting languages (such 
as Matlab, Python, and R) would be 
willing to do the same. Simplicity is 
part of the reason for the popularity of 
these languages. 

Nevertheless, there is substantial in-
terest in being able to write parallel code 
in the languages. As a result, a number 
of research and commercial projects 
have explored strategies for parallel 
programming, particularly in Matlab. 
Most replace the standard Matlab array 
representation with a global distributed 
array and provide replacements for all 
standard operators performing distrib-
uted operations on these arrays. Though 
it is in the spirit of HPF, the overhead of 
producing operation and communica-
tion libraries by hand limits the number 
of different distributions such systems 
are able to support. Many current imple-
mentations are therefore restricted to 
a variant of the general block distribu-
tions in HPF 2.0. 

The goal of these efforts is to provide 
the scripting-language community a 
simple way to obtain scalable paral-
lelism with minimal change to their 
programs. If they succeed, they will 
not only vindicate the HPF vision but 
dramatically increase the community 
of application developers for scalable 
parallel machines. 

Lessons Learned 
HPF aimed to introduce a high-level 
programming notation to enhance 
portability and programmer produc-
tivity while offering target code perfor-
mance meeting the expectations of a 
highly sophisticated user community. 
HPF did succeed in the first of these 
goals but failed to achieve performance 
competitive with MPI-based programs 
for many important applications. This 
shortfall became apparent, particularly 
after MPICH (http://www.mcs.anl.gov/

cality-aware programming. However, 
the current OpenMP standard does not 
reflect any of them. 

HPCS languages. Key HPF ideas are 
still finding their way into newer pro-
gramming languages, particularly in 
DARPA’s High Productivity Comput-
ing Systems (HPCS) program, which 
aims to ease the burden of program-
ming leading-edge systems based on 
innovative hardware and software ar-
chitectures. From HPCS came three 
new language proposals: Chapel,5 
Fortress,21 and X10.7 All are object-ori-
ented languages supporting a range of 
features for programmability, paral-
lelism, and safety, along with a global 
name space, explicit multithreading, 
and explicit mechanisms for dealing 
with data parallelism and locality. 
Each execution of a program is bound 
to a set of virtual locality units mapped 
by the operating system to physical en-
tities (such as computational nodes). 
This gives the programmer a way to 
distribute data collections across lo-
cality units, align different collections 
of data, and establish affinity between 
computational threads and the data 
on which they operate. This approach 
represents a generalization of key ele-
ments in HPF, while the data-parallel 
features in the languages address 
many of the shortcomings described 
earlier. In particular, they offer a wider 
range of constructs for expressing par-
allelism and synchronization and do 
not rely nearly as much on advanced 
compiler optimizations. 

The evolution of parallel loop con-
structs also illustrates the transition 
from HPF to HPCS languages. For ex-
ample, the HPF INDEPENDENT con-
struct asserts that the loop does not 
contain loop-carried dependences, thus 
excluding data races and allowing cor-
rect parallel execution. Chapel distin-
guishes between a sequential for loop 
and a parallel forall loop that iterates 
over the elements of an index domain 
without restriction on loop-carried de-
pendences. Thus, programmers are 
responsible for avoiding dependences 
that lead to data races. The Fortress for-
loop is parallel by default, and if a loop 
iterates over a distributed dimension of 
an array the iterations are grouped onto 
processors according to the distribu-
tions. A special “sequential” distribu-
tion can be used to serialize a for-loop. 

http://ansi.org/
http://www.mcs.anl.gov/research/projects/mpich2/
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research/projects/mpich2/), a portable, 
efficient reference implementation of 
MPI, became available. 

The dominant technical reasons for 
failing to achieve performance compet-
itive with MPI-based programs involved 
language design, compiler technology, 
and tool support. First, as discussed 
earlier, the data distributions pro-
vided by HPF could not adequately 
support large classes of important ap-
plications. No particular set of built-in 
distributions can satisfy all these re-
quirements; rather, what is needed is 
a general mechanism for generating 
programmer-defined distributions via 
an abstraction that can be seen in anal-
ogy to the control abstraction created 
by function definitions. Such a capabil-
ity could be used to extend a library of 
standard distributions, with distribu-
tion libraries that exploit the specific 
data structures and access patterns 
reflecting properties of an application 
domain or architecture. An approach 
along these lines was analyzed by Dia-
conescu and Zima9 in the context of 
Chapel language development. 

Second, compiler technology for 
generating high-performance target 
codes was not mature enough at the be-
ginning of the HPF effort. This relates 
to the absence of industrial-strength 
implementations of Fortran 90 at that 
time but also to not understanding 
how to generate efficient target code 
for many HPF language features. De-
spite considerable research addressing 
these features, there was also a signifi-
cant lack of practical experience. One 
important aspect of it was the HPF li-
brary, originally envisioned as a pillar 
of support for efficient HPF coding but 
never completely implemented. The re-
sult was the programmer could not rely 
on the HPF Library if efficiency was a 
concern, thus reducing the language’s 
overall usability. 

A third set of problems involved 
tools for performance tuning. Collabo-
ration between compiler and tool de-
velopers makes it possible to map per-
formance information back to the HPF 
source. However, a programmer had 
only limited ways to exercise fine-grain 
control over the code generated once 
the source of performance bottlenecks 
was identified, other than using the 
EXTRINSIC interface to drop into MPI. 
The HPF/JA extensions ameliorated 
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this problem by providing more control 
over locality. However, additional lan-
guage features were needed to override 
compiler actions if necessary. 

Finally, some general circumstances 
have also worked against HPF. First, the 
HPC market is fairly small; as a conse-
quence, it has always been difficult to 
obtain funding for the development 
of industrial-strength compilers and 
runtime systems. Second, Fortran use 
seems to be shrinking, so HPF may 
have suffered due to its being bound to 
Fortran. And third, developers of large-
scale applications make investments 
that are supposed to be useful for de-
cades; unlike MPI and its broad user 
and vendor support, long-term HPF vi-
ability were indeed less assured from 
the very beginning. 

conclusion 
HPF has succeeded over the past 20 
years in the sense it had a significant 
influence on language and compiler 
technology for parallel architectures. 
It included ideas and technologies that 
have become part of the next genera-
tion of high-performance computing 
languages. These include a global view 
of data and control, high-level specifi-
cation of data distributions, interop-
erability with other language models, 
and an extensive library of primitive 
operations for parallel computing. 
Many of the original implementation 
impediments were resolved as a result 
of advanced compiler and runtime 
technology developed since HPF in-
ception. Nevertheless, for both techni-
cal and nontechnical reasons, the lan-
guage failed to be adopted by a broad 
user community. Perhaps the time is 
right today for the high-performance 
community to again embrace new 
parallel-programming models, like the 
one supported by HPF. 
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Technology able to create devices the size  
of a human cell calls for new protocols.

By iaN f. akyiLDiz, JoseP miQueL JoRNet,  
aND massimiLiaNo PieRoBoN

Nanonetworks: 
a New frontier  
in communications

redesign the way in which compo-
nents and devices are created by tak-
ing into account the new properties 
of the nanoscale. Moreover, a whole 
new range of applications can be en-
abled by the development of devices 
able to benefit from these nanoscale 
phenomena from the very beginning. 
These are the tasks at the core of the 
nanotechnology.

The term nanotechnology was first 
defined in a work dated from 197415 
as follows: “Nanotechnology mainly 
consists of the processing of, separation, 
consolidation, and deformation of ma-
terials by one atom or by one molecule.” 
Later, in the 1980s, the basic concept 
of this definition was explored in 
much more depth by K. Eric Drexler,3 
who took Feynman’s vision about cre-
ating nano-devices by using tiny fac-
tories, and added the idea that they 
could replicate themselves via com-
puter control instead. For more than 
10 years, Drexler received numerous 
accusations of promoting science 
fiction. However, as the first simple 
structures on a molecular scale were 
obtained, the activities surrounding 
nanotechnology began to slowly in-
crease and this term became more 
socially accepted. It was in the early 
2000s when the major advancements 
in the field ramped up.

Among the different aims of nano-
technology, we focus on the develop-
ment of nanomachines, that is, inte-
grated functional devices consisting 

in 1959, the nobel laureate physicist Richard 
Feynman, in his famous speech entitled “There’s 
Plenty of Room at the Bottom,” described for the 
first time how the manipulation of individual 
atoms and molecules would give rise to more 
functional and powerful man-made devices. In 
his vision, he talked about having a billion tiny 
factories able to manufacture fully functional 
atomically precise nano-devices. During the same 
talk, he noted that several scaling issues would 
arise when reaching the nanoscale, which would 
require the engineering community to totally 
rethink the way in which nano-devices and nano-
components are conceived.

More than a half-century later, current 
technological trends, which are still mainly based 
on the miniaturization of existing manufacturing 
techniques, are facing these predicted limitations. 
Consequently, there is a need to rethink and 

 key insights

����Nanotechnology is providing a new set 
of tools to the engineering community to 
design and manufacture nanomachines; 
that is, basic functional nano-devices able 
to perform only very simple tasks.

����Nanonetworks—networks of 
nanomachines—will expand the 
capabilities of single nanomachines by 
providing them a way to cooperate and 
share information.

����it is still not clear how nanomachines 
will communicate. two main alternatives 
currently being considered are terahertz 
Band and molecular communications.
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of nanoscale components and which 
are able to perform simple tasks at the 
nano-level. Going one step ahead, we 
propose the interconnection of nano-
machines in a network or nanonetwork 
as the way to overcome the limitations 
of individual nano-devices.1,2 The po-
tential applications of the resulting 
nanonetworks are almost unlimited 
and can be classified in four main 
areas: Biomedical Applications (for ex-
ample, intrabody health monitoring 
and drug delivery systems, immune 
system support mechanisms, and ar-
tificial bio-hybrid implants);  Indus-
trial and Consumer Goods Applications 
(for example, development of intel-
ligent functionalized materials and 
fabrics, new manufacturing processes 
and distributed quality control proce-
dures, food and water quality control 
systems); Environmental Applications 
(biological and chemical nanosensor 
networks for pollution control, bio-
degradation assistance, and animal 
and biodiversity control); and Military 
Applications  (nuclear, biological and 
chemical defenses and nano-func-
tionalized equipment). 

Several communication paradigms 
can be used in nanonetworks depend-
ing on the technology used to manu-
facture the nanomachines and the tar-
geted application. In this article, we 
provide an overview of the two main 
alternatives for nanocommunication, 
that is, Electromagnetic Communica-
tions in the Terahertz Band and Mo-
lecular Communications. Our aim 
is to provide a better understanding 
of the current research issues in this 

truly interdisciplinary and emerging 
field, and to pave the way of future re-
search in nanonetworks. We also re-
view the state of the art in the design 
and manufacturing of nanomachines, 
discuss the different alternatives for 
communication in the nanoscale, and 
describe the research challenges in 
the design of protocols for nanonet-
works. While there is still a long way 
to go before a fully functional nano-
machine is realized, we believe hard-
ware-oriented research and commu-
nication-focused investigations will 
benefit from being conducted in par-
allel from an early stage.

manufacturing Nanomachines
Nanonetworks start at the intercon-
nection of several nanomachines. 
The capabilities and the applica-
tion range of these nanomachines 
strongly depend on the way in which 
they are manufactured. As shown in 
the accompanying figure, different 
approaches can be used for their de-
velopment, ranging from the use of 
man-made components to the reuse 
of biological entities found in nature. 
These approaches are classified into 
three main branches, namely, top-
down, bottom up and bio-hybrid.1 
In the top-down approach, nanoma-
chines are developed by means of 
downscaling current microelectronic 
and micro-electro-mechanical tech-
nologies without atomic level con-
trol. In the bottom-up approach, the 
design of nano-machines is realized 
from the (self) assembly of molecu-
lar components and synthesized 

nanomaterials. Alternatively, in a bio-
hybrid approach, existing biological 
components, such as Deoxyribonucle-
ic Acid or DNA strands, antibodies or 
molecular motors, are combined with 
man-made nano-structures to develop 
new nanomachines.

Man-made machines. Despite 
several technological and physical 
limitations, the evolution of classi-
cal lithography techniques and other 
non-standard manufacturing pro-
cedures have been used to fabricate 
components with at least one of their 
dimensions in a scale below 100nm.16 
A special emphasis should be given to 
the study of nanomaterials and new 
manufacturing processes, which are 
enabling a new direction for the de-
velopment of nano-components. As 
an example, field-effect transistors 
can be obtained through the use of 
graphene nanoribbons and carbon 
nanotubes, and these can be used as 
the building block for new comput-
ing machines.14 Other well-studied 
nano-components are nanomaterials-
based biological, chemical, and physi-
cal nanosensors and nanoactuators. 
The integration of several of these 
nano-components into a single func-
tional unit will result in a device with 
a total size in between 10−100 square 
micrometers,2 which is comparable 
to the size of an average human cell. 
However, the integration of these 
components into a single device is 
still one of the major challenges in the 
manufacturing of nanomachines.

Adopting components coming 
from nature. The nanoscale is the 
natural domain of molecules, pro-
teins, DNA, organelles and the major 
components of cells. Some of these 
nano-components can be used as 
building blocks for integrated nano-
devices. As an example, Adenosine 
TriPhosphate or ATP batteries emu-
lating the behavior of mitochondria, 
often described as “cellular power 
plants,” can be an alternative energy 
source for bio-nano-devices. In ad-
dition, information encoded in DNA 
can be used for molecular computing 
machines and molecular memories. 
Alternatively, DNA strands can also be 
used to build miniature circuit boards 
and to stimulate the self-assembly of 
components such as carbon nano-
tubes, nanowires, nanoribbons and 

approaches for the development of nanomachines.
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nanoparticles, by means of DNA scaf-
folding.9 While still being one step be-
hind nanomaterial-based component 
manufacturing, we believe that being 
able to directly reuse biological struc-
tures found in living organisms or to 
reengineer them will be especially 
useful in biomedical applications, as 
well as the enabling technology for 
bio-inspired communications.

enabling communication 
among Nanomachines
Nanocommunication is the exchange 
of information at the nanoscale and 
it is at the basis of any wired/wireless 
interconnection of nanomachines 
in a nanonetwork. The way in which 
the nanomachines can communicate 
depends strongly on the way they are 
realized. Moreover, the particular ap-
plication for which the nanonetworks 
will be deployed constrains the choice 
on the particular type of nanocom-
munication. For the time being, sev-
eral alternatives have been proposed. 
These range from downscaling well-
established communication means 
based on electromagnetic, optical, 
acoustic, or mechanical communica-
tion, up to defining completely new 
paradigms inspired by biology.

Downscaling existing communica-
tion paradigms. The tools provided 
by nanotechnology are enabling the 
extension of well-known communi-
cation techniques to the nanoscale. 
First of all, carbon nanotubes and 
graphene nanoribbons have been 
proposed for electromagnetic nano-
antennas.6 A graphene-based nano-
antenna is not just a mere reduction 
of a classical antenna, but there are 
several quantum phenomena that af-
fect the propagation of electromag-
netic waves on graphene. As a result, 
the resonant frequency of these nano-
structures can be up to two orders of 
magnitude below that of their non-
carbon-based counterparts. However, 
their radiation efficiency can also be 
impaired because of this phenome-
non. Second, carbon nanotubes have 
also been proposed as the basis of an 
electromechanical nano-transceiver 
or nano-radio,5 able to modulate and 
demodulate an electromagnetic wave 
by means of mechanical resonation. 
This technique has been experimen-
tally proved in reception, but would 

bon and Akyildiz,7 we analyzed the 
behavior of the molecular diffusion 
channel in terms of attenuation and 
delay. In the same paper, we provide 
mathematical models of the physical 
processes occurring at the molecu-
lar transmission, propagation and 
reception. The results of this work 
are in two different directions. First, 
they provide a numerical evaluation 
of the communication capabilities of 
the physical channel. Attenuation val-
ues of tens of dB for a transmission 
range up to 50 micrometers and a fre-
quency up to 400Hz (but hundreds of 
dB when the frequency approaches 
1kHz) have been obtained with a de-
lay of more than 100ms. Second, the 
results define reliable and simple 
models, which can be used off the 
shelf in the design of molecular com-
munication systems based on the free 
diffusion of molecules. We expanded 
our understanding of the molecular 
diffusion channel by analyzing the 
most relevant diffusion-based noise 
sources, whose origins are intrinsi-
cally different than for noise sources 
in EM communication.13 Theoretical 
limits on the information capacity of 
a diffusion-based molecular commu-
nication system are studied in Piero-
bon and Akyildiz.12 We show that the 
order of magnitude of the capacity for 
a molecular communication system 
is extremely higher than the capacity 
of classical communication systems. 
These results confirm the growing 
interest around molecular commu-
nication for nanonetworks shown by 
the research community in the last 
couple years. 

Alternatively, in Parcerisa and Aky-
ildiz,10 we proposed the use of phero-
mones for molecular communication 
in long-range nanonetworks, such as, 
for transmission distances approxi-
mately one meter. Pheromones are 
molecules of chemical compounds 
released by plants, insects, and other 
animals that trigger specific behaviors 
among the receptor members of the 
same species and whose propagation 
relies also on the molecular diffusion 
process. In the same paper, we pres-
ent other molecular communication 
techniques, such as neuron-based 
communication and capillaries flow 
circuits. The former refers to the pos-
sibility of building a communication 

require very high nanoscale power 
sources for active transmission.

Terahertz Band: Ultra-broadband 
communications in nanonetworks. 
Focusing on the use of graphene-
based nano-antennas and thinking 
of the expected maximum size of a 
nanomachine, the Terahertz Band 
(0.1THz−10THz) enters the game. In-
deed, we have recently shown that a 
one-micrometer-long graphene-based 
nano-antenna would expectedly reso-
nate in the aforementioned band.6 
This very high-frequency range, in be-
tween the microwaves and the far-in-
frared radiation, has recently caught 
the attention of the scientific com-
munity because of its applications in 
security screening and nanoscale im-
aging systems. In our case, we think 
of the Terahertz Band as a very large 
transmission window that can sup-
port very high transmission rates in 
the short range, that is, up to a few 
Terabits per second for distances be-
low one meter, or as several transmis-
sion windows more than 10 gigahertz-
wide each as we’ve recently shown.7 
For the time being, it is not clear how 
nanomachines with limited capabili-
ties can exploit the properties of this 
huge band, but several options come 
to mind. For example, we have recent-
ly proposed the use of very low energy 
femtosecond-long pulses as a simple 
but robust communication paradigm 
for nanomaterial-based nanoma-
chines.8 Moreover, having a very large 
available bandwidth introduces major 
changes in classical networking pro-
tocols, as we describe here.

Learning from biology: Molecular 
communication. Cells and many liv-
ing organisms exchange information 
by means of molecular communica-
tion, that is, they use molecules to en-
code, transmit and receive informa-
tion. Among others, one of the most 
widespread molecular communica-
tion mechanisms is based on the free 
diffusion of molecules in the space. 
For example, communication be-
tween neighboring cells in the human 
body is conducted by means of diffu-
sion of different types of molecules, 
which encode different types of mes-
sages. To date, research has been car-
ried out to study the propagation of 
molecular messages by means of free 
diffusion. Among others, in Piero-
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system directly inspired by the nerve 
fibers that transport muscle move-
ments, external sensorial stimuli, 
and neural communication signals 
to and from the brain. The latter are 
inspired by the capillaries, which are 
the smallest blood vessels inside the 
human body. Capillaries connect ar-
terioles and venules and their main 
function is to interchange chemicals 
and nutrients between the blood and 
the surrounding tissues. The feasibil-
ity and practicality of these systems 
still needs to be investigated, but they 
can serve as a starting point for future 
bio-inspired nanocommunication 
systems.

Last but not least, we proposed 
and studied in Gregori and Akyildiz4 
a molecule transport technique using 
two different types of carrier entities, 
namely, flagellated bacteria and cata-
lytic nanomotors. On the one hand, 
the flagellated bacteria are able to car-
ry DNA messages introduced inside 
their cytoplasm. When set free in the 
environment, the carrier bacteria are 
headed to the receiver, which is con-
tinuously releasing bacteria attrac-
tant particles. Upon contact with the 
receiver, the bacteria release the DNA 
message to the destination. On the 
other hand, the catalytic nanomotors 
are defined as particles that are able to 
propel themselves and small objects. 
Nanomotors can be loaded with DNA 
molecules and their propagation can 
be guided using preestablished mag-
netic paths from the emitter to the re-
ceiver. Nanomotors can also compose 
a raft and transport the DNA message 
through a chemotactic process. The 
propagation of information by means 
of guided bacteria or catalytic nano-
motors is relatively very slow (in the 
order of a few millimeters per hour), 
but the amount of information that 
can be transmitted in a single DNA 
strand makes the achievable informa-
tion rate relatively high (up to several 
kilobits per second). All these results 
require us to rethink well-established 
concepts in communication and net-
work theory.

Developing Nanonetworking 
Protocols
Nanonetworks are systems composed 
by interconnected nanomachines 
that communicate by following spe-

cific protocols. These protocols must 
address various issues not only com-
mon to conventional networks, but 
also arising from the peculiarities of 
the different nanocommunication 
options. For this, several features re-
quired in any communication net-
work, such as Medium Access Con-
trol (MAC) mechanisms, addressing 
schemes, or information routing tech-
niques, must be designed in light of 
the properties of the aforementioned 
nanocommunication paradigms 

Terahertz nanonetworks. The Tera-
hertz Band provides a very large trans-
mission bandwidth. On the one hand, 
this can be used to support very high-
speed communication among nano-
devices. On the other hand, a very 
large bandwidth enables new chan-
nel access techniques, which can ease 
the tasks of the MAC protocol. For ex-
ample, when using femtosecond-long 
pulses for communication among 
nano-devices,2 the chances of having 
a collision between different nanoma-
chines‘ transmissions are almost non-
existent. As a result, very simple MAC 
protocols can be used. For instance, 
nanomachines can just transmit 
whenever they have some information 
ready and then they just wait for an ac-
knowledgment. New ways to verify the 
integrity of the message that has been 
transmitted and to accordingly inform 
the transmitter will be necessary. In 
addition, in light of the capabilities of 
nanomachines, new coding schemes 
and error correction mechanisms will 
have to be developed. When it comes 
to addressing and routing, it will also 
be the capabilities of nanomachines 
what will determine what is possible 
and what is not. For example, it seems 
unfeasible to assign a unique ID to ev-
ery component of a nanonetwork. Al-
ternatively, by exploiting again the na-
ture of pulse-based communications, 
we think that nanomachines will have 
a notion of the distances among them, 
which can be used for addressing and 
routing purposes. At the same time, 
in our vision, we believe that in some 
applications it will not be necessary to 
uniquely identify every nanomachine, 
but it will be enough by just classify-
ing the nanomachines according to 
their internal status, for example, the 
sensing readings.

Molecular nanonetworks. Molecu-

While there is 
still a long way 
to go before a 
fully functional 
nanomachine is 
realized, we believe 
hardware-oriented 
research and 
communication-
focused 
investigations  
will benefit from 
being conducted  
in parallel from  
an early stage.
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lar nanonetworks require the devel-
opment of new networking protocols 
suited for the nature of this new para-
digm. In our vision, the study of the 
molecular network protocols will fol-
low a twofold approach: on the one 
hand, network structures and pro-
tocols will be directly inspired from 
the observation of communication 
and signaling processes from nature 
(biologically inspired molecular net-
works); on the other hand, classical 
networking paradigms will be adapted 
for their use with synthesized molecu-
lar nanonetworks. In both of the two 
cases, these protocols will have to take 
into account the delay in the propaga-
tion of molecular information, which 
is considerably high if compared to 
electromagnetic communications. 
The study of a MAC protocol should 
also take into account the effects of 
the interaction of multiple molecu-
lar transmitters in the same environ-
ment. The performance of the molec-
ular communication system in terms 
of attenuation and delay will likely 
vary due to the interactions physically 
occurring between molecules emit-
ted by different transmitters, such as 
collisions or electrical and chemical 
reactions. Therefore, a MAC protocol 
will be required to minimize the in-
terference between different emitters 
and to maximize the overall through-
put of the network. Moreover, rout-
ing and addressing aspects will be 
required to enable communication 
between multiple source and destina-
tion points. In our vision, any form of 
addressing will be likely embedded 
within the structure of the molecules 
that compose the information mes-
sage, such as their type or even electri-
cal charge. Molecular protocols will 
also be studied in relation to the par-
ticular adopted molecular commu-
nication technique. As an example, 
when pheromones are used as infor-
mation carriers, routing protocols will 
have to take into account the fact that 
their propagation in the air medium is 
highly dependent on the direction of 
the wind flow. Particular geographical 
routing algorithms could exploit the 
knowledge of the current and future 
direction of the wind to achieve a di-
rection-based addressing. Another ex-
ample is given by the flagellated bacte-
ria communication, where addressing 

can be achieved by engineering bac-
teria able to sense only some types of 
attractants which are released only by 
the targeted receivers.

conclusion
Nanonetworks will have a great im-
pact in almost every field of our so-
ciety ranging from health care to 
homeland security and environmen-
tal protection. In order to enable the 
communication among nanoma-
chines, it is necessary to rethink exist-
ing communication paradigms and 
to define new communication alter-
natives stemming from the nature of 
the nanoscale. While the hardware 
underlying nanonetworks is still be-
ing developed, the engineering of new 
computing and data storage architec-
tures for nanoscale devices, the defi-
nition of new information encoding 
and modulation for nanomachines 
using different nanocommunication 
paradigms, and the development of-
nanonetworking structures and pro-
tocols are necessary contributions ex-
pected from the ICT field. 
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the fo LLoW in G PAP er  combines two 
important themes in secure comput-
ing: assurance and information flow 
control. Assurance is evidence that a 
computer system is secure, that is, 
obeys its security specification, usu-
ally called a security policy. A system’s 
Trusted Computing Base (TCB) is all 
the parts that must work for the system 
to be secure. For high assurance, the 
TCB needs to be small and the policy 
simple. Flow control is one such policy; 
it specifies how information is allowed 
to move around in a system.

In the late 1960s the military began 
to worry about a “multilevel” computer 
system in which secrets leak from a 
user process handling classified data. 
It is impractical to require every appli-
cation program to come from a trusted 
source; databases, math libraries, and 
many other essential tools are too big 
and complicated to rebuild, or even 
to audit. So the secret process might 
contain a Trojan horse from the KGB, 
which leaks the secrets to Moscow via 
another, unclassified process. 

Flow control solves this problem by 
requiring that no action of a secret pro-
cess can affect the state of an unclassi-
fied one. Formally, it models the system 
as a state machine; the state is a set of 
variables (including process state such 
as the program counter), and every step 
sets some variables to functions of oth-
ers. So each step has the form

var1, … varn: = f1(args1), … , fn(argsn)

The only flows are from argsi to vari. 
Each variable v has a label L(v). La-

bels form a lattice, a partial order  in 
which any two elements have a least 
upper bound or max. The flow rule is 
that information can only flow from 
weaker (unclassified) labels to stronger 
(secret) ones, so each step must satisfy

maxv∈argsi L(v)  L(vari)

Typically a label is a set of atomic ele-
ments called categories, the ordering is 
set inclusion, and max is set union.

The flow rule is good because it 
composes: if each step obeys the rule, 
the whole computation does so. Hence 
the label on every data item is at least 
the max of the labels on everything that 
affected it; the rule is end to end. It is 
certainly simple, and assurance is just 
evidence that each step obeys it.

In the early 1980s research on flow 
led to the “Orange Book,” which de-
fines the security of a computer system 
by how well it implements flow control 
and how good its assurance is. The gov-
ernment said that it would require all 
multilevel systems to be secure in this 
sense, and several vendors developed 
them. Sadly, they all turned out to have 
rather large TCBs and to be slow, clumsy 
to use, and years behind less secure sys-
tems in functionality. The requirement 
was frequently waived, and it was finally 
abandoned. After this discouraging ex-
perience people lost interest in infor-
mation flow, especially since a personal 
computer is not usually multilevel. A 
networked computer is always multilev-
el, however, and today all computers are 
networked (though most adversaries 
are much weaker than the KGB).

Ten years ago Myers and Liskov2 
revived the field by pointing out that 
categories need not be predefined. 
Instead, any process can create a new 
category, which it owns. An owner can 
declassify a category, that is, remove 
it from a label. This is appealingly de-
centralized and Internet friendly, and 
makes it possible to isolate any pro-
gram by running it with a new category 
in its label and then declassifying the 
result; the flow rule ensures there are 
no other visible effects.

This paper describes HiStar, a sys-

tem that enforces decentralized infor-
mation flow directly. The variables are 
OS objects, files, threads, etc., rather 
than integers. Security depends on the 
simple flow control policy and a small 
TCB, a new 2,000 line kernel with six 
object types, each with just a few meth-
ods. This is much less than an existing 
code base retrofitted for strong secu-
rity. HiStar implements access control 
using control flow, the reverse of pre-
vious practice. Flows through shared 
resources, such as using up a resource 
or deleting an object, are tricky prob-
lems whose solutions add complexity. 
Containers enable sharing by holding 
hard links to objects. Unreachable ob-
jects are garbage collected, so there is 
no deletion. 

Unix applications run on a library 
OS1 that is not part of the TCB, using 
containers to represent directories, file 
descriptors, and other protected state. 
It’s surprising that such a minimal ker-
nel suffices, but similar results have 
recently been reported for Windows.3 
Isolation can clone a whole Unix; a 
container argument provides the envi-
ronment: the file system root, address 
space, resources, and so on. The clone 
can run most Unix programs, and it 
can’t affect anything outside of itself.

HiStar works well for tasks in which 
untrusted code reads sensitive data, 
such as setting up an SSL connection 
or running a virus scanner. It can iso-
late a lot of untrusted code using a little 
trusted code as a wrapper that decides 
how to declassify the results. The gen-
eral-purpose computing that failed in 
the 1980s has not been tried.

This is the latest step in the long 
and frustrating journey toward secure 
computing. It is a convincing solution 
for some serious practical problems. Of 
course the devil is in the details, which 
you can read about in the paper.  

References  
1. Kaashoek, F. et al. application performance and 

flexibility on exokernel systems. ACM Operating 
Systems Review 31, 5, (dec. 1997), 52–65.

2. myers, a. and liskov, b. Protecting privacy using the 
decentralized label model. Trans. Comput. Syst. 9, 4 
(oct. 2000), 410–442.

3. Porter, d. et al. rethinking the library os from the  
top down. ACM SIGPLAN Notices 46, 3 (mar. 2011), 
291–304. 

Butler Lampson (butler.lampson@microsoft.com) is a 
technical Fellow at microsoft research and is a Fellow 
of aCm.

© 2011 aCm 0001-0782/11/11 $10.00 

technical Perspective
making untrusted code useful 
By Butler Lampson

research�highlights�

Doi:10.1145/2018396.2018418

security depends on 
the simple flow control 
policy and a small tcB.

mailto:Butler.Lampson@microsoft.com


NoveMBeR 2011  |   vol.  54  |   No.  11  |   commuNicatioNs of the acm     93

Doi:10.1145/2018396.2018419

Making Information Flow  
Explicit in HiStar
By nickolai Zeldovich, Silas Boyd-Wickizer, eddie Kohler, and David Mazières

abstract
HiStar is a new operating system designed to minimize the 
amount of code that must be trusted. HiStar provides strict 
information flow control, which allows users to specify 
precise data security policies without unduly limiting the 
structure of applications. HiStar’s security features make it 
possible to implement a Unix-like environment with accept-
able performance almost entirely in an untrusted user-level 
library. The system has no notion of superuser and no fully 
trusted code other than the kernel. HiStar’s features permit 
several novel applications, including privacy-preserving, 
untrusted virus scanners and a dynamic Web server with 
only a few thousand lines of trusted code.

1. iNtRoDuctioN
Many serious security breaches stem from vulnerabili-
ties in application software. Despite an extensive body of 
research in preventing, detecting, and mitigating the effects 
of software bugs, the security of most systems ultimately 
depends on a large fraction of the code behaving correctly. 
Unfortunately, experience has shown that only a handful of 
programmers have the right mind-set to write secure code, 
and few applications have the luxury of being written by 
such programmers. As a result, we see a steady stream of 
high-profile security incidents.

How can we build secure systems when we cannot trust 
programmers to write secure code? One hope is to separate 
the security critical portions of an application from the 
untrusted bulk of its implementation; if security depends 
on only a small amount of code, this code can be verified 
or implemented by trustworthy parties regardless of the 
complexity of the application as a whole. Unfortunately, 
 traditional operating systems do not lend themselves to 
such a division: they make it too difficult to predict the full 
implications of every action by untrusted code.7 HiStar is a 
new operating system designed to overcome this limitation.

HiStar enforces security by controlling how information 
flows through the system. Hence, one can reason about 
which components of a system may affect which others 
and how, without having to understand those components 
themselves. Specifying policies in terms of information 
flow is often much easier than reasoning about the security 
implications of individual operations.

As an example, let us consider anti-virus software, which 
often has full access to all files on a user’s computer. There 
have been critical vulnerabilities discovered in virus scan-
ners from Norton,14 McAfee,10 and others15 that allow attack-
ers to take full control of the scanner. Such vulnerabilities 
can easily be exploited to, at the very least, steal private data 

from millions of users. To prevent such a disaster, we might 
switch to the simpler, open-source ClamAV virus scanner. 
However, it has suffered from security vulnerabilities in the 
past,21 and is over 40,000 lines of code—large enough that 
hand-auditing the system to eliminate vulnerabilities would 
be an expensive and lengthy process at best. Yet a virus scan-
ner must periodically be updated on short notice to counter 
new threats, in which case users would face the unfortunate 
choice of running either an outdated virus scanner or an 
unaudited one. A better solution would be for the operat-
ing system to enforce security without trusting ClamAV to 
keep the user’s data private, thereby minimizing potential 
 damage from ClamAV’s vulnerabilities.

Figure 1 illustrates ClamAV’s components. How can 
we protect a system should these components be compro-
mised? Among other things, we must ensure a compromised 
ClamAV cannot purloin private data from the files it scans, 
or corrupt those files. In doing so, we must also avoid impos-
ing restrictions that might interfere with ClamAV’s proper 
operation—for example, the scanner needs to spawn a wide 
variety of external helper programs to decode input files. 
Here are just a few ways in which, on Linux, a maliciously 
controlled scanner and update daemon can collude to copy 
private data to an attacker’s machine:

• The scanner can send the data directly to the destination 
host over a TCP connection.

 • The scanner can trick another program, such as a mail 
server running on the same machine, into transmitting 
the data.

 • The scanner can take over an existing process using 
debug mechanisms (e.g., ptrace on Unix), and send the 
data via that process.

 • The scanner can write the data to a file in /tmp. The 
update daemon can then read the file and leak the data 
by encoding it in the contents, ordering, or timing of 
subsequent network packets.

 • The scanner can use any number of less efficient and 
subtler techniques to impart the data to the update 
daemon—for example, use file locking to lock differ-
ent ranges of the database, bind particular TCP or 
UDP port numbers, modulate memory or disk usage 
in a detectable way, or change the title of the scanner 
process.

This work was originally presented at the 7th Symposium 
on Operating Systems Design and Implementation and 
the 5th Symposium on Networked Systems Design and 
Implementation.
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is to allow only the system administrator—root—access to 
this mechanism, but doing so both hampers the ability of 
other applications to use this mechanism and increases the 
amount of fully privileged code running as root.

HiStar addresses these challenges with three key ideas. 
First, instead of implementing a traditional Unix interface, the 
kernel provides a lower-level interface, consisting of six types 
of kernel objects and a small number of operations that make 
any information flows between objects explicit. This provides 
a correspondingly small number of places where the kernel 
must perform data flow checks. Second, the only protection 
mechanism provided by the kernel is an information flow con-
trol mechanism, which generalizes the intuition behind taint. 
All other forms of protection, including Unix user IDs, pro-
cess memory protection, and tainting itself, are implemented 
in terms of information flow control. This both reduces the 
amount of trusted kernel code and avoids any ambiguity about 
how the mechanisms will form a coherent policy. Finally, 
HiStar’s information flow control mechanism is egalitarian, 
meaning that it can be used by any process, not just by supe-
ruser, which further reduces the amount of fully trusted code.

Though we used the virus scanner as an example, many 
security problems can be couched in terms of information 
flow. For example, protecting users’ private profiles on a 
Web site often boils down to ensuring one person’s infor-
mation (Social Security number, credit card, etc.) cannot 
be sent to another user’s browser. Protecting against trojan 
horses means ensuring network payloads do not affect the 
contents of system files. Protecting passwords means ensur-
ing that whatever code verifies them can reveal only the sin-
gle bit signifying whether or not authentication succeeded. 
The rest of this paper describes how HiStar provides a new, 
Unix-like environment in which small amounts of code can 
secure much larger, untrusted applications by enforcing 
such policies.

2. DesiGN
The HiStar kernel is organized around six object types, 
shown in Figure 3: a segment (a variable-length byte array 
similar to a file), an address space (a mapping from virtual 
memory addresses to segment object names), a network 

Some of these attacks can be mitigated by running the 
 scanner with its own user ID in a chroot jail.7 However, doing 
so requires highly privileged, application-specific code to set 
up the chroot environment, and risks breaking the scanner 
or one of its helper programs due to missing files.7 Other 
attacks, such as those involving sockets or System V IPC, 
can be prevented only by modifying the kernel to restrict 
certain system calls. Unfortunately, devising an appropriate 
policy in terms of system call arguments is an error-prone 
task, which, if incorrectly done, risks leaking private data or 
 interfering with operation of a legitimate scanner.

A better way to specify the desired policy is in terms of 
where information should flow—namely, along the arrows in 
the figure. While Linux cannot enforce such a policy, HiStar 
can. Figure 2 shows our port of ClamAV to HiStar. There are 
two differences from Linux. First, we have labeled files with 
private user data as tainted. Tainting a file restricts the flow 
of its contents to any untainted component, including the 
network. The second difference from Linux is that we have 
launched the scanner from a new, 110-line program called 
wrap, which has untainting privileges. Wrap untaints the 
virus scanner’s result and reports back to the user. The scan-
ner cannot read tainted user files without first tainting itself. 
Once tainted, it can no longer convey information to the net-
work or update daemon. As long as wrap is correctly imple-
mented, ClamAV cannot leak the contents of the files it scans.

Although HiStar’s tainting mechanism appears simple 
at a high level, making it work in practice requires address-
ing a number of challenges. First, there are myriad ways 
in which data can leak out onto the network, as illustrated 
above with Linux. How would an operating system like 
HiStar know to check the taint of the data being leaked for 
each and every one of them? Second, a typical OS kernel 
already provides a wide range of protection mechanisms, 
including user IDs, process memory protection, chroot jails, 
and so on. How can we avoid further complicating the ker-
nel with yet another mechanism, or at very least, avoid unex-
pected interactions between the many disparate protection 
mechanisms? Finally, managing the tainting of files and 
the untainting privileges requires a separate mechanism, 
which can equally well be the target of attacks. One answer 
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figure 1. the clamaV virus scanner. circles represent processes, 
rectangles represent files and directories, and rounded rectangles 
represent devices. arrows represent the expected data flow for a 
well-behaved virus scanner.

figure 2. clamaV running in histar. Lightly shaded components  
are tainted, which prevents them from conveying any information 
to untainted (unshaded) components. the strongly shaded wrap 
has untainting privileges, allowing it to relay the scanner’s output  
to the terminal.
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device (which can send and receive packets), a thread (a set 
of CPU registers, along with the name of an address space 
object), a gate (an IPC mechanism), and a container (a 
 directory-like object in which all other objects reside).

Each object has a unique 64-bit object ID and a label that 
is used to control information flow to or from that object. All 
of the state accessible to user processes is stored in kernel 
objects (except for a few global variables, such as the counter 
used to allocate fresh object IDs). Thus, to read or write any 
data, processes must invoke the kernel (e.g., issue a system call 
or trigger a page fault to access a memory-mapped file). Upon 
receiving such a request, the kernel compares the labels of the 
currently executing thread and the objects being accessed to 
decide whether the operation should be permitted. While it is 
not possible to interpose on every read and write to memory-
mapped files, the kernel remembers all active memory map-
pings and invalidates them when it suspects access should no 
longer be allowed (e.g., when a thread's label changes).

2.1. Labels
Before discussing the kernel interface further, we first 
describe HiStar’s labels more precisely. HiStar associates a 
label with every kernel object. The purpose of a label is to 
provide a conservative estimate of what kind of data might 
be present in an object.

Generalizing the virus-scanner example shown in 
Figure 2, there may be multiple kinds of secret data in a sys-
tem, perhaps belonging to different users. HiStar uses the 
notion of secrecy categories to distinguish between different 
kinds of secret data (a category is just an opaque 64-bit iden-
tifier), and a label is simply a set of categories. For example, 
in Figure 2, lightly shaded components have one specific 
secrecy category in their label; processes and files not shown 
in the figure can be labeled with one or more other catego-
ries. Data can flow from object A to object B only if B’s label 
includes all of the secrecy categories in A’s label. This is sim-
ilar to the Bell-LaPadula model,1 and ensures that any data 
marked secret remains in objects marked secret.

Secrecy categories help control where secret data can 
end up, but it is also important to control where data comes 
from. For instance, the virus scanner may want to ensure 

its virus database has not been corrupted by another appli-
cation, and one user may want to prevent other users from 
overwriting his files. To address this problem, HiStar pro-
vides a second type of category—an integrity category. The 
type of a category is stored in the high bit of the category’s 
64-bit identifier, but in the rest of this paper we will use 
the notation cr to indicate a secrecy (read) category and cw 
to indicate an integrity (write) category. Object labels can 
include both secrecy and integrity categories, but the rules 
for integrity categories are the opposite of secrecy: data can 
flow from A to B only if A’s label includes all of the integrity 
categories in B’s label. This is analogous to the Biba integ-
rity model,2 and ensures that high-integrity files can be 
modified only by high-integrity sources.

Given these two types of categories, we can formalize 
when data can flow between two objects. For any two objects 
A and B, with labels LA and LB, data can flow from A to B if 
and only if every secrecy category in LA is present in LB, and 
every integrity category in LB is present in LA. This relation 
is checked frequently by HiStar, and we denote it by LA  LB 
(pronounced LA can flow to LB). Note that the  relation is 
transitive, meaning that one can understand if data can flow 
between two objects without having to consider all possible 
intermediate objects through which the data may flow.

While these rules ensure that secret data can propagate 
only to secret-labeled objects, a practical system requires 
occasionally extracting secret data from the system. For 
example, the wrap program shown in Figure 2 needs to send 
the output of the virus scanner to the user’s terminal. HiStar 
allows this using the notion of category ownership. Each 
thread T, in addition to having a label LT, owns a set of cat-
egories OT, and these categories are ignored when perform-
ing operations on behalf of T. For example, T can read object 
A if LA – OT  LT – OT, which we write as LA OT LT (pronounced 
LA can flow using privileges OT to LT).

In our virus scanner example, a user’s files could be labeled 
Lf = {ur, uw}, where ur and uw are categories owned by the user 
that protect the secrecy and integrity of that user’s data. The 
virus scanner runs with label Ls = {ur} and empty ownership set 
Os = ∅, which allows it to read the user’s files (Lf Os

 Ls), but not 
to modify them (Ls / Os Lf ) or export them (since the network is 
labeled ∅ and Ls /Os

 ∅). The wrap process has label Lw = ∅ and 
ownership set Ow = {ur}, which allows it to read data from the 
scanner (Ls Ow Lw) and write it to the user’s terminal (Lw Ow

 ∅). 
Typically, a process trusted by the user owns both ur and uw, giv-
ing it the privileges to read, write, and export that user’s data.

A key property of HiStar’s labels is that ownership of 
one category confers no privileges with respect to other cat-
egories. This means that, for any secrecy category cr, data 
labeled with cr will flow only to objects labeled with cr, unless 
a thread that owns cr intervenes, and vice versa for integrity. 
This makes it possible to provide end-to-end guarantees 
on how different components can affect each other, by just 
inspecting components that own the relevant categories. For 
example, in Figure 2, it suffices to examine wrap to under-
stand how shaded components can affect unshaded ones.

2.2. Labeling kernel state
HiStar’s kernel enforces information flow control by 

Address
SpaceSegment

(thread-local)

Segment
Network
Device

Hard link

Soft link

ThreadGate

Container

figure 3. kernel object types in histar. Soft links name objects by 
a particular 〈container iD, object iD〉 container entry. threads and 
gates are represented by rounded rectangles to indicate they are 
the only objects that have ownership privileges.
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associating a label with every piece of user-visible state in 
the system—such as the registers of a thread, the length of 
a segment, and even the label of an object itself—and using 
the  relation to decide if a given thread should be allowed 
to observe or modify that state. As long as every piece of ker-
nel state that can, directly or indirectly, influence execution 
of user code has a consistent label, then ’s transitivity guar-
antees security: if data from thread A can affect some piece of 
kernel state X, and data from X can flow to some other thread 
B, then we must have checked that LA  LX and LX  LB, which 
implies LA  LB, so it was safe for data to flow from A to B. The 
key to ensuring transitivity lies in associating a consistent 
label with each piece of kernel state regardless of how the user 
code tries to, directly or indirectly, learn its value or modify it.

The bulk of HiStar’s kernel state resides in kernel objects. 
For example, the simplest type of object is a segment, which 
contains a variable-length byte array. When thread T attempts 
to read segment S, either by issuing a system call or by trig-
gering a page fault, the kernel checks that LS OT LT. Likewise, 
when thread T attempts to write S, the kernel checks that 
LT OT  LS OT  LT . (The kernel ensures that data is allowed to 
flow from T to S and vice versa; our experience suggests it is 
difficult to write to an object without receiving some informa-
tion as to whether the write succeeded.) As another example, a 
network device object’s payload is (logically) all of the packets 
on the Ethernet network. To send or receive a packet, a thread 
must be able to write or read the network device, respectively, 
with rules identical to those for a segment.

Each object also contains the object’s ID, the label, and 
a 64-byte mutable, user-defined metadata buffer (used by 
user-level code to, for instance, track modification times). 
The metadata buffer can logically be thought of as part of 
the mutable object contents, and is subject to the same read 
and write rules as the object contents. On the other hand, 
the label of an object O, LO, presents a challenge: how should 
we label LO’s bytes? Suppose that we used LO as the label of 
the entire object O, including LO itself. If a thread tries to 
read O and is denied access, it learns something about the 
contents of LO, even though this flow was prohibited.

To solve this chicken-and-egg problem, HiStar logically 
associates O’s parent container’s label with the bytes com-
prising LO (as a special case, the root container is its own 
parent). Furthermore, because O might reside in multiple 
parent containers, HiStar requires that object labels be spec-
ified at creation and then immutable (except for threads, 
as we discuss later).

To deal with on-disk state, HiStar provides a single-level 
store: on bootup, the entire system (including threads) 
is restored from the most recent on-disk snapshot. This 
eliminates the need for trusted boot scripts to reinitialize 
processes that would not survive a reboot on traditional 
operating systems. It also achieves economy of mechanism 
by allowing the file system to be implemented with the same 
kernel abstractions as virtual memory, without any addi-
tional mechanisms for labeling on-disk state.

Finally, the kernel maintains a small amount of state out-
side of kernel objects, namely, the counter used to generate 
new object and category IDs. Newly allocated IDs must have 
two properties: first, they must be unique, and second, they 

must disclose almost no information about the state of the 
system, such as the number of previously allocated objects 
(almost because by definition, a new ID reveals the fact that this 
exact ID value was never allocated before). HiStar generates 
IDs by encrypting a counter with a block cipher. Since the block 
cipher is a pseudo-random one-way function, an attacker can-
not learn any information from the value of the ID itself, and 
since the block cipher is a permutation, the IDs are unique.

2.3. threads
Each thread T has a label LT and an ownership set OT, which 
can be changed through two mechanisms. First, a thread 
can allocate a fresh category by invoking the system call

• cat_t create_category (cat_type t),

which chooses a previously unused category, c, and adds c to OT. 
The type of the category (secrecy or integrity) is specified by t. At 
this point, T is the only thread that owns c, and since c was never 
used before, granting T ownership of c confers no other privi-
leges. In this sense, labels are egalitarian: no thread has any 
inherent privileges with respect to categories created by other 
threads. T can also drop categories from its ownership set.

T may change its own label through the system call

• int self_set_label (label_t L),

which sets LT ← L, as long as LT OT L. This can, for example, 
let T read a tainted object, or to untaint its label in categories 
it owns. HiStar also includes a clearance mechanism,18 which 
prevents a thread from arbitrarily raising its label to read all 
possible data, but its discussion is omitted here for clarity.

A thread T can allocate new objects with label L as long as 
LT OT  L. Threads and gates (which will be discussed shortly)
can be created with an ownership set O as long as O ⊆ OT.

2.4. containers
Because HiStar has no notion of superuser yet allows any 
software to create protection domains, nothing prevents a 
buggy thread from allocating resources in some new, unob-
servable, unmodifiable protection domain. To ensure that 
such resources can nonetheless be reclaimed, HiStar pro-
vides hierarchical control over object allocation and deallo-
cation through containers. Like Unix directories, containers 
hold hard links to objects. There is a specially designated root 
container, which can never be deallocated. Any other object is 
deallocated once there is no path to it from the root container. 
Figure 3 shows the possible links between  containers and 
other types of objects.

When allocating an object, a thread must specify the con-
tainer into which to place the object. For example, to create 
a container, thread T makes the system call

• id_t container_create (id_t C, label_t L).

Here C is the object ID of an existing container, into which the 
newly created container will be placed. L is the desired label 
for the new container. The system call succeeds only if T can 
write to C (i.e., LT OT LC OT LT) and allocate an object of label L 
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(i.e., LT OT L). Objects can be likewise unreferenced from con-
tainer C by any thread that can write to C. When an object has 
no more references, the kernel deallocates it. Unreferencing 
a container causes the kernel to recursively unreference the 
entire subtree of objects rooted at that container.

Containers also help HiStar address a possible covert 
channel through object reference counting. Any thread T can 
create a hard link to segment S in container C if it can write C 
(i.e., LT OT  LC OT LT). T can thus prolong S’s life even without 
permission to modify S; in our virus-scanner example from 
Figure 2, this might be the malicious scanner process sig-
naling secret information by prolonging or not prolonging 
the life of the database file. Another thread T′, such as the 
update process, could then remove any known links to S and 
observe whether it can still access S by its object ID, even if T 
was not allowed to communicate to T′.

To avoid this problem, most system calls name objects by 
〈container ID, object ID〉 pairs, called container entries. For 
T′ to use container entry 〈C, S〉, C must contain a link to S 
and T′ must be able to read C (i.e., LC OT′ LT′). In the virus-
scanner example, the untainted update process would not 
be able to use any container entry created by the tainted 
scanner. Container entries allow the kernel to check if a 
thread has permission to know if the object exists, in addi-
tion to any other label checks necessary to access the object.

2.5. address spaces
Every running thread has an associated address space object 
containing a list of VA → 〈S, offset, npages, flags〉 mappings. 
VA is a page-aligned virtual address. S = 〈C, O〉 is a container 
entry for a segment to be mapped at VA. offset and npages 
can specify a subset of S to be mapped, flags specifies read, 
write, and execute permission (and some convenience bits 
for user-level software).

Each address space A has a label LA, to which the usual label 
rules apply. Thread T can modify A only if LT OT LA OT LT, 
and can observe or use A only if LA OT LT. When launching 
a new thread, one must specify its address space and pro-
gram counter. The system call self_set_as allows threads to 
switch address spaces. When thread T takes a page fault, the 
kernel looks up the faulting address in T’s address space to 
find a segment S = 〈C, O〉 and flags. If flags allows the access 
mode, the kernel checks that T can read C and O (LC OT LT 
and LO OT LT). If flags includes writing, the kernel addition-
ally checks that T can modify O (LT OT LO). If no mapping is 
found or any check fails, the kernel calls up to a user-mode 
page-fault handler (which by default kills the process). If the 
page-fault handler cannot be invoked, the thread is halted.

2.6. Gates
Gates provide protected control transfer, allowing a thread 
to jump to a predefined program counter in another address 
space with additional privilege. A gate object G has an own-
ership set Og, a guard set Gg, and thread state, including the 
container entry of an address space, an initial program coun-
ter and stack pointer, and some closure arguments for the 
 initial function. The guard set controls what other threads can 
invoke this gate, by requiring the caller to own all categories 
in Gg. A thread T can allocate a gate G only if Og ⊆ Ot. A thread 

T ′ invoking G must specify a requested ownership set, Or, to 
acquire upon invocation; invocation is permitted when OT ⊆ Gg 
and Or ⊆ (Ot ∪ Og). Gate objects are largely immutable (and 
thus subject to the parent container’s label); the gate label Lg 
applies only to the gate object’s (rarely-used) metadata.

Gates are often used like an RPC service. Unlike  typical 
RPC, where the RPC server provides the resources to han-
dle the request, gates allow the client to donate initial 
resources—namely, the thread object which invokes the 
gate. Gates can also be used to transfer privilege. The use 
of gates is discussed further in Section 3.5.

3. uNiX LiBRaRy
Unix provides a general-purpose computing environment 
familiar to many people. In designing HiStar’s user-level 
infrastructure, our goal was to provide as similar an environ-
ment to Unix as possible except in areas where there were 
compelling reasons not to—for instance, user authentica-
tion, which we redesigned for better security. As a result, 
porting software to HiStar is relatively straightforward; code 
that does not interact with security aspects such as user 
management often requires no modification.

HiStar’s Unix environment is implemented in a library that 
emulates the Linux system call interface, comprising approxi-
mately 20,000 lines of code and providing abstractions like file 
descriptors, processes, fork and exec, file system, and signals. 
All of these abstractions are provided at user level, without 
any special privilege from the kernel. Thus, all information 
flow, such as obtaining the exit status of a child process, is 
made explicit in the Unix library. A vulnerability in the Unix 
library, such as a bug in the file system, compromises only 
threads that trigger the bug—an attacker can exercise only 
the privileges of the compromised thread, likely causing far 
less damage than a kernel vulnerability. An untrusted appli-
cation, such as a virus scanner, can be isolated together with 
its Unix library, allowing for control over Unix vulnerabilities.

Most GNU software runs on HiStar without any source 
code modifications, including bash, gcc, gdb, and X; the 
main exception is OpenSSH, which requires small changes 
for user authentication and login code. The rest of this 
 section discusses the design and implementation of our 
Unix emulation library.

3.1. file system
The HiStar file system uses segments and containers to imple-
ment files and directories, respectively. Each file  corresponds 
to a segment object; to access the file contents, the segment 
is mapped into the thread’s address space, and any reads or 
writes are translated into memory operations. The implemen-
tation coordinates with the user-mode page fault handler to 
return errors for invalid read or write requests. A file’s length 
is defined to be the segment’s length. Additional state, such 
as the modification time, is stored in the object’s metadata.

A directory is a container with a special directory segment 
mapping file names to object IDs. A mutex in the direc-
tory segment serializes operations; for example, atomic 
rename within a directory is implemented by obtaining 
the directory’s mutex lock, modifying the directory seg-
ment to reflect the new name, and releasing the lock. 
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Users that cannot write a directory cannot acquire the 
mutex, but they can still obtain a consistent view of direc-
tory segment entries by atomically reading a generation 
number and busy flag before and after reading each entry. 
The generation number is incremented by the library on 
each directory update.

Since file system objects correspond to HiStar kernel 
objects, permissions are specified in terms of labels, and 
are enforced by the kernel, not by the untrusted library 
file system code. For example, a file that should be acces-
sible by only one user would be labeled {ur, uw}, where 
only that user owns ur and uw. A world-readable file that 
can be modified by only that user would be labeled {uw}. 
Labels are similarly used for directories; read privilege 
on a directory allows listing the files in that directory and 
write privilege allows creating new files and renaming or 
deleting existing files.

3.2. Processes
A process in HiStar is a user-space convention. Figure 4 illus-
trates the kernel objects that make up a typical process. Each 
process P has two categories, pr and pw, that protect its secrecy 
and integrity, respectively. Threads in a process typically own 
{pr, pw}, granting them full access to the process. The process 
consists of two containers: a process container and an inter-
nal container. The process container exposes objects that 
define the external interface to the process, such as a gate to 
receive signals from other processes (described in detail in 
the OSDI paper18) and a segment to store the process’s exit 
status. The process container and exit  status segment are 
labeled {pw}, allowing other processes to read them, but 
not modify them (since other processes do not own this pro-
cess’s pw). The internal container, address space, and seg-
ment objects are labeled {pr, pw}, preventing direct access by 
other processes.

3.3. file descriptors
All of the state typically associated with a file descriptor, 
such as the current seek position and open flags, is stored 
in a file descriptor segment in HiStar. Every file descriptor 

number corresponds to a specific virtual memory address. 
When a file descriptor is open in a process, the correspond-
ing file descriptor segment is memory-mapped at the virtual 
address for that file descriptor number.

Typically each file descriptor segment has a label of 
{ fdr, fdw}, where categories fdr and fdw grant read and 
write access to the file descriptor state. Access to the file 
descriptor is granted by granting ownership of { fdr, fdw}. 
Multiple processes can share file descriptors by mapping 
the same descriptor segment into their respective address 
spaces. By convention, every process adds hard links for 
all of its file descriptor segments to its own container. As 
a result, a shared descriptor segment is de allocated only 
when it has been closed and unlinked from the container 
of each process.

3.4. users
A pair of unique categories ur and uw define the read and 
write privileges of each Unix user U in HiStar, including 
root. Typically, threads running on behalf of user U own 
{ur, uw}, and a user’s private files would have a label of 
{ur, uw}. One consequence of this design is that a single 
process can possess the privilege of multiple users, or per-
haps multiple user roles, something that is hard to imple-
ment in Unix. On the other hand, our prototype does not 
support access control lists. (One way to implement access 
control lists would be to allocate a pair of categories for 
each ACL and to create a gate that would invoke code to 
evaluate the ACL rules and selectively grant ownership of 
these categories.) The authentication service, which veri-
fies user passwords and grants user privileges, is described 
in more detail in Zeldovich et al.18

3.5. Gate calls
Gates provide a mechanism for implementing IPC. As an 
example, consider a phonebook service that allows look-
ing up people’s phone numbers by their name. Storing all 
names in a file may be undesirable, since users could eas-
ily obtain a list of all names. A HiStar process could provide 
this service by creating a service gate whose initial program 
counter corresponded to a function that looks up a name in 
a database that is accessible only to that process.

Gates in HiStar have no implicit return mechanism; 
the caller explicitly creates a return gate before invoking 
the service gate, which allows the calling thread to regain 
all of the privileges it had prior to calling the service. A 
return category rw is allocated to prevent arbitrary threads 
from invoking the return gate; the return gate’s guard set 
requires ownership of rw to invoke the gate, and the caller 
grants ownership of rw when invoking the service gate. 
Figure 5  illustrates a gate call from process P to daemon D.

While this design prevents a user from enumerating 
the daemon’s private database, it does not ensure privacy 
of users’ queries. If users do not trust the daemon to keep 
their queries private, they can enforce the privacy of their 
queries, as follows. The calling thread allocates a new 
secrecy category xr and invokes the service gate in step 
2 with a label of {xr} (instead of ∅). This thread can now 
read D’s address space and any of D’s segments, by virtue 

figure 4. structure of a histar process. a process container is 
represented by a thick border. Not shown are some label components 
that, e.g., ensure other users cannot read the exit status of this 
process. Bold and dashed lines represent hard and soft links.
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of owning dr, but not modify them, since that would vio-
late information flow constraints in category xr. To con-
tinue executing, the thread makes a writable copy of the 
address space and its segments, labeled {dr, dw, xr}. This 
effectively forks D to create a tainted clone. The thread 
can now read the database and return data to the caller, 
but cannot divulge any data to anyone that does not own 
xr. Two considerations arise in this case. First, the tainted 
copy must be stored in some container. Since the thread 
is labeled xr, the kernel does not allow it to store objects 
in D’s container (otherwise, the thread could leak infor-
mation about the caller’s private data to D) . Thus, before 
invoking the gate, the caller creates a container labeled 
xr that can be used after invoking the gate. Second, when 
the thread returns to P’s address space through the 
return gate, its label still contains xr. To remove xr from 
the thread’s label, P must have added xr to the return 
gate’s ownership label prior to invoking D.

Forking on tainted gate invocation is not appropriate for 
every service. Stateless services, such as a database lookup, 
are usually well-suited to forking, whereas services with 
mutable shared state may want to avoid forking by refusing 
tainted gate calls.

4. histaR WeB seRVeR
To illustrate how HiStar’s protection mechanisms can be 
used by a real application, this section describes the HiStar 

SSL Web server. Figure 6 shows the server’s overall archi-
tecture. The Web server is built from mutually distrustful 
components to reduce the effects of a compromise of any 
single component. 

The TCP/IP stack in HiStar is implemented by a user-
space process called netd, which has access to the kernel 
network device.18 netd provides a traditional sockets inter-
face to applications. Incoming TCP connections from Web 
browsers are initially accepted by the launcher. For each con-
nection, the launcher spawns SSLd, to handle the SSL con-
nection with the user’s Web browser, and httpd, to process 
the user’s plaintext HTTP request. The launcher then relays 
data between SSLd and the TCP connection. SSLd, in turn, 
uses the RSAd daemon to establish an SSL session key with 
the user’s Web browser by generating an RSA signature 
using the SSL certificate private key kept by RSAd.

httpd receives the user’s decrypted HTTP request from 
SSLd and extracts the user’s password and the requested 
URL. It then authenticates the user by sending the user’s 
password to that user’s password checking agent from the 
HiStar authentication service.18 If the authentication suc-
ceeds, httpd receives ownership of the user’s secrecy and 
integrity categories, ur and uw, and executes the application 
code with the user’s privileges (e.g., generating a PDF docu-
ment). Application output is sent by httpd to the user’s Web 
browser via SSLd for encryption.

4.1. Web server security
The HiStar Web server architecture has no hierarchy of 
privileges and no fully trusted components; instead, most 
components are mutually distrustful, and the effects of a 
compromise are typically limited to one user, usually the 
attacker himself. Figure 7 summarizes the security proper-
ties of this Web server, including the complexity of different 
components and effects of compromise.

The largest components in the Web server, SSLd and 
the application code, are minimally trusted and cannot 
disclose one user’s private data to another user, even if 
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figure 5. objects involved in a gate call operation. thick borders 
represent process containers, bold lines represent hard links, and 
dashed lines represent soft links. rw is the return category; dr and dw 
are the process read and write categories for daemon D. three 
states of the same thread object Tp are shown: (1) just before calling 
the service gate, (2) after calling the service gate, and (3) after 
calling the return gate.

figure 6. architecture of the histar Web server. Rectangles 
represent processes. Rounded boxes represent devices and files. 

arrows indicate communication, including gate calls. Not shown are 
process read and write categories from figure 4.
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they are malicious. The application code is confined by the 
user’s secrecy category, ur, and it is httpd’s job to ensure 
that the application code is labeled with ur when httpd runs 
it. Although the application code owns the user’s integrity 
category, uw, this gives it the privilege to write only that 
one user’s files, and not to export them. Ownership of uw 
is necessary to allow the application code to read data not 
labeled with uw. If the application code were to be labeled 
with uw, it would be restricted to reading only data labeled 
uw, which would exclude executables, shared libraries, and 
configuration files.

SSLd is confined by sslr, a fresh secrecy category allocated 
by the launcher for each new connection. Both the launcher 
and httpd own sslr, allowing them to freely handle encrypted 
and decrypted SSl data, respectively. However, SSLd can 
communicate only with httpd and, via the launcher, with the 
user’s Web browser.

SSLd is not trusted to handle the SSL certificate private 
key. Instead, a separate and much smaller daemon, RSAd, 
has access to the private key and provides an interface to gen-
erate RSA signatures for SSL session key establishment. Not 
shown in Figure 7 is a category owned by SSLd that ensures 
no other process can invoke RSAd. Since SSLd is confined by 
sslr, the kernel ensures that SSLd cannot indirectly divulge 
any data to another process via its calls to RSAd, much as 
described in Section 3.5.

The HiStar authentication service used by httpd to 
authenticate users is described in detail in Zeldovich 
et al.,18 but briefly, no code executes with all users’ privi-
leges, and the supplied password cannot be leaked even if 
the password checker is malicious. Our Web server does 
not use SSL client certificates for authentication. Doing 
so would require either trusting all of SSLd to authenticate 
users, or moving the client certificate code into the authen-
tication agent. In comparison, the password checking 
agent is 320 lines of code.

One caveat of our prototype is its lack of SSL session 
 caching. Because a separate instance of SSLd is used for 
each client request, clients cannot reuse existing session 
keys when connecting multiple times, requiring public key 
cryptography to establish a new session key. This limitation 
can be addressed by adding an SSL session cache that runs 
in a separate persistent process and owns all sslr categories, 
at the cost of increasing the amount of trusted code.

5. ReLateD WoRk
HiStar was directly inspired by Asbestos,4 but differs in 

providing systemwide persistence and a lower-level ker-
nel interface that closes known covert storage channels. 
While Asbestos is a message-passing system, HiStar relies 
heavily on shared memory. The HiStar kernel provides 
gates, not IPC, with the important distinction that upon 
crossing a gate, a thread’s resources initially come from 
its previous domain. By contrast, Asbestos changes a pro-
cess’s label to track information flow when it receives IPCs, 
which is detectable by third parties and can leak informa-
tion. Asbestos optimizes comparisons between enormous 
labels, which so far we have not done in HiStar.

Flume8 showed how to provide information flow control 
on top of the Linux kernel, and introduced a cleaner label 
system (which HiStar and this paper have adopted). Flume 
also proposed endpoints to help programmers reason about 
labels on standard Unix abstractions; adopting endpoints 
in HiStar’s Unix library would similarly help HiStar pro-
grammers. DStar19 extended information flow control to 
decentralized systems and developed the HiStar Web server. 
Loki20 showed how hardware can partially enforce HiStar’s 
labels, to reduce the amount of fully trusted kernel code.

HiStar controls information flow with mandatory 
access control (MAC), a well-studied technique dating 
back decades.1 The ADEPT-50 dynamically adjusted labels 
(essentially taint tracking) using the High-Water-Mark 
security model back in the late 1960s9; the idea has often 
resurfaced, for instance in IX12 and LOMAC.5 HiStar and its 
predecessor Asbestos are novel in that they make opera-
tions such as category allocation and untainting available 
to application programmers, where previous OSes reserved 
this functionality for security administrators. Decentralized 
untainting allows novel uses of categories that we believe 
promote better application structure and support applica-
tions such as Web services, which were not targeted by pre-
vious MAC systems.

Like HiStar, capability-based KeyKOS3 and EROS17 use 
a small number of kernel object types and a single-level 
store. HiStar’s containers are reminiscent of hierarchi-
cal space banks in KeyKOS. However, while KeyKOS uses 
kernel-level capabilities to enforce labels at user level, 
HiStar bases all protection on kernel-level labels. The 
difference is significant because labels specify security 
properties while imposing less structure on applications; 
for example, an untrusted thread can dynamically alter 
its label to observe secret data, which has no analogue in 
a capability system.

The idea of using gates for protected control transfer 

figure 7. components of the histar Web server, their complexity measured in lines of c code (not including libraries such as libc), their label 
and ownership, and the worst-case results of the component being compromised. the netd tcP/iP stack is a modified Linux kernel; histar 
also supports the lwiP tcP/iP stack, consisting of 35,000 lines of code, which has lower performance.

Component Lines of Code Label Ownership Effects of Compromise
netd 350,000 ∅

∅

∅
∅

Equivalent to an active network attacker; subject to same kernel label checks as any other process
launcher 310 ∅ Obtain plaintext requests, including passwords, and subsequently corrupt user data
SSLd 340,000 Corrupt request or response, or send unencrypted data to same user’s browser
RSAd 4,600 Disclose the server’s SSL certificate private key
httpd 300 Full access to data in attacker’s account, but not to other users’ data
authentication 320 Full access to data of the user whose agent is compromised, but no password disclosure
application 680,000+ Send garbage (only to the same user’s browser), corrupt user data (for write requests)
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dates back to Multics.16 Unlike Multics rings, HiStar’s pro-
tection domains are not hierarchical. HiStar gates are more 
like doors in Spring.6

Decentralized untainting, while new in operating sys-
tems, was previously provided by programming languages, 
notably Jif.13 Jif can track information flow at the level of indi-
vidual variables and perform most label checks at compile 
time. However, Jif relies on the operating system for storage, 
trusted input files, administration, etc., which avoids many 
issues HiStar needs to address.

SELinux11 lets Linux support MAC; like most MAC 
 systems, policy is centrally specified by the administrator. In 
contrast, HiStar lets applications craft policies around their 
own categories. Retrofitting MAC to a large existing kernel 
such as Linux can be error-prone, especially given the some-
times ill-specified semantics of Linux system calls. HiStar’s 
disciplined, small kernel can potentially achieve much 
higher assurance at the cost of compatibility.

6. DiscussioN aND LimitatioNs
The current prototype of HiStar supports x86-64, i386, 
SPARC, and ARM computers. The fully trusted kernel, 
including device drivers for any given machine, is approxi-
mately 20,000 lines of code. We expect that drivers can even-
tually be moved to untrusted user-space processes with the 
help of IOMMU hardware. We have found performance to be 
reasonable for Unix applications.18

Users familiar with Unix will find that, though HiStar 
resembles Unix, it also lacks several useful features and 
changes the semantics of some operations. For example, 
HiStar does not keep file access times; although possible 
to implement for some cases, tracking time of last access 
is in many situations fundamentally at odds with informa-
tion flow control. Another difference is that chmod, chown, 
and chgrp revoke all open file descriptors and copy the file 
or directory. Because each file has one read and one write 
 category, group permissions require a file’s owner to be in 
the group. There is no file execute permission without read 
permission, and no setuid bit (though gates arguably  provide 
a better alternative to both).

While trusted components can control how secret data 
is revealed, it is difficult to reason about what secret data is 
revealed. For example, wrap can ensure the scanner’s out-
put is sent only to the user’s terminal, but it would be dif-
ficult to safely reveal even one bit of information from the 
scanner’s output to the public (e.g., are any of the user’s files 
infected?), since we must conservatively assume that the 
scanner’s  output may reveal any bit about the user’s data.

7. summaRy
HiStar is a new operating system that provides strict infor-
mation flow control without superuser privilege. Narrow 
interfaces allow for a small trusted kernel of less than 20,000 
lines, on which a Unix-like environment is implemented in 
untrusted user-level library code. A new container abstrac-
tion lets administrators manage and revoke resources 
for processes they cannot observe. Side-by-side with the 
Unix environment, the system supports a number of high- 
security, privilege-separated applications previously not 

possible in a traditional Unix system. HiStar is available at 
http://www.scs.stanford.edu/histar/.
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WhAt mAKeS An array of pixel intensities 
look like a realistic image? How can 
you invent a set of plausible-looking 
image values in order to remove noise 
or to fill in missing regions of an im-
age? These are problems the vision 
and image processing community has 
been struggling with for many years. 
Many different analytic approaches 
have been tried, but they seldom cap-
ture the richness and subtle details 
needed to produce realistic images.

To date, the best method to gener-
ate image data has been a surprisingly 
simple one: copy image values from 
somewhere else. This would seem to 
be too restrictive—how could one im-
age patch possibly be a close enough 
match to another one to be useful? But 
it turns out that small image regions 
are essentially reusable parts, appear-
ing, with small changes, many differ-
ent times within an image or a set of 
images. If the patch is small enough, 
very good estimates of unknown im-
age values can be found by extract-
ing pixels from a patch with similar 
neighboring image values. The com-
puter graphics community discovered 
this in the late 1990s and early 2000s, 
leading to an explosion of texture syn-
thesis papers based on such sample-
based methods.  

This paradigm for finding good im-
age values works not just for texture 
synthesis, but for many different image 
manipulations, too. The approach has 
been used for problems ranging from 
super-resolution to texture transfer, 
filling in, image editing, noise removal, 
and object detection. The source of im-
age patches can be other regions of the 
image being processed, or other im-
ages. Sample-based image priors are 
ubiquitous in modern image process-
ing and image synthesis.  

Unfortunately, this powerful ap-
proach for image processing has a se-
rious performance bottleneck: poten-

tially for each pixel to be processed, 
one must find the database patch that 
is closest to the image data surround-
ing that pixel. With a naive approach, 
and searching for matches within the 
same image, the search cost can be qua-
dratic in the number of image pixels.

Fortunately, it is seldom the case 
that the true nearest neighbor must 
be found; a patch that is very similar 
to the target patch is often all that’s 
needed. This allows for existing fast, 
approximate nearest neighbor meth-
ods from the discrete algorithms 
community to be used. But while 
these methods help quite a bit, they 
often don’t help enough, and we are 
still left with algorithms that may be 
too slow for interactive applications.

Which brings us to the break-
through contributions in the paper 
that follows. The authors have devel-
oped an efficient way to find approxi-
mate nearest neighbors for the case of 
patches within image data.   

Their advance resulted from two 
main insights. The first is the ob-
servation, also noted by others, that 
the best matches from two spatially 
neighboring positions are usually 
two spatially neighboring patches 
from the database region. This pres-

ents a fast method to guess a match-
ing patch, given the match to the spa-
tial neighbor, but such an approach 
can get stuck in solutions that are 
only locally optimal. The authors’ fix 
to that comes from their second in-
sight, delightfully counterintuitive: 
looking for a matching patch at ran-
dom positions in the database region 
eventually finds good matches. Their 
“patch match” algorithm combines 
these approaches—deterministic up-
date of a previous solution while al-
lowing improvements from random 
guesses—to give a fast, approximate 
nearest neighbor algorithm for image 
patches that avoids getting stuck in 
bad solutions.

The breakthrough of the algorithm 
is its processing speed, which, for the 
first time, allows interactive use of 
some remarkable image editing algo-
rithms that were previously restricted 
to slow, batch processing. The au-
thors applied their algorithm to many 
image processing tasks, showing a 
broad range of applications.

The paper opens up algorithmic 
and theoretical questions. The scaling 
behavior with patch size is not known, 
nor is the best trade-off known for 
many of the choices made by the au-
thors. But the work is having a large 
impact in the vision and graphics com-
munities, both for the algorithm itself, 
and as an example of a class of algo-
rithms to explore. It is unusual that 
commercial success follows so closely 
after an academic paper, but that hap-
pened in this case. The patch match 
algorithm is behind the release-de-
fining “content-aware fill” feature of 
Adobe Photoshop CS5. 
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The PatchMatch Randomized 
Matching Algorithm for Image 
Manipulation
By Connelly Barnes, Dan B Goldman, eli Shechtman, and Adam Finkelstein

abstract
This paper presents a new randomized algorithm for quickly 
finding approximate nearest neighbor matches between 
image patches. Our algorithm offers substantial perfor-
mance improvements over the previous state of the art 
(20–100×), enabling its use in new interactive image editing 
tools, computer vision, and video applications. Previously, 
the cost of computing such matches for an entire image had 
eluded efforts to provide interactive performance. The key 
insight driving our algorithm is that the elements of our 
search domain—patches of image pixels—are correlated, 
and thus the search strategy takes advantage of these sta-
tistics. Our algorithm uses two principles: first, that good 
patch matches can be found via random sampling, and 
second, that natural coherence in the imagery allows us to 
propagate such matches quickly to surrounding areas. Our 
simple algorithm allows finding a single nearest neighbor 
match across translations only, whereas our general algo-
rithm additionally allows matching of k-nearest neighbors, 
across all rotations and scales, and matching arbitrary 
descriptors. This one simple algorithm forms the basis for a 
variety of applications including image retargeting, comple-
tion, reshuffling, object detection, digital forgery detection, 
and video summarization.

1. iNtRoDuctioN
As digital and computational photography have matured, 
researchers have developed sophisticated methods for ana-
lyzing and editing digital photographs and video. Many of 
the most powerful of these methods are patch-based: they 
divide the image into many small, overlapping rectangles 
of fixed size (e.g., 7 × 7 squares, one defined around every 
pixel), called patches, and then manipulate or analyze the 
image based on its patches. For example, patch-based 
techniques can be used for image retargeting, in which an 
image is resized to a new aspect ratio—the computer auto-
matically produces a good likeness of the original image 
but with new dimensions. These techniques can also be 
used for image completion, in which a user simply erases an 
unwanted portion of an image, and the computer automati-
cally synthesizes replacement  pixels that plausibly match 
the rest of the image.

However, because these algorithms must search and 
manipulate millions of patches, performance in many cases 
had previously been far from interactive: operations such as 
image completion could previously take minutes.24

In this paper we describe an algorithm that accelerates 
many patch-based methods by at least an order of magni-
tude. This makes it possible to apply many powerful tech-
niques for image editing for the first time in an interactive 
interface, as shown in Figure 1. We also offer intuitive 
controls for our image editing interface. Further, our algo-
rithm is not limited to image editing, and can be applied 
to many techniques that use image patches. We report our 
experiences using our algorithm in object detection, digital 
forgery detection, and video summarization. Because our 
algorithm is a fairly general mathematical tool, we believe 
similar techniques could be used for other application 
domains in vision, graphics, or other fields where dense 
matchings are desired.

To understand our matching algorithm, we must 
consider the common components of patch-based algo-
rithms: The core element of nonparametric patch sam-
pling methods is a repeated search of all patches in one 
image region for the most similar patch in another image 
region. In other words, given images or regions A and B, 
find for every patch in A the nearest neighbor in B under a 
patch distance metric such as Lp. We call this mapping the 
Nearest Neighbor Field (NNF), illustrated schematically in 
the inset figure. Approaching this prob-
lem with a naïve brute force search is 
expensive—O(mM2) for image regions 
and patches of size M and m pixels, 
respectively. Even using acceleration 
methods such as approximate nearest 
neighbors15 and dimensionality reduc-
tion, this search step remains the bottle-
neck of nonparametric patch sampling 
methods, preventing them from attain-
ing interactive speeds. Furthermore, 
these tree-based acceleration structures 
use memory on the order of O(M) or 
higher with relatively large constants, 
limiting their application for high resolution imagery.

To design an efficient search algorithm we look at 
the statistics of natural images—photographs of real 
objects—and design a good search strategy by taking 

The original version of this paper is entitled “PatchMatch: 
A Randomized Correspondence Algorithm for Structural 
Image Editing” and was published in ACM Transactions 
of Graphics (Proc. SIGGRAPH), August 2009.
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advantage of these statistics. Specifically, we look at the 
correlation between adjacent patches, and find that they 
are highly correlated. For example, as shown in Figure 2, 
given an approximate match between patches with patch 
distance D, the locations of matches with patch distance 
less than D are not uniformly distributed throughout the 
image, but instead follow a peaked distribution. We can 
also ask in the ground truth nearest neighbor matches, 
for two patches that are horizontally or vertically adja-
cent, how far apart spatially are their matches? This is 
visualized as a histogram in Figure 3 which again shows a 
peaked distribution.

Such biased distributions allow us to devise an efficient 
iterative search strategy for natural images—PatchMatch—
that focuses computational effort on regions most likely to 
produce good matches. It converges for all images in the 
limit, but converges extremely quickly for natural images 
that follow its prior assumptions. We make several observa-
tions about the problem:

Dimensionality of offset space. First, although the 
dimensionality of the patch space is large (m dimensions), 
it is sparsely populated (O(M) patches). Many previous 
methods have accelerated the nearest neighbor search by 
attacking the dimensionality of the patch space using tree 
structures (e.g., kd-tree), and dimensionality reduction 
methods (e.g., PCA). In contrast, our algorithm searches in 
the 2-D space of possible patch offsets, achieving greater 
speed and memory efficiency.

natural structure of images. Second, the usual indepen-
dent search for each pixel ignores the natural structure in 
images. In patch-sampling synthesis algorithms, the output 

typically contains large contiguous chunks of data from the 
input (as observed by Ashikhmin1). Thus we can improve 
efficiency by performing searches for adjacent pixels in an 
interdependent manner.

the law of large numbers. Finally, whereas any one ran-
dom choice of patch assignment is very unlikely to be a good 
guess, some nontrivial fraction of a large field of random 
assignments will likely be good guesses. As this field grows 
larger, the chance that no patch will have a correct offset 
becomes vanishingly small.

Based on these three observations we offer a random-
ized algorithm for computing approximate NNFs using 
incremental updates (Section 3). The algorithm begins with 
an initial guess, which may be derived from prior informa-
tion or may simply be a random field. The iterative process 
consists of two phases alternated at each patch: propaga-
tion, in which coherence is used to disseminate good solu-
tions to adjacent pixels in the field; and random search, in 
which the current offset vector is perturbed by multiple 
scales of random offsets. Theoretical and empirical tests 
show the algorithm has good convergence properties for 
tested imagery up to 2 MP, and our CPU implementation 
shows speedups of 20–100 times versus kd-trees with PCA. 
Tree methods search in time O(cmmM), and incur the “curse 
of dimensionality:” cm is exponential in the patch dimen-
sion m [15]. In contrast, our algorithm takes time O(NmM), 
where N is the number of iterations (typically 5 when 
searching translations and 20 for rotations and scales). In 

(a) Original (b) Hole + constraints (c) Hole filled (d) Constraints (e) Constrained retarget (f) Reshuffle

figure 1. manipulating images using our interactive tools. Left to right: (a) the original image; (b) a hole is marked (magenta) and we use line 
constraints (red/green/blue) to improve the continuity of the roofline; (c) the hole is filled in; (d) user-supplied line constraints for retargeting; 
(e) retargeting using constraints eliminates two columns automatically; and (f) user translates the roof upward using reshuffling.

figure 2. Given an approximate match between patches with patch 
distance D, these 2D histograms show peaked distributions of 
the (x, y) coordinates where better matches are located. a better 
initial match with lower distance D causes more peaking. this is 
averaged over a dataset of more than 100 similar and dissimilar 
natural image pairs. Note the center pixel is black, but this is not 
visible at print resolution.

D = 50 D = 25 D = 10

0
0

2,000,000

4,000,000

6,000,000

8,000,000

10,000,000

12,000,000

14,000,000

5 10 15 20 25 30 35 40

figure 3. histogram showing a correlation between adjacent patches’ 
nearest neighbors. on the horizontal axis, we measure how far apart are 
nearest neighbors of adjacent patches, in euclidean 2D distance. on the 
vertical axis, we count the number of patches with a given distance. most 
patches have zero euclidean distance, indicating perfect coherence.
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addition, unlike kd-trees, our algorithm uses substantially 
less auxiliary memory.

2. ReLateD WoRk
Patch-based sampling methods have become a popular tool 
for image and video synthesis and analysis. Applications 
include texture synthesis, image and video completion, 
summarization and retargeting, image recomposition and 
editing, image stitching and collages, new view synthesis, 
morphing, noise removal, super-resolution and more. We will 
next review some of these applications and discuss the com-
mon search techniques that they use as well as their degree of 
interactivity.

nearest neighbor search methods. Correspondence 
searches can be classified as either local, where a search is 
performed in a limited spatial window, or global, where all 
possible displacements are considered. Correspondences 
can also be classified as sparse, determined only at a subset 
of key feature points, or dense, determined at every pixel or 
on a dense grid in the input. For efficiency, many algorithms 
only use local or sparse correspondences. Local search can 
only identify small displacements, so multiresolution refine-
ment is often used (e.g., in optical-flow3), but large motions 
of small objects can be missed. Sparse keypoint14 correspon-
dences are commonly used for alignment, 3D reconstruc-
tion, and object detection and recognition. These methods 
work best on textured scenes at high resolution, but are less 
effective in other cases.

Dense patch-based methods. Those methods that find 
both dense and global matches have often had high time 
cost in the matching stage. Moreover, whereas in texture 
synthesis the texture example is usually a small image, in 
other applications such as patch-based completion, retar-
geting and reshuffling, the input image is typically much 
larger, making the search problem even more critical. 
Various speedups for this search have been proposed, gen-
erally involving tree structures such as TSVQ23, kd-trees,10, 24 
and VP-trees,12 each of which supports both exact and 
approximate search (ANN). The FLANN method16 automati-
cally chooses which tree algorithm to use according to the 
data. In synthesis applications, approximate search is often 
used in conjunction with dimensionality reduction tech-
niques such as PCA,10 because ANN methods are much more 
time- and memory-efficient in low dimensions. Ashikhmin1 
proposed a local propagation technique exploiting local 
coherence in the synthesis process by limiting the search 
space for a patch to the source locations of its neighbors in 
the exemplar texture. The propagation step of our algorithm 
is inspired by the same coherence assumption. The k-coher-
ence technique21 combines the propagation idea with a pre-
computation stage in which the k nearest neighbors of each 
patch are cached, and later searches take advantage of these 
precomputed sets. Although this accelerates the search 
phase, k-coherence still requires a full nearest-neighbor 
search for all pixels in the input. It assumes that the initial 
offsets are close enough that only a small number of nearest 
neighbors need to be searched. This may be true for small 
pure texture inputs, but we found that for large complex 
images our random search phase is required to escape local 

minima. In this work we compare speed and memory usage 
of our algorithm against kd-trees with dimensionality reduc-
tion, and we show that it is at least an order of magnitude 
faster than the best competing combination (ANN + PCA) 
and uses significantly less memory. Our algorithm also 
provides more generality than kd-trees because it can be 
applied with arbitrary nonlinear distance metrics, allows 
searching over additional continuous domains such as rota-
tion and scale, and can be easily modified with constraints 
in the image space to preserve structures and enable local 
interactions. Locality sensitive hashing is an alternative to 
tree structures that can be used to search image patches,18 
but it also requires substantial additional memory and a 
precomputation step, unlike our algorithm.

matching across rotations and scales. When search 
across a large range of scales and rotations is required, a 
dense search was previously considered impractical due to 
the high dimensionality of the search space. The common 
way to deal with this case is via keypoint detectors.14 These 
detectors either find a local scale and orientation for each 
keypoint or do an affine normalization. These approaches 
are not always reliable due to image structure ambiguities 
and noise. Our generalized matching algorithm can operate 
on any common image descriptors (e.g., SIFT) and unlike 
many of the above tree structures, supports any distance 
function. Even while the algorithm naturally supports dense 
global matching, it may also be constrained to only accept 
matches in a local window if desired.

texture synthesis and completion. Efros and Leung9 
introduced a simple nonparametric texture synthesis 
method that outperformed many previous model based 
methods by sampling patches from a texture example and 
pasting them in the synthesized image. Further improve-
ments modify the search and sampling approaches for 
better structure preservation.1, 23 The greedy fill-in order 
of these algorithms sometimes introduces inconsisten-
cies when completing large holes with complex structures, 
but Wexler et al.24 formulated a related problem of image 
completion as a global optimization, thus obtaining more 
globally consistent synthesis of large missing regions. This 
iterative multiscale optimization algorithm repeatedly 
searches for nearest neighbor patches for all hole pixels in 
parallel. Although their original implementation was typi-
cally slow (a few minutes for images smaller than 1 mega-
pixel), our algorithm makes this technique applicable to 
much larger images at interactive rates. Patch optimization 
based approaches have now become common practice in 
texture synthesis.22

Control and interactivity. One advantage of patch sam-
pling schemes is that they offer a great deal of fine-scale 
control. For example, in texture synthesis, the method of 
Ashikhmin1 gives the user control over the process by ini-
tializing the output pixels with desired colors. The Image 
Analogies framework of Hertzmann et al.10 uses auxiliary 
images as “guiding layers,” enabling a variety of effects 
including super-resolution, texture transfer, artistic filters, 
and texture-by-numbers. In the field of image completion, 
impressive guided filling results were shown by annotating 
structures that cross both inside and outside the missing 
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region.20 Lines are filled first using belief propagation, and 
then texture synthesis is applied for the other regions, but 
the overall run-time is on the order of minutes for a 0.5 
megapixel image. Our system provides similar user annota-
tions, for lines and other region constraints, but treats all 
regions in a unified iterative process at interactive rates.

image retargeting. Many methods of image retarget-
ing have applied warping or cropping, using some metric 
of saliency to avoid deforming important image regions.25 
Seam carving2 uses a simple greedy approach to prioritize 
seams in an image that can safely be removed in retarget-
ing. Although seam carving is fast, it does not preserve 
structures well, and offers only limited control over the 
results. Simakov et al.19 proposed framing the problem of 
image and video retargeting as a maximization of bidirec-
tional similarity between small patches in the original and 
output images, and a similar objective function and opti-
mization algorithm was independently proposed by Wei 
et al.22 as a method to create texture summaries for faster 
synthesis. Unfortunately, the approach of Simakov et al. is 
extremely slow compared to seam carving. Our constrained 
retargeting and image reshuffling applications employ the 
same objective function and iterative algorithm as Simakov 
et al., using our new nearest-neighbor algorithm to obtain 
interactive speeds.

image “reshuffling” is the rearrangement of content in 
an image, according to user input, without precise mattes. 
Reshuffling was demonstrated simultaneously by Simakov 
et al.19 and Cho et al.,8 who used larger image patches and 
belief propagation in an MRF formulation. Reshuffling 
requires the minimization of a global error function, as 
objects may move significant distances, and greedy algo-
rithms will introduce large artifacts. In contrast to all pre-
vious work, our reshuffling method is fully interactive. As 
this task might be particularly hard and badly constrained, 
these algorithms do not always produce the expected result. 
Therefore interactivity is essential, as it allows the user to 
preserve some semantically important structures from 
being reshuffled, and to quickly choose the best result 
among alternatives.

object detection, digital forgeries, and collages. In addi-
tion to image editing, our algorithm can be applied to other 
problems in image analysis and video. For object detec-
tion, we take an approach similar to deformable template 
models.11 Unlike previous approaches, we do not need to 
restrict our matching to sparse interest points or detect 
principle scales or orientations. We can instead use our 
matching algorithm to match all patches across all scales 
and orientations. For digital forgery detection, Popescu 
and Farid17 previously demonstrated a method that can 
find regions of an image duplicated by a clone tool, by 
sorting image blocks after discarding JPEG compression 
artifacts. Our method works similarly. Our method is not 
robust to JPEG artifacts, but uses our more general match-
ing algorithm, so it could potentially be generalized to 
find different types of forgeries such as those produced by 
our automatic hole filling. Finally, images can be stitched 
into collages8, 19 using patch-based methods. We use this 
approach for our video summarization application.

3. matchiNG aLGoRithm
In this section we describe our core matching algorithm, 
which accelerates the problem of finding nearest neighbor 
patches by 20–100 x over previous work. Our algorithm is a 
randomized approximation algorithm: it does not always 
return the exact nearest neighbor, but returns a good 
approximate nearest neighbor quickly, and improves the 
estimate with each iteration.

For brevity’s sake, in this paper we present a simplified 
version of the algorithm that searches for only one near-
est neighbor per-patch, across only two translation dimen-
sions. There will be more discussion of extensions later.

3.1. high level motivation
The high level intuition behind our algorithm is shown 
in Figure 4. We have two images A and B with patches 
visualized as colored rectangles. We wish to find for each 
patch in A the most similar patch in B. We do this by tak-
ing advantage of spatial locality properties: when we have 
a good match, we can propagate it to adjacent points on 
the image, and if we have a reasonable match, we can try 
to improve it by randomly searching for better matches 
around the target position.

We define a NNF as a function f: A  R2 of nearest neigh-
bors, defined over all possible patch coordinates (locations 
of patch centers) in image A, for some distance function of 
two patches D. Given patch coordinate a in image A and its 
corresponding nearest neighbor b in image B, f (a) is sim-
ply b.a We refer to the values of f as nearest neighbors, and they 
are stored in an array whose dimensions are those of A.

As a reminder, our key insights are to search in the space 
of possible coordinate offsets, to search over adjacent 
patches cooperatively, and that even random coordinate 
assignments are likely to be a good guess for many patches 
over a large image.

The algorithm has three main components, illustrated 
in Figure 5. Initially, the NNF is filled with either uniform 
random assignments or some prior information. Next, an 
iterative update process is applied to the NNF, in which 
good patch nearest neighbors are propagated to adjacent 

a Our notation is in absolute coordinates, versus relative coordinates in 
Barnes et al.6

figure 4. illustration of the matching problem. for each patch in 
image A, we find the most similar patch in image B. sometimes 
patches that overlap have identical or coherent matches (shown 
in the yellow and green matches), and sometimes the matching 
coordinates are nearby (the red match).
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pixels, followed by random search in the neighborhood of 
the best nearest neighbor found so far. Sections 3.2 and 3.3 
describe these steps in more detail.

3.2. initialization
The NNF can be initialized either by assigning random val-
ues to the field, or by using prior information. When ini-
tializing with random values, we use independent uniform 
samples across the full range of image B. The image editing 
applications described in Section 4 repeat the search pro-
cess in a coarse-to-fine pyramid, interleaving search and 
reconstruction at each scale. So we have the option to use 
the previous solution—possibly upscaled from a coarser 
level of the pyramid—as an initial guess. However, if we 
use only this initial guess, the algorithm can sometimes get 
trapped in suboptimal local minima. To retain the quality 
of this prior but still preserve some ability to escape from 
such minima, we perform a few early iterations of the algo-
rithm using a random initialization, then merge with the 
initial guess only at patches where D is smaller, and then 
perform the remaining iterations. This gives a good trad-
eoff of retaining local minima found on previous iterations 
without getting stuck there.

3.3. iteration
After initialization, we iteratively improve the NNF. Each 
iteration of the algorithm proceeds as follows: nearest 
neighbors are examined in scan order (from left to right, 
top to bottom), and each undergoes propagation followed by 
random search. These operations are interleaved at the patch 
level: if Pj and Sj denote, respectively, propagation and ran-
dom search at patch j, then we proceed in the order: P1, S1, 
P2, S2,…, Pn, Sn.

Propagation. We attempt to improve f (x,y) using the 
known nearest neighbors of f (x − 1, y) and f (x, y − 1), assum-
ing that the patch coordinates are likely to be offset by the 
same relative translation one pixel to the right or down. For 
example, if there is a good mapping at (x − 1, y), we try to use 
the translation of that mapping one pixel to the right for our 

mapping at (x, y). Let z = (x, y). The new candidates for f (z) 
are f (z − Dp) + Dp, where Dp takes on the values of (1, 0) and 
(0, 1). Propagation takes a downhill step if either candidate 
provides a smaller patch distance D.

The effect is that if (x, y) has a correct mapping and 
is in a coherent region R, then all of R below and to the 
right of (x, y) will be filled with the correct mapping. 
Moreover, on even iterations we propagate information 
up and left by examining patches in reverse scan order, 
and using candidates below and to the right. If used in 
isolation, propagation converges very quickly, but ends 
up in a local minimum. So a second set of trials employs 
random search.

random search. A sequence of candidates is sampled 
from an exponential distribution, and the current nearest 
neighbor is improved if any of the candidates has smaller 
distance D. Let v0 be the current nearest neighbor f (z). 
We attempt to improve f (z) by testing a sequence of can-
didate mappings at an exponentially decreasing distance 
from v0:

 ui = v0 + wa i ri (1)

where ri is a uniform random in [−1, 1] × [−1, 1], w is a large 
maximum search “radius,” and a is a fixed ratio between 
search window sizes. We examine patches for i = 0, 1, 2,… 
until the current search radius wa i is below 1 pixel. In our 
applications w is the maximum image dimension, and 
a = 1/2, except where noted. Note the search window must 
be clamped to the bounds of B.

halting criteria. Although different criteria for halt-
ing may be used depending on the application, in practice 
we have found it works well to iterate a fixed number of 
times. All the results shown here were computed with 4–5 
iterations total, after which the NNF has almost always con-
verged. Convergence is illustrated in Figure 6.

efficiency. The efficiency of this naive approach can be 
improved in a few ways. In the propagation and random 
search phases, when attempting to improve an offset f(z) 
with a candidate offset u, early termination can be used if a 
partial sum for the patch distance exceeds the current best 
known patch distance. Also, in the propagation stage, when 
using square patches of side length p and an Lq norm, the 
change in distance can be computed incrementally in O(p) 
rather than O(p2) time, by noting redundant terms in the 
summation over the overlap region. However, this incurs 
additional memory overhead to store the current best dis-
tances D(f (x, y) ).

3.4. Discussion
Our algorithm converges quickly to a good approximate 
solution in a small number of iterations. We compared 
our convergence with competing methods such as kd-trees 
with PCA, vp-trees with PCA, and theoretically analyzed 
the convergence properties of our algorithm.6 We found 
that for equal matching error, and low numbers of itera-
tions, our algorithm is 20–100 x faster than the best com-
peting algorithm, kd-tree with PCA, and uses substantially 
less memory.

figure 5. Phases of the randomized nearest neighbor algorithm: 
(a) patches initially have random assignments; (b) the blue 
patch checks above/green and left/red neighbors to see if they 
will improve the blue mapping, propagating good matches; 
(c) the patch searches randomly for improvements in concentric 
neighborhoods.

(a) Initialization

A A A

B B B

(b) Propagation (c) Search
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Our algorithm bears some superficial similarity to Belief 
Propagation and Graph Cuts algorithms often used to 
solve Markov Random Fields on an image grid. However, 
unlike the MRF models, our algorithm does not have a 
neighborhood term that explicitly creates smooth or coher-
ent matches. Because our search algorithm finds coher-
ent regions in early iterations, our matches implicitly err 
towards coherence. Thus our approach is sufficient for 
many practical synthesis applications, while avoiding the 
computational expense of MRF approaches.

4. aPPLicatioNs
We have presented a fast algorithm for finding good 
matches between patches in arbitrary images. Based on our 
algorithm, we have developed an interactive interface for 
editing images, using sophisticated patch-based synthesis 
techniques. Our synthesis uses the framework of Simakov 
et al.,19 which was previously demonstrated on synthesis 
tasks such as image collages, reshuffling, retargeting, auto-
matic cropping, and the analogues of these in video. This 
method works by iteratively improving a current output 
image, starting at a coarse resolution and proceeding to 
finer resolutions, in each iteration repeatedly making sure 
all patches in the source image are present in the current 
result, and vice versa. Thus at the core of this method is our 
correspondence algorithm, which is used to query patches 
in both query directions. If instead we define a region of 
undesired content (a “hole”) to be removed from an image, 
the method of Simakov becomes very similar to the image 
completion algorithm of Wexler et al.24 Thus, undesired 
objects can be removed from photographs using the same 
synthesis framework. However, Simakov et al. reported sev-
eral minutes to generate output images. Because our object 
removal technique offers high quality results with low syn-
thesis time, it is suitable for commercial deployment, and 
has been implemented as the new Content-Aware Fill fea-
ture in Adobe Photoshop CS5.

For many of these applications, our interactive inter-
face allows the user to receive feedback in seconds. Many 
synthesis techniques are therefore interactive for the first 
time because of our algorithm. We also offer the user new 

interactive controls for guiding the output image with 
constraints.

We show a number of example user interactions in 
Figure 1. These include automatically replacing an unde-
sired image region, as well as retargeting the image to 
change aspect ratio (using constraints to prevent pillars 
from breaking), and reshuffling, or moving up the roof of 
the building. In Figure 7 we show removal of an undesired 
object. In Figure 8 we show how some of our constraints 
can prevent a building from bending or breaking during 
the retargeting process. Because our synthesis framework 
works by iteratively modifying the output image to the 
desired resolution, features tend to bend or break slowly, 
so constraints can be applied during the iterative process 
to prevent breaks. In Figure 9 we show a local scale tool 
that allows a region to be scaled while preserving texture. 
In Figure 10 we show how many of these tools can be com-
bined in a workflow of editing architecture.

We have also investigated additional applications such as 
object detection, label transfer, symmetry detection, denois-
ing, detecting digital forgeries,7 and video summarization.5 
We present some results for object detection, forgery detec-
tion, and video summarization here.

For many of these applications, more general variants 
of our matching algorithm are needed. We have developed 
a generalization of our matching algorithm7 that searches 
over all rotations and scales (useful for object detection), 
finds k nearest neighbors instead of a single nearest neigh-
bor b (useful for detecting digital forgeries), and matches 

(a) Originals (b) Random (c) 1
4 iter (d) 3

4 iter (e) 1 iter (f) 2 iters (g) 5 iters

figure 6. illustration of convergence. (a) the top image is reconstructed using only patches from the bottom image, (b) above: the reconstruction 
by patch “voting” (each patch looks up its nearest neighbor’s colors, and these are averaged for all overlapping patches), below: a random 
initial offset field, with magnitude visualized as saturation and angle visualized as hue, (c) 1/4 of the way through the first iteration, high-quality 
offsets have been propagated in the region above the current scan line (denoted with the horizontal bar). (d) 3/4 of the way through the first 
iteration, (e) first iteration complete, (f) two iterations, and (g) after five iterations, almost all patches have stopped changing.

(a) Input (b) Hole and guides (c) Completion result

figure 7. example of guided image completion. the bird is removed 
from input (a). the user marks the completion region and labels 
constraints on the search in (b), producing the output (c) in a few 
seconds.
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arbitrary descriptors, that is, vectors computed at each 
pixel (useful for matching features, e.g., SIFT features that 
are robust to camera and lighting changes). These gener-
alizations are simple and natural extensions of our origi-
nal algorithm.

In Figure 11 we show an example of object detection. 
The algorithm accepts a template image to be found within 
a large target image. The template is then located by break-
ing both images into small square patches, then running our 
matching algorithm across all rotations and scales, with a 
patch descriptor that compensates for changes in lighting. 
Then for each template object, the resulting NNF is used to 
estimate the pose, after rejecting outliers due to occlusions 
and poor matches.

We show a second application of detecting digital forgeries 
made by the “clone brush” in Figure 12. When a user forges 
an image in this way, he or she removes an object by manu-
ally replacing it with a different region of the same image. 
Therefore, in the forged image some patches are duplicated in 
large coherent regions. We detect these by using our match-
ing algorithm to find, for each patch, its k-nearest neighbors 
within the same image. Then we detect cloned regions by 
locating large regions in the NNF that are roughly coherent.

We finally present our video summarization system,5 shown 
in Figure 13. This system automatically selects and collages 

figure 8. constraints. the original image (a) is retargeted without 
constraints (b). constraints indicated by colored lines produce 
straight lines and the circle is scaled down to fit the limited space (c).

(a) Original (b) Retargeted (c) With constraints

(a) Building marked by user (b) Scaled up, preserving texture

figure 9. example using local scale tool. the user marks a source 
polygon (a), and then applies a nonuniform scale (b) to the polygon, 
while preserving texture.

figure 10. modifying architecture with reshuffling. the images 
contain many repetitions, so the algorithm can often produce 
plausible output even when subject to extreme constraints.

b Note that Liu and Freeman13 also investigated k-NN search based on our 
algorithm.

figure 11. Detecting objects. templates, left, are matched to the 
image, right. square patches are matched, searching over all 
rotations and scales.

video frames to produce a seamlessly zoomable visual time-
line. This timeline can be used as an alternative to the simple 
scrollbars typically used in video players. The user can select a 
desired scene to move to with the mouse. Or, to see more details 
from a given part of the film, the user can smoothly zoom in to 
expose more details from that part of the film. We produce our 
collages using patch-based synthesis, and because of the speed 
of our algorithm, we can produce timelines interactively.

5. futuRe WoRk
We believe our algorithm can be extended to different search 
domains such as 1D (e.g., audio) and 3D geometry, and allow 
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for other new applications such as synthesis of 3D geometry 
or stereo depth maps. For extensive detail on the matching 
algorithms, image statistics, applications, and directions 
for future work, consult Barnes.4

Our research has led us to an important conclusion 
about the design of image manipulation algorithms: by 
understanding the natural statistics of a problem domain, 
one can often customize a solution strategy around those 
statistics. In our case, by understanding the correlations 
between different nodes (pixels of an image), we designed 
the search strategy to take advantage of these statistics. We 
are excited about the potential of our techniques to acceler-
ate search in many different domains, as well as the future 
work it has opened up.
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figure 12. Detecting image regions forged using the clone brush: 
(a) the original, untampered image, (b) the forged image, and 
(c) the cloned regions detected by our algorithm. (imagery courtesy 
of Popescu and farid.17)

(a) Original (b) Forged (c) Detected forgery

figure 13. a multiscale tapestry represents an input video as 
a seamless and zoomable summary image that can be used to 
navigate through the video. this visualization eliminates hard 
borders between frames, providing spatial continuity and also 
continuous zooms to finer temporal resolutions. this figure depicts 
three discrete scale levels for the film Elephants Dream (courtesy of 
the Blender foundation). the lines between the scale levels indicate 
the corresponding domains between scales.
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CAREERS

american association for the 
advancement of science
AAAS Science & Technology Policy 
Fellowships
Apply your science to serve society!

Since 1973, more than 2,200 scientists and engi-
neers have contributed their analytical skills to 
policymaking in Washington, DC, while learning 
about the role of science in the federal government.

Career-enhancing opportunities are available 
in more than 30 Congressional offices and 15 fed-
eral agencies for science and engineering profes-
sionals at all career stages.

Application Deadline: December 5

Visit http: 
//fellowships.aaas.org for more details.

Applicants must be US citizens and hold a 
doctoral level degree (PhD, MD, DVM, etc.) in 
any scientific discipline, or a master’s degree in 
engineering with three years of post-degree expe-
rience.

Baylor university
Assistant, Associate or Full Professor of 
Computer Science

The Department of Computer Science seeks a 
productive scholar and dedicated teacher for a 
tenure-track position beginning August, 2012. 
The ideal candidate will hold a terminal degree in 
Computer Science or closely related field, demon-
strate scholarly capability and an established and 
active independent research agenda in one of sev-
eral core areas of interest, including, but not lim-
ited to, game design and development, software 
engineering, computational biology, machine 
learning or large-scale data mining. A successful 
candidate will also exhibit a passion for teaching 
and mentoring at the graduate and undergradu-
ate level. For position details and application in-
formation please visit: http://www.baylor.edu/hr/
index.php?id=81302

The Department: The Department offers a CS-
AB-accredited B.S. in Computer Science degree, a 
B.A. degree with a major in Computer Science, a 
B.S. in Informatics with a major in Bioinformat-
ics, and a M.S. degree in Computer Science. The 
Department has 13 full-time faculty members, 
over 250 undergraduate majors and approximate-
ly 30 master’s students. We are currently seeking 
approval to offer a dual Ph.D. degree in coopera-
tion with a well-established partner institution. 
Interested candidates may contact any faculty 
member to ask questions and/or visit the web site 
of the School of Engineering and Computer Sci-
ence at http://www.ecs.baylor.edu.

The University: Chartered in 1845 by the Re-
public of Texas, Baylor University is the oldest 
university in Texas and the world’s largest Baptist 

and mentoring at the graduate and undergradu-
ate level. For position details and application in-
formation please visit: http://www.ecs.baylor.edu.

The Department: The Department offers a CS-
AB-accredited B.S. in Computer Science degree, a 
B.A. degree with a major in Computer Science, a 
B.S. in Informatics with a major in Bioinformat-
ics, and a M.S. degree in Computer Science. We 
are currently seeking approval to offer a dual 
Ph.D. degree in cooperation with a well-estab-
lished European institution. The Department has 
15 full-time faculty, over 370 undergraduate ma-
jors and 30 master’s students. The Department’s 
greatest strength is the faculty’s dedication to the 
success of the students and each other. Interest-
ed candidates may contact any faculty member 
to ask questions and/or visit the web site of the 
School of Engineering and Computer Science at 
http://www.ecs.baylor.edu

The University: Baylor University, situated on 
a 500-acre campus next to the Brazos River. It an-
nually enrolls more than 14,000 students in over 
150 baccalaureate and 80 graduate programs 
through: the College of Arts and Sciences; the 
Schools of Business, Education, Engineering and 
Computer Science, Music, Nursing, Law, Social 
Work, and Graduate Studies; plus Truett Semi-
nary and the Honors College. For more informa-
tion see http://www.baylor.edu.

Application Procedure: Please submit a let-
ter of application, current curriculum vitae, 
and transcripts. Include names, addresses, and 
phone numbers of three individuals from whom 
you have requested letters of recommendation 
to: Jeff Donahoo, Ph.D., Search Committee Chair, 
Baylor University, One Bear Place #97356, Waco, 
Texas 76798-7356, Materials may be submitted 
to: Jeff_Donahoo@baylor.edu

Appointment Date: Fall 2012. For full con-
sideration, applications should be received by 
January 1, 2012. However, applications will be ac-
cepted until the position is filled.

Baylor is a Baptist university affiliated with the Bap-
tist General Convention of Texas. As an Affirmative 
Action/Equal Employment Opportunity employer, 
Baylor encourages minorities, women, veterans, and 
persons with disabilities to apply.

Boston university
Department of Electrical & Computer 
Engineering (ECE)
Faculty Positions in Computer Engineering

The Department of Electrical & Computer Engi-
neering (ECE) at Boston University (BU) is seek-
ing candidates for anticipated faculty positions 
in Computer Engineering. All areas and ranks 
will be considered, with particular interest in 
entry-level candidates in software, security, and 
computer systems. The Department is seeking to 
foster growth in the broad, interdisciplinary top-
ics of energy, health, information systems, and 

University. It is situated on a 500-acre campus 
next to the Brazos River and annually enrolls more 
than 14,000 students in over 150 baccalaureate 
and 80 graduate programs. Baylor’s mission is to 
educate men and women for worldwide leader-
ship and service by integrating academic excel-
lence and Christian commitment within a caring 
community. Baylor is actively recruiting new fac-
ulty with a strong commitment to the classroom 
and an equally strong commitment to discover-
ing new knowledge as Baylor aspires to become a 
top tier research university while reaffirming and 
strengthening its distinctive Christian mission as 
described in Baylor 2012 (www.baylor.edu/vision/).

Application Procedure: Applications, includ-
ing detailed curriculum vitae, a statement dem-
onstrating an active Christian faith, and contact 
information for three references should be sent 
to: Chair Search Committee, Department of Com-
puter Science, Baylor University, One Bear Place 
#97356, Waco, TX 76798-7356.

Appointment Date: Fall 2012. For full consid-
eration, applications should be received by Janu-
ary 1, 2012.

Baylor is a Baptist university affiliated with the Bap-
tist General Convention of Texas. As an Affirmative 
Action/Equal Employment Opportunity employer, 
Baylor encourages minorities, women, veterans, and 
persons with disabilities to apply.

Baylor university
Assistant or Associate Professor  
of Computer Science

Chartered in 1845 by the Republic of Texas, Baylor 
University is the oldest university in Texas and the 
world’s largest Baptist University. Baylor’s mis-
sion is to educate men and women for worldwide 
leadership and service by integrating academic 
excellence and Christian commitment within a 
caring community. Baylor is actively recruiting 
new faculty with a strong commitment to the 
classroom and an equally strong commitment to 
discovering new knowledge as Baylor aspires to 
become a top tier research university while reaf-
firming and strengthening its distinctive Chris-
tian mission as described in Baylor 2012 (www.
baylor.edu/vision/). The combination of teach-
ing, research and service has made Baylor one of 
the best universities for faculty, according to the 
Chronicle of Higher Education http://chronicle.
com/article/Great-Colleges-to-Work-For/128312/.

The Department of Computer Science seeks 
a productive scholar and dedicated teacher for 
a tenure-track position beginning August, 2012. 
All specializations will be considered. Game/
simulated environments, mobile computing, 
and graphics are of particular interest. The suc-
cessful candidate will hold a terminal degree in 
Computer Science or a closely related field, dem-
onstrate scholarly capability in his or her area of 
specialization, and exhibit a passion for teaching 

http://fellowships.aaas.org
http://www.baylor.edu/hr/index.php?id=81302
http://www.baylor.edu/hr/index.php?id=81302
http://www.ecs.baylor.edu
http://www.baylor.edu/vision/
http://www.baylor.edu/vision/
http://www.ecs.baylor.edu
http://www.baylor.edu
mailto:Jeff_Donahoo@baylor.edu
http://www.baylor.edu/vision/
http://chronicle.com/article/Great-Colleges-to-Work-For/128312/
http://chronicle.com/article/Great-Colleges-to-Work-For/128312/
http://www.ecs.baylor.edu
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The DEPARTMENT OF COMPUTER SCIENCE & ENGINEERING at WASHINGTON 
UNIVERSITY IN ST. LOUIS invites applications for the tenured position of Professor 
and Department Chair. The successful candidate will have a Ph.D. or equivalent 
in a related field, demonstrated continuing excellence in research, and a strong 
commitment to undergraduate teaching and postgraduate education. The chair will 
oversee significant growth of a department currently composed of 20 faculty and 
80 doctoral students with numerous research interests including cyber-physical 
systems, computational biology and biomedical computing, human-centered 
and intelligent computing systems, networking and communications, and parallel 
computation (http://www.cse.wustl.edu/). The chair will conduct research, publish 
in peer-reviewed journals and conferences, teach relevant courses, advise students, 
and participate in University service.

Washington University (http://www.wustl.edu/) is a private university with roughly 
6,000 full-time undergraduates and 6,000 graduate students. It is nationally known 
for the high quality of its student body and attractive campus, which borders 
residential neighborhoods and one of the nation’s largest urban parks (http://www.
forestparkforever.org/). Faculty enjoy the advantage of a Midwest cost of living, and 
many walk or bike to work.

Applicants should submit their curriculum vitae, a short summary of past research 
accomplishments and future plans, a teaching statement, and the names of at least 
three references electronically as a single PDF file to csechairsearch@seas.wustl.
edu. Washington University is an AA/EOE and is strongly committed to enhancing 
the diversity of its faculty; minority and women scientists are especially encouraged 
to apply. Employment eligibility verification will be required upon employment.

Carleton College does not discriminate in 
providing employment. Please view the descrip-
tion for this position at jobs.carleton.edu for Car-
leton’s full anti-discrimination statement.

cornell university
Multiple Faculty Positions

Multiple faculty positions are available at Cornell’s 
Department of Computer Science. Candidates are 
invited to apply at all levels including tenured, ten-
ure-track, or lecturer. We are interested in applica-
tions from any area of computer science, includ-
ing artificial intelligence, computational biology, 
cryptography, databases, game design, graphics, 
machine learning, networking, programming lan-
guages, robotics, security, scientific computing, 
systems, and theory of computation.

Applicants for tenured and tenure track must 
hold a Ph.D. and have demonstrated an ability to 
conduct outstanding research. Lecturers must 
hold the equivalent of a Master’s degree, with a 
Ph.D. preferred. To ensure full consideration, ap-
plications should be received by December 1, 2011, 
but will be accepted until all positions are filled. 
Applicants should submit a curriculum vita, brief 
statements of research and teaching interests, and 
arrange to have at least three references letters 
submitted at http://www.cs.cornell.edu/apply.

Cornell University is an equal opportunity, affirma-
tive action educator and employer; qualified women 
and minority candidates are particularly encour-
aged to apply.

Duke university
Department of Computer Science

The Department of Computer Science at Duke 
University in Durham, North Carolina, invites 
applications and nominations for tenure-track 
faculty positions at the assistant professor level, 
to begin August 2012. We are interested in strong 
candidates in all active research areas of comput-
er science, as well as interdisciplinary areas.

The department is committed to increasing 
the diversity of its faculty, and we strongly en-
courage applications from women and minority 
candidates.

A successful candidate must have a solid dis-
ciplinary foundation and demonstrate promise of 
outstanding scholarship in every respect, including 
research and teaching. Please refer to www.cs.duke.
edu for information about the department and to 
www.provost.duke.edu/faculty/ for information 
about the advantages that Duke offers to faculty.

Applications should be submitted online 
through the link provided at www.cs.duke.edu/
facsearch. A Ph.D. in computer science or related 
area is required. To guarantee full consideration, 
applications and letters of reference should be re-
ceived by December 1, 2011.

Durham, Chapel Hill, and the Research Tri-
angle of North Carolina are vibrant, diverse, and 
thriving communities, frequently ranked among 
the best places in the country to live and work. 
Duke and the many other universities in the area 
offer a wealth of education and employment op-
portunities for spouses and families.

Duke University is an affirmative action, equal 
opportunity employer.

cyberphysical systems. Candidates with research 
interests that transcend the traditional boundar-
ies of ECE are strongly encouraged to apply. Joint 
appointments with other BU departments and 
with the Division of Material Science & Engineer-
ing and Division of Systems Engineering are pos-
sible for candidates with appropriate experience 
and interests.

Qualified candidates must possess a relevant, 
earned PhD, and have a demonstrable ability to 
teach effectively, develop funded research pro-
grams in their area of expertise, and contribute 
to the tradition of excellence in research that is 
characteristic of the ECE Department. Self-mo-
tivated individuals who thrive on challenge and 
are eager to utilize their expertise to strengthen 
an ambitious program of departmental enhance-
ment are desired. Women, minorities, and can-
didates from other underrepresented groups are 
especially encouraged to apply and help us con-
tinue building an exceptional 21st century univer-
sity department.

ECE at BU is a world-class department with 
excellent resources that is steadily gaining na-
tional and international prominence for its ex-
ceptional research and education record. ECE is 
part of BU’s rapidly growing and innovative Col-
lege of Engineering, and currently consists of 40 
faculty members, 200 graduate students, and 250 
BS majors. Outstanding collaboration opportu-
nities are available with nationally recognized 
medical centers and universities/colleges, nearby 
research centers, and industry throughout the 
Boston area.

Beyond its research and academic activities, 

BU has a lively, urban campus situated along the 
banks of the Charles River in Boston’s historic 
Fenway-Kenmore neighborhood. The campus 
and surrounding areas offer limitless opportuni-
ties for recreational activities, from world-class 
art and performances to sporting events and fine 
dining.

Please visit http://www.bu.edu/ece/facultyse-
arch for instructions on how to apply. Applica-
tion deadline is December 31, 2011. The review 
of applications will begin on October 1, 2011. 
Therefore, applicants are encouraged to apply 
early. Boston University is an Equal Opportunity/
Affirmative Action Employer.

carleton college
Assistant Professor of Computer Science

Carleton College invites applications for a one-
year position potentially renewable for a second 
year) in computer science, in any area of special-
ization, beginning September 1, 2012.

Carleton is a highly selective liberal arts col-
lege with outstanding, enthusiastic students. We 
seek an equally enthusiastic computer scientist 
committed to excellence in teaching, curriculum 
design, ongoing research, and undergraduate re-
search advising. We are particularly interested in 
applicants who will strengthen the departmen-
tal commitment to students from underrepre-
sented groups. To learn more about the position 
or to apply, visit jobs.carleton.edu. Applications 
completed by December 16, 2011 will receive full 
consideration.

http://jobs.carleton.edu
http://jobs.carleton.edu
http://www.cs.cornell.edu/apply
http://www.cse.wustl.edu/
http://www.wustl.edu/
http://www.forestparkforever.org/
http://www.provost.duke.edu/faculty/
http://www.cs.duke.edu/facsearch
http://www.bu.edu/ece/facultysearch
http://www.bu.edu/ece/facultysearch
http://www.forestparkforever.org/
mailto:csechairsearch@seas.wustl.edu
mailto:csechairsearch@seas.wustl.edu
http://www.cs.duke.org
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http://www.cs.duke.edu/facsearch
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florida state university
Assistant Professor
Tenure-Track Assistant Professor Positions

The Department of Computer Science at the 
Florida State University invites applications for 
multiple tenure-track Assistant Professor posi-
tions to begin August 15, 2012. Positions are 
9-mo, full-time, tenure-track, and benefits eligi-
ble. We encourage strong applicants in all areas 
of Computer Science to apply. Preference may 
be given to applicants with research experience 
in the areas of Databases and Security. Appli-
cants should hold a PhD in Computer Science or 
closely related field, and have excellent research 
and teaching accomplishments/potential. The 
department offers degrees at the BS, MS, and PhD 
levels. The department is an NSA Center of Aca-
demic Excellence in Information Assurance Edu-
cation (CAE/IAE) and Research (CAE-R).

FSU is classified as a Carnegie Research I 
university. Its primary role is to serve as a center 
for advanced graduate and professional studies 
while emphasizing research and providing excel-
lence in undergraduate education. The depart-
ment has experienced rapid growth in the major 
and new degree programs. Further information 
can be found at http://www.cs.fsu.edu

Screening will begin January 1, 2012 and will 
continue until the positions are filled. Please 
apply online with curriculum vitae, statements 
of teaching and research philosophy, and the 
names of five references, at http://www.cs.fsu.
edu/positions/apply.html

Questions can be e-mailed to Prof. Mike Bur-
mester, Chair Search Committee, recruitment@
cs.fsu.edu or to Prof. Robert van Engelen, Depart-
ment Chair, chair@cs.fsu.edu.

The Florida State University is a Public Re-
cords Agency and an Equal Opportunity/Access/
Affirmative Action employer, committed to diver-
sity in hiring.

hawai’i Pacific university
Assistant/Associate/ Full Professor of 
Computer Science

Hawai’i Pacific University’s Department of Math-
ematics and Computer Science invites applica-
tions for a career-track Assistant or Associate Pro-
fessor, or Professor of Computer Science position 
to start in Spring or Fall, 2012.

Applicants should have a Ph.D., Ed.D., or 
D.B.A. in Computer Science, Information Sys-
tems, or a related field; and teaching experience 
at the university level. Preferred qualifications 
include experience as a program chair; experi-
ence with class scheduling, undergraduate and 
graduate curriculum development, assessment, 
funding, and recruiting; industry experience; and 
security expertise.

HPU is the largest private university in 
Hawai’i, with about 9000 students from over 100 
countries. Information about the HPU computer 
science program can be found at www.hpu.edu/cs 
<http://www.hpu.edu/cs>.

Applicants should apply online at www.hpu.
edu/employment. Please submit a letter of ap-
plication, copies of transcripts, curriculum vitae, 
statements of teaching and research philosophy, 
list of publications, and three letters of recom-

track faculty openings at Assistant Professor/
Associate Professor/Professor levels for the 2012-
2013 academic year. We are looking for faculty 
candidates with interests in bioinformatics, se-
curity, or cloud computing. Strong candidates in 
core computer science and engineering research 
areas will also be considered.

Salary is highly competitive and will be com-
mensurate with qualifications and experience. 
Fringe benefits include medical/dental benefits and 
annual leave. Housing will also be provided where 
applicable. For appointment at Assistant Professor/
Associate Professor level, initial appointment will 
normally be on a three-year contract. A gratuity will 
be payable upon completion of contract.

Applications should be sent through e-mail 
including a cover letter, curriculum vitae (in-
cluding the names and contact information of at 
least three references), a research statement and 
a teaching statement (all in PDF format) to csre-
cruit@cse.ust.hk. Priority will be given to applica-
tions received by 29 February 2012. Applicants will 
be promptly acknowledged through e-mail upon 
receiving the electronic application material.

(Information provided by applicants will be used for 
recruitment and other employment-related purposes.)

Louisiana tech university
Research Assistant Professor,  
non-Tenure Track

Initial appointment for one year; possibly extend-
able. PhD required in computer science, statis-

mendation that include an assessment of teach-
ing abilities by either mail: Human Resources, 
Faculty Position in Computer Science, 1132 Bish-
op Street, Suite 310, Honolulu, HI 96813; by Fax 
(808) 544-1192; or by email: hr@hpu.edu.

We are proud to be an EEO/AA employer M/F/
D/V. We maintain a drug-free workplace and per-
form pre-employment substance abuse testing.

In Accordance with the Jenne Clery Disclosure 
of Campus Security Policy and Campus Crime 
Statistics Act, annual campus crime statistics for 
Hawai’i Pacific University (HPU) may be viewed 
at: http://www.ope.ed.gov/security or a paper copy 
may be obtained upon request from HPU Campus 
Security or Administrative Services Office.

the hong kong university of  
science and technology
Department of Computer Science  
and Engineering
Faculty Positions

The Department of Computer Science and En-
gineering, HKUST (http://www.cse.ust.hk/) has 
more than 40 faculty members, recruited from 
major universities and research institutions 
around the world, and about 800 students (in-
cluding about 200 postgraduate students). The 
medium of instruction is English. In 2011, we 
were ranked 21st among all Computer Science 
Departments worldwide according to Academic 
Ranking of World Universities, and 26th accord-
ing to QS World University Ranking.

The Department will have at least two tenure-

aDVeRtisiNG iN caReeR oPPoRtuNities 
how to submit a classified Line ad: send an e-mail to 
acmmediasales@acm.org. Please include text, and indicate the issue/or 
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estimates: an insertion order will then be e-mailed back to you. the ad 
will by typeset according to cacm guidelines. No PRoofs can be sent.  
classified line ads are Not commissionable.

Rates: $325.00 for six lines of text, 40 characters per line. $32.50 for each 
additional line after the first six. the miNimum is six lines.
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career opportunities online: classified and recruitment display ads 
receive a free duplicate listing on our website at:

http://jobs.acm.org 

ads are listed for a period of 30 days.
for more information contact: 

acm media sales
at 212-626-0686 or 

acmmediasales@acm.org

http://www.cs.fsu.edu
http://www.cs.fsu.edu/positions/apply.html
mailto:recruitment@cs.fsu.edu
mailto:chair@cs.fsu.edu
mailto:hr@hpu.edu
http://www.ope.ed.gov/security
http://www.cse.ust.hk/
http://www.hpu.edu/cs
http://www.hpu.edu/cs
mailto:acmmediasales@acm.org
mailto:acmmediasales@acm.org
http://jobs.acm.org
mailto:acmmediasales@acm.org
http://www.cs.fsu.edu/positions/apply.html
mailto:recruitment@cs.fsu.edu
mailto:csrecruit@cse.ust.hk
mailto:csrecruit@cse.ust.hk
http://www.hpu.edu/employment
http://www.hpu.edu/employment


NoveMBeR 2011  |   vol.  54  |   No.  11  |   commuNicatioNs of the acm     115

of applications will begin on January 3, 2012, and 
applicants are strongly encouraged to apply by 
that date; however, applications will continue to 
be accepted through January 2012.

The institute is committed to increasing the 
representation of minorities, women and individ-
uals with physical disabilities in Computer Sci-
ence. We particularly encourage such individuals 
to apply.

michigan technological university
Department of Computer Science
Tenure-Track Faculty Position

Applications are invited for a tenure-track fac-
ulty position at the assistant professor level be-
ginning August 2012. Candidates are expected 
to have a Ph.D. in computer science or a closely 
related field and to demonstrate potential for 
excellence in teaching and research. Candidates 
with research interests in human-centered com-
puting, including human-computer interaction, 
software engineering, information integration 
and informatics, and health-related computing, 
will receive the strongest consideration; how-
ever, excellent candidates in other areas will be 
considered.

The Department has 320 undergraduates in 
three degree programs (Computer Science, Com-
puter Systems Science and Software Engineering) 
and approximately 50 M.S. and Ph.D. students. 
One of the Department’s current goals is to in-
crease diversity among its undergraduate majors. 
Faculty research interests include artificial intel-
ligence, bioinformatics, computer architecture, 
compilers, distributed systems, embedded and 
multimedia systems, graphics and visualization, 
human computer interaction, parallel comput-
ing, security and software engineering. In ad-
dition, the Department has a central role in the 
interdisciplinary Computational Science and En-
gineering Ph.D. program which fosters research 
and teaching in the application of computer sci-
ence to engineering and scientific problems.

The Department is housed in Rekhi Hall 
which includes space for graduate student and 
faculty offices, instructional labs, and class-
rooms. The facility also houses faculty research 
labs, including space for human-computer in-
teraction, virtual reality, artificial intelligence, 
graphics and visualization, compilers and archi-
tecture, and computer security.

Michigan Technological University is a re-
search university with approximately 7,000 
students and 400 faculty with educational and 
research programs in computing, engineering, 
physical and social sciences, forestry, humani-
ties and business. Michigan Tech is located in 
Michigan’s scenic Upper Peninsula and is sur-
rounded by Lake Superior and nearby forests. 
The community offers year-round recreational 
and cultural opportunities. This environment, 
combined with a competitive compensation 
package and a low cost of living, results in an ex-
cellent quality of life.

Review of applications will continue until the 
position is filled. For full consideration, applica-
tions should be received by December 2, 2011. 
Women and minorities are particularly encour-
aged to apply. Applicants should send a resume, 
email address, a teaching statement, a research 
statement and a list of at least three references to:

max Planck institute for software 
systems (mPi-sWs)
Tenure-track openings

Applications are invited for tenure-track and 
tenured faculty positions in all areas related to 
the study, design, and engineering of software 
systems. These areas include, but are not limited 
to, data and information management, program-
ming systems, software verification, parallel, 
distributed and networked systems, and embed-
ded systems, as well as cross-cutting areas like 
security, machine learning, usability, and social 
aspects of software systems. A doctoral degree in 
computer science or related areas and an

outstanding research record are required. 
Successful candidates are expected to build a 
team and pursue a highly visible research agen-
da, both independently and in collaboration with 
other groups. Senior candidates must have dem-
onstrated leadership abilities and recognized in-
ternational stature.

MPI-SWS, founded in 2005, is part of a net-
work of eighty Max Planck Institutes, Germany’s 
premier basic research facilities. MPIs have an 
established record of world-class, foundational 
research in the fields of medicine, biology, chem-
istry, physics, technology and humanities. Since 
1948, MPI researchers have won 17 Nobel prizes. 
MPI-SWS aspires to meet the highest standards of 
excellence and international recognition with its 
research in software systems.

To this end, the institute offers a unique en-
vironment that combines the best aspects of a 
university department and a research laboratory:

a) Faculty receive generous base funding to 
build and lead a team of graduate students and 
post-docs. They have full academic freedom and 
publish their research results freely.

b) Faculty supervise doctoral theses, and have 
the opportunity to teach graduate and undergrad-
uate courses.

c) Faculty are provided with outstanding tech-
nical and administrative support facilities as well 
as internationally competitive compensation 
packages.

MPI-SWS currently has 11 tenured and ten-
ure-track faculty, and is funded to support 17 
faculty and about 100 doctoral and post-doctoral 
positions. Additional growth through outside 
funding is possible. We maintain an open, in-
ternational and diverse work environment and 
seek applications from outstanding researchers 
regardless of national origin or citizenship. The 
working language is English; knowledge of the 
German language is not required for a successful 
career at the institute.

The institute is located in Kaiserslautern and 
Saarbruecken, in the tri-border area of Germany, 
France and Luxembourg. The area offers a high 
standard of living, beautiful surroundings and 
easy access to major metropolitan areas in the 
center of Europe, as well as a stimulating, com-
petitive and collaborative work environment. In 
immediate proximity are the MPI for Informatics, 
Saarland University, the Technical University of 
Kaiserslautern, the German Center for Artificial 
Intelligence (DFKI), and the Fraunhofer Insti-
tutes for Experimental Software Engineering and 
for Industrial Mathematics.

Qualified candidates should apply online at 
http://www.mpi-sws.org/application. The review 

tics, mathematics, or related field. Opportunities 
for pursuing cutting edge research and joining 
a group of leading researchers. Background 
required in cyber security, internet, social net-
works, data mining, or related areas. Highly com-
petitive salary. Contact Person: Dr. Vir V. Phoha, 
Email Address: phoha@latech.edu

max Planck institute for informatics
Junior Research Group Leader

The Max Planck Institute for Informatics, as the 
coordinator of the Max Planck Center for Visual 
Computing and Communication (MPC-VCC), in-
vites applications for

Junior Research Groups Leaders  
in the Max Planck Center for  
Visual Computing and Communication
The Max Planck Center for Visual Computing 
and Communications offers young scientists 
in information technology the opportunity to 
develop their own research program address-
ing important problems in areas such as image 
communication, computer graphics, geometric 
computing, imaging systems, computer vision, 
human machine interface, distributed multime-
dia architectures, multimedia networking, visual 
media security.

The center includes an outstanding group of 
faculty members at Stanford’s Computer Science 
and El¬ectrical Engineering Departments, the 
Max Planck Institute for Informatics, and Saar-
land University.

The program begins with a preparatory 1-2 
year postdoc phase (Phase P) at the Max Planck In-
stitute for Informatics, followed by a two-year ap-
pointment at Stanford University (Phase I) as a vis-
iting assistant professor, and then a position at the 
Max Planck Institute for Informatics as a junior 
research group leader (Phase II). However, the pro-
gram can be entered flexibly at each phase, com-
mensurate with the experience of the applicant.

Applicants to the program must have com-
pleted an outstanding PhD. Exact duration of the 
preparatory postdoc phase is flexible, but we typi-
cally expect this to be about 1-2 years. Applicants 
who completed their PhD in Germany may enter 
Phase I of the program directly. Applicants for 
Phase II are expected to have completed a post-
doc stay abroad and must have demonstrated 
their outstanding research potential and ability 
to successfully lead a research group.

Reviewing of applications will commence on 
November 1, 2011. The final deadline is Decem-
ber 31, 2011. Applicants should submit their CV, 
copies of their school and university reports, list 
of publications, reprints of five selected publica-
tions, names of references, a brief description of 
their previous research and a detailed description 
of the proposed research project (including possi-
ble opportunities for collaboration with existing 
research groups at Saarbrücken and Stanford) to:

Prof. Dr. Hans-Peter Seidel
Max Planck Institute for Informatics,
Campus E 1 4, 66123 Saarbrücken, Germany;
Email: mpc-vcc@mpi-inf.mpg.de

The Max Planck Center is an equal opportuni-
ty employer and women are encouraged to apply.

Additional information is available on the 
website http://www.mpc-vcc.de

mailto:phoha@latech.edu
mailto:mpc-vcc@mpi-inf.mpg.de
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Steven M. Carr, Chair
Department of Computer Science
Michigan Technological University
Houghton, Michigan 49931
cssearch@mtu.edu
(906) 487-2209

For more information see our web page  
http://www.mtu.edu/cs/.

In addition to the present search, a search to fill 
ten growth positions in “Transportation” and “Wa-
ter” are under way and qualified candidates are en-
couraged to send a separate application, following 
the “How to Apply” guidelines at www.mtu.edu/sfhi.

Michigan Tech is also an ADVANCE institu-
tion, one of a select number of universities in 
receipt of NSF funds in support of our commit-
ment to increase diversity and the participation 
and advancement of women in STEM. For more 
information, please visit our ADVANCE web page 
at http://advance.mtu.edu/.

Michigan Technological University is an 
equal opportunity educational institution/equal 
opportunity employer.

mississippi state university
Faculty Position in Computer Science  
and Engineering

The Department of Computer Science and Engi-
neering (http://www.cse.msstate.edu) is seeking 
to fill an open position for a tenure-track faculty 
member at the Assistant/Associate Professor lev-
els. Evidence of strong potential for excellence in 
research (including attracting external funding) 
and teaching at the graduate and undergraduate 
levels is required. The primary research areas of 
interest are artificial intelligence, bioinformatics, 
and computer security. Other areas will also be 
considered.

Mississippi State University has approximate-
ly 1300 faculty and 20,000 students. The Depart-
ment of Computer Science and Engineering has 
17 tenure-track faculty positions and offers aca-
demic programs leading to the bachelor’s, mas-
ter’s and doctoral degrees in computer science 
and bachelor’s degrees in software engineering 
and computer engineering. Faculty members 
and graduate students work with a number of 
on-campus research centers including the Criti-
cal Infrastructure Protection Center, the High 
Performance Computing Collaboratory, the In-
stitute for Imaging and Analytical Technologies, 
the Institute for Genomics, Biocomputing, and 
Biotechnolgy, the Center for Advanced Vehicular 
Systems, and the Geosystems Research Institute. 
Department research expenditures total around 
5.2 million dollars per year.

Candidates for this position are expected to 
hold a PhD in computer science or closely related 
field (ABDs may be considered). Level of appoint-
ment is commensurate with qualifications and 
experience.

Applicants should submit a letter of appli-
cation, curriculum vita, teaching statement, re-
search statement, and names and contact infor-
mation of at least three references online at http://
www.jobs.msstate.edu/. Review of applications 
will begin not earlier than December 2011 and 
continue until the position is filled. MSU is an Af-
firmative Action/Equal Opportunity Employer.

stanford university
Department of Computer Science
Assistant or untenured Associate Professor

The Department of Computer Science at Stan-
ford University invites applications for tenure-
track faculty positions at the junior level (As-
sistant or untenured Associate Professor). We 
give higher priority to the overall originality and 
promise of the candidate’s work than to the can-
didate’s sub-area of specialization within Com-
puter Science.

We are seeking applicants from all areas of 
Computer Science, spanning theoretical foun-
dations, systems, software, and applications. We 
are also interested in applicants doing research 
at the frontiers of Computer Science with other 
disciplines, especially those with potential con-
nections to Stanford’s main multidisciplinary 
initiatives: Energy, Human Health, Environ-
ment and Sustainability, the Arts and Creativ-
ity, and the International Initiative. Interdisci-
plinary candidates whose research combines 
other fields of engineering or mathematics with 
computer science may be considered for a joint 
appointment in the Institute for Computational 
and Mathematical Engineering (http://icme.
stanford.edu/).

Applicants must have completed (or be com-
pleting) a Ph.D., must have demonstrated the 
ability to pursue a program of research, and must 
have a strong commitment to graduate and un-
dergraduate teaching. A successful candidate 
will be expected to teach courses at the graduate 
and undergraduate levels, and to build and lead a 
team of graduate students in Ph.D. research. Fur-
ther information about the Computer Science De-
partment can be found at http://cs.stanford.edu. 
The School of Engineering website may be found 
at http://soe.stanford.edu.

Applications should include a curriculum 
vita, brief statements of research and teaching 
interests, and the names and contact informa-
tion of at least four references. Applications 
should be sent to: http://soe-apps.stanford.edu/
FacultyApplyCS

Questions should be directed to, Search Com-
mittee Chair, c/o Laura Kenny-Carlson, via elec-
tronic mail to search@cs.stanford.edu.

The review of applications will begin on No-
vember 28, 2011, and applicants are strongly 
encouraged to submit applications by that date; 
however, applications will continue to be accept-
ed at least until February 15, 2012.

Stanford University is an equal opportunity em-
ployer and is committed to increasing the di-
versity of its faculty. It welcomes nominations 
of and applications from women and members 
of minority groups, as well as others who would 
bring additional dimensions to the university’s 
research and teaching missions.

stanford university
Graduate School of Business
Tenure-Track Positions

Faculty Positions in Operations, Information and 
Technology The Operations, Information and 
Technology (OIT) area at the Graduate School of 
Business, Stanford University, is seeking quali-
fied applicants for full-time, tenure-track posi-

Princeton university
Computer Science Department
Tenure-Track Positions 
Assistant Professor

The Department of Computer Science at Princeton 
University invites applications for faculty positions 
at the Assistant Professor level. We are accepting 
applications in all areas of Computer Science.

Applicants must demonstrate superior research 
and scholarship potential as well as teaching abil-
ity. A PhD in Computer Science or a related area is 
required. Successful candidates are expected to pur-
sue an active research program and to contribute 
significantly to the teaching programs of the depart-
ment. Applicants should include a CV and contact 
information for at least three people who can com-
ment on the applicant’s professional qualifications.

There is no deadline, but review of applica-
tions will start in December 2011. Princeton 
University is an equal opportunity employer and 
complies with applicable EEO and affirmative ac-
tion regulations. You may apply online at: http://
jobs.cs.princeton.edu/.

Requisition Number: 0110422

Rutgers university
Department of Computer Science
Tenure-Track Position

The Department of Computer Science at Rutgers 
University invites applications for tenure-track fac-
ulty positions at the rank of Assistant, Associate or 
full Professor, with appointments starting in Sep-
tember 2012, subject to the availability of funds. 
All areas in experimental computer systems will be 
considered, but special emphasis will be given to 
compilers and programming languages.

Applicants for this research/teaching position 
must, at minimum, be in the process of completing 
a dissertation in Computer Science or a closely re-
lated field, and should show evidence of exception-
al research promise, potential for developing an 
externally funded research program, and commit-
ment to quality advising and teaching at the gradu-
ate and undergraduate levels. Hired candidates 
who have not defended their Ph.D. by September 
will be hired at the rank of Instructor, and must 
complete the Ph.D. by December 31, 2012 to be eli-
gible for tenure-track title retroactive to start date.

Applicants should go to http://www.cs.rutgers.
edu/employment/ and submit their curriculum 
vitae, a research statement addressing both past 
work and future plans and a teaching statement 
along with three letters of recommendation. If 
electronic submission is not possible, hard cop-
ies of the application materials may be sent to:

Mary Hoffman
Computer Science Department
Rutgers University
110 Frelinghuysen Road
Piscataway, NJ 08854

Applications should be received by December 
20, 2011 for full consideration.

Rutgers subscribes to the value of academic di-
versity and encourages applications from individu-
als with varied experiences, perspectives, and back-
grounds. Females, minorities, dual-career couples, 
and persons with disabilities are encouraged to apply.

Rutgers is an affirmative action/equal oppor-
tunity employer.
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university of central missouri
Assistant Professor of Computer Science-
Tenure Track

UCM invites applications for a tenure track po-
sition in Computer Science beginning August, 
2012. Ph.D. in CS or a closely related field is 
required. Preference given to candidates with 
expertise in computer security or software engi-
neering. Screening of applications begins Nov. 
15, 2011, and continues until position is filled. 
For more information, go to http://www.ucmo.
edu/math-cs/openings.cfm

university of illinois at chicago
Faculty Position
Department of Computer Science, UIC

The Computer Science Department at the Univer-
sity of Illinois at Chicago invites applications for 
tenure-track positions at the rank of Assistant Pro-
fessor (exceptional candidates at other ranks may 
also be considered). Candidates in the following 
areas are especially encouraged to apply: Comput-
er Security, Software Engineering, Machine Learn-
ing and Computer Systems (Mobile/Ubiquitous 
computing and other experimental subareas).

The University of Illinois at Chicago (UIC) 
ranks among the nation’s top 50 universities in 
federal research funding. It is the largest research 
university in the Chicago area, and is one of the 
most diverse universities in the country. The Com-
puter Science department has 27 tenure-track 
faculty representing major areas of computer sci-
ence, and offers BS, MS and PhD degrees. Two of 
our faculty members are ACM Fellows and eight 
members are recipients of NSF CAREER awards. 
Our annual research funding has averaged $6.5M 
over the last five years and includes major fund-
ing from NSF, DARPA, DoD and NASA, including 
two NSF IGERT awards, nine Trustworthy Com-
puting awards and several other research and in-
strumentation grants; awards from state agencies 
such as the Illinois Department of Transporta-
tion, and from companies such as Google, Yahoo! 
and Motorola. Our department is home to many 
pioneering and discipline-defining efforts in the 
areas of virtual reality (CAVE), software engineer-
ing (Petri Nets, Model Checking), Data Manage-
ment and Mining, and Computational Trans-
portation. We have growing research programs 
in areas such as computational biology, learning 
technologies, mobile and distributed systems, 
and security and privacy. At UIC, there are plenty 
of opportunities for interdisciplinary work—UIC 
houses the largest medical school in the country, 
and our faculty are engaged with several cross-
departmental collaborations with faculty from 
health sciences, social sciences and humanities, 
urban planning and the business school.

Chicago is the third most populous city in the 
USA. Located by the shore of Lake Michigan, the 
city offers an outstanding array of cultural and cu-
linary experiences. As the birthplace of the mod-
ern skyscraper, Chicago boasts one of the world’s 
tallest and densest skylines, combined with an 
extensive system of parks and public transit. Its 
primary airport is the second busiest in the world, 
with frequent non-stop flights to virtually any-
where. Yet the cost of living, whether in an 85th 
floor condominium downtown or on a tree-lined 
street in one of the nation’s finest school dis-

in all core areas of Computer science and Engi-
neering to apply for an opening at the associate/
assistant professor level. This is an endowed po-
sition with five years research funding of $100K 
per year.

Assistant Professor positions: The CSE De-
partment also invites excellent candidates in all 
core areas of Computer science and Engineering 
to apply for openings at the assistant professor 
level.

The department is affiliated with successful 
centers devoted to biometrics, bioinformatics, 
biomedical computing, cognitive science, docu-
ment analysis and recognition, high performance 
computing, and information assurance.

Candidates are expected to have a Ph.D. in 
Computer Science/Engineering or related field by 
August 2012, with an excellent publication record 
and potential for developing a strong funded re-
search program.

Applications should be submitted by Decem-
ber 31, 2011 electronically via http://www.ubjobs.
buffalo.edu/.

The University at Buffalo is an  
Equal Opportunity Employer/Recruiter.

university of california, santa Barbara
Faculty Position in Computer Science
Tenure-Track position

The Department of Computer Science at the 
University of California, Santa Barbara, invites 
applications for a tenure-track position effective 
August 2012. We are particularly interested in 
outstanding candidates in the areas of applied 
cryptography and system security; however, ex-
ceptional candidates in all areas of computer sci-
ence will be considered.

The Department of Computer Science has 
grown rapidly, both in size and stature, over the 
past 10 years, accompanied by a five-fold increase 
in extramural funding. The department, with 
30 faculty and more than 100 doctoral students, 
is part of the College of Engineering, which is 
ranked among the top 20 in the Nation by the 
2008 US News and World Report. The PhD pro-
gram of the Department of Computer Science 
has recently been ranked among the top 10 de-
partments in the nation by the National Research 
Council (NRC).

Additional information about the department 
and our graduate program can be found at http://
www.cs.ucsb.edu. Applicants are expected to hold 
a doctoral degree in Computer Science or related 
fields, show outstanding research potential, and 
have a strong commitment to teaching.

Primary consideration will be given to 
applications received by December 15, 2011; 
however, the position will remain open until 
filled. Applications should be submitted 
electronically as PDF documents to: https://www.
cs.ucsb.edu/recruit/faculty. Applications must 
include a detailed resume, research and teaching 
statements, and the names and addresses of four 
references.

The Department is especially interested in 
candidates who can contribute to the diversity 
and excellence of the academic community 
through research, teaching, and service. We 
are an Equal Opportunity/Affirmative Action 
employer.

tions, starting in the 2012-2013 academic year. 
All ranks and relevant disciplines will be consid-
ered. Applicants are considered in all areas of 
Operations, Information and Technology (OIT) 
that are broadly defined to include the analytical 
and empirical study of technological systems, in 
which technology, people, and markets interact. 
It thus includes operations, information systems/
technology, and management of technology. Ap-
plicants are expected to have rigorous training 
in management science, engineering, computer 
science, economics, and/or statistical modeling 
methodologies. The appointed will be expected 
to do innovative research in the OIT field, to par-
ticipate in the school’s PhD program and to teach 
both required and elective courses in the MBA 
program. Junior applicants should have or expect 
to complete a PhD by September 1, 2012.

Applicants are strongly encouraged to submit 
their applications electronically by visiting the web 
site http://www.gsb.stanford.edu/recruiting and 
uploading their curriculum vitae, research papers 
and publications, and teaching evaluations, if ap-
plicable, on that site. Alternatively, all materials 
may be sent by e-mail to faculty_recruiter@gsb.
stanford.edu, or by postal mail (non-returnable) 
to Office of Faculty Recruiting, Graduate School 
of Business, Stanford University, 655 Knight Way 
Way, Stanford, CA 94305-7298. However, submis-
sions via e-mail and postal mail can take 4-6 weeks 
for processing. For an application to be consid-
ered complete, each applicant must have three let-
ters of recommendation emailed to the preceding 
email address, or sent via postal mail. The applica-
tion deadline is November 15, 2011.

Stanford University is an equal opportunity employ-
er and is committed to increasing the diversity of its 
faculty. It welcomes nominations of and applica-
tions from women and members of minority groups, 
as well as others who would bring additional dimen-
sions of diversity to the University’s research, teach-
ing and clinical missions.

texas state university-san marcos
Department of Computer Science

Applications are invited for a faculty position at 
the rank of Assistant, Associate, or full Professor 
to start on September 1, 2012. Consult the depart-
ment’s recruiting page, http://www.cs.txstate.
edu/recruitment/, for job duties, qualifications, 
application procedures, and information about 
the university and the department.

Texas State University-San Marcos will not 
discriminate against any person in employment 
or exclude any person from participating in or re-
ceiving the benefits of any of its activities or pro-
grams on any basis prohibited by law, including 
race, color, age, national origin, religion, sex, dis-
ability, veterans’ status, or on the basis of sexual 
orientation. Texas State University-San Marcos is 
a member of the Texas State University System.

university at Buffalo,  
the state university of New york
Faculty Positions in Computer Science  
and Engineering

Tak Associate/Assistant Professor position: The 
CSE Department invites excellent candidates 

http://www.gsb.stanford.edu/recruiting
mailto:faculty_recruiter@gsb.stanford.edu
http://www.cs.ucsb.edu
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tricts, is surprisingly low.
Applications must be submitted at https://

jobs.uic.edu/. Please include a resume, teaching 
and research statements, and names and ad-
dresses of at least three references in the online 
application. Applicants needing additional infor-
mation may contact the Faculty Search Chair at 
search@cs.uic.edu.

Application processing will commence on 
Nov 15th. We will continue to accept and pro-
cess applications after that date until all the 
positions are filled. The University of Illinois at 
Chicago is an Affirmative Action/Equal Opportu-
nity Employer.

university of illinois at springfield
Assistant Professor

The Computer Science Department at the Uni-
versity of Illinois Springfield (UIS) invites ap-
plications for a beginning assistant professor, 
tenure track position to begin January, 2012. A 
Ph.D. in Computer Science or closely related field 
is required. The position involves graduate and 
undergraduate teaching, supervising student re-
search, and continuing your research. Many of 
our classes are taught online. All areas of exper-
tise will be considered, but computer security is 
of special interest to the Department. Review of 
applications will begin on November 21, 2011 and 
continue until the position is filled or the search 
is terminated. Please send your vita and contact 
information for three references to Chair Com-
puter Science Search Committee; One University 
Plaza; UHB 3100; Springfield, IL 62703-5407.

Located in the state capital, the University of 
Illinois Springfield is one of three campuses of 
the University of Illinois. The UIS campus serves 
approximately 5,000 students in 23 undergradu-
ate and 21 graduate degree programs. The aca-
demic curriculum of the campus emphasizes a 
strong liberal arts core, an array of professional 
programs, extensive opportunities in experiential 
education, and a broad engagement in public af-
fairs issues of the day. The campus offers many 
small classes, substantial student-faculty interac-
tion, and a rapidly evolving technology enhanced 
learning environment. Its diverse student body 
includes traditional, non-traditional, and interna-
tional students. Twenty-five percent of majors are 
in 17 undergraduate and graduate online degree 
programs and the campus has received several 
national awards for its implementation of online 
learning. UIS faculty are committed teachers, ac-
tive scholars, and professionals in service to soci-
ety. You are encouraged to visit the university web 
page at http://www.uis.edu and the department 
web page at http://csc.uis.edu . UIS is an affirma-
tive action/equal opportunity employer with a 
strong institutional commitment to recruitment 
and retention of a diverse and inclusive campus 
community. Women, minorities, veterans, and 
persons with disabilities are encouraged to apply.

university of maryland,  
Baltimore county (umBc)
CSEE Department
Assistant Professor

The Univ. of Maryland, Baltimore County (UMBC) 
Computer Science and Electrical Engineering 

the rank of Associate Professor or higher could 
be made based on qualifications. The successful 
candidate will be expected to teach undergradu-
ate and graduate courses, including Department 
core and specialty areas based on the candidate’s 
expertise, conduct external funded research, di-
rect PhD dissertations, and provide service to the 
Department and the University.

Qualifications: applicants must have a PhD in 
computer science or a closely related discipline 
and must be committed to developing and sus-
taining externally funded research programs. By 
the time of appointment, applicants must either 
have one or more years of teaching and research 
experience as an assistant professor in a US Uni-
versity or have one or more years as a post-doctor-
al researcher in a US University or research lab. All 
applicants should have participated in significant 
federal grant writing. Current US federal funding 
as PI is highly desirable. Outstanding candidates 
in any major computer science research area will 
be considered.

For appointment at the rank of Associate Pro-
fessor or higher, applicants must have substan-
tial research, teaching, and service experience, 
have made significant contributions to their 
fields with strong ongoing research projects, and 
be the PI of substantial current funding from ma-
jor US funding agencies.

Interested applicants should apply online at 
https://jobs.uml.edu.

The University of Massachusetts Lowell is commit-
ted to increasing diversity in its faculty, staff, and 
student populations, as well as curriculum and sup-
port programs, while promoting an inclusive envi-
ronment. We seek candidates who can contribute to 
that goal and encourage you to apply and to identify 
your strengths in this area.

the university of michigan, ann arbor
Department of Electrical Engineering  
and Computer Science
Computer Science and Engineering Division 
Faculty Positions

Applications and nominations are solicited for 
multiple faculty positions in the Computer Sci-
ence and Engineering (CSE) Division.

1. As part of an interdisciplinary cluster hire, 
CSE seeks individuals broadly interested in par-
allel systems that scale to petascale and beyond. 
Relevant areas include run-time systems, compil-
ers, algorithms, programming languages, tools, 
applications, and networking.

2. As part of an interdisciplinary cluster hire, 
CSE seeks individuals in the area of Computa-
tional Media and Interactive Systems. Relevant 
research areas include those related to analyz-
ing, understanding, representing, and creating 
computational media, including but not limited 
to audio, music, image, and video information re-
trieval, video understanding and mashups, time-
based, distributed, collaborative and interactive 
media, and automatic classification, clustering 
and activity recognition in heterogeneous and 
social media.

3. CSE also seeks individuals in the broad ar-
eas of theoretical computer science and software 
systems (for the latter including but not limited 
to the areas of programming languages, databas-
es and networking).

Dept. invites applications for one or more tenure 
track positions to begin Aug. 2012. All Computer 
Science areas will be considered. We are especial-
ly interested in candidates with systems/experi-
mental approaches. For more information, see 
http://cs.umbc.edu/about/jobs/.

UMBC is an AA/EOE.

university of maryland, college Park
Center for Bioinformatics and  
Computational Biology
Professor and Director

The University of Maryland invites applications 
for Director of the Center for Bioinformatics and 
Computational Biology. Candidates are expected 
to be prominent scholars with publications and 
research experience at the interface of biological 
science and computing. Their primary responsi-
bility will be to lead a nationally visible research 
program complementing existing strengths in 
computational genomics, proteomics, and mo-
lecular evolution. They will also be expected to 
promote the CBCB, and help build collaborative 
relationships, both on and off-campus. Informa-
tion about the Center can be found at www.cbcb.
umd.edu. Collectively, the CBCB faculty spans 
the fields of computer science, mathematics and 
statistics, biology, and biochemistry. The Center 
is housed in contiguous space and has access to 
significant high-end computing infrastructure 
through the University of Maryland Institute for 
Advanced Computer Studies. CBCB faculty mem-
bers are also affiliated with at least one other 
campus academic unit appropriate to their inter-
ests. There is ample potential for collaboration 
with other organizations in the area, such as the 
NIH, the JCVI, and the Smithsonian Institution. 
For more information contact the search chair, 
Thomas D. Kocher (tdk@umd.edu). To apply, 
send a letter of application, curriculum vitae, and 
names of three references, following the instruc-
tions at http://cbcb.umd.edu/hiring/. Review of 
applications will begin November 15, 2011.

The University of Maryland is an affirmative ac-
tion, equal opportunity employer. Women and 
minorities are encouraged to apply.

university of massachusetts Lowell
Computer Science Department
Tenure-Track Assistant/Associate/ 
Full Professor

The University of Massachusetts Lowell is 25 miles 
northwest of Boston in the high-tech corridor of 
Massachusetts. UMass Lowell is classified as a 
DRU/H University. The Computer Science Depart-
ment has 14 tenured and tenure-track faculty and 
one full-time lecturer, serving 250 BS students, 110 
MS students, and 55 PhD students. We are looking 
to fill a number of tenure-track/tenured positions 
in the next few years. The Department has received 
approximately $6M in external research funding in 
the past two years and has four NSF Career Award 
recipients. More information about the Depart-
ment can be found at www.cs.uml.edu.

We invite applications for two tenure-track 
positions at any rank to start in January 2012 or 
September 2012. Appointments with tenure at 

https://jobs.uic.edu/
mailto:search@cs.uic.edu
http://www.uis.edu
http://csc.uis.edu
http://cs.umbc.edu/about/jobs/
http://www.cbcb.umd.edu
mailto:tdk@umd.edu
http://cbcb.umd.edu/hiring/
http://www.cs.uml.edu
https://jobs.uic.edu/
http://www.cbcb.umd.edu
https://jobs.uml.edu
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Interested persons should submit an appli-
cation by completing the form located on the 
Faculty Recruitment Web site at http://www.ese.
upenn.edu/opps/ including curriculum vitae, and 
the names of at least three references.

The University of Pennsylvania is an Equal 
Opportunity Employer. Minorities/Women/ Indi-
viduals with Disabilities/Veterans are encouraged 
to apply.

university of south florida
Assistant Professor

The Department of Mathematics and Statistics 
at the University of South Florida invites applica-
tions in Pure and Applied Discrete Mathematics 
for a tenure-track Assistant Professor position. 
For details see http://www.math.usf.edu/about/
employ/.

Valdosta state university
Assistant Professor of Computer Science

Applications are invited for a ten-month tenure-
track faculty position at the rank of Assistant 
Professor with starting date of August 1, 2012. 
Responsibilities include teaching at the under-
graduate level, scholarly activity, and service to 
both the department and the university.

Applicants must complete a doctorate in 
Computer Science, Computer Information Sys-
tems, or a closely related field by August 2012 and 
should have a commitment to undergraduate 
teaching and should be able to contribute to cur-
riculum development.

Valdosta State University, a multipurpose 
regional university within the University System 
of Georgia, has an enrollment of approximately 
13,000 students. The Department of Mathemat-
ics and Computer Science offers Bachelor of 
Science degrees in Computer Science (CS) and 
Computer Information Systems (CIS), and has 
over 200 CS/CIS majors. The department has 34 
full-time faculty members.

Contact Person: Dr. Ashok Kumar
Email Address: akumar@valdosta.edu
Apply URL:  

http://www.valdosta.edu/academic/ 
documents/Faculty_App2010.pdf

Virginia tech
Electrical & Computer Engineering
Postdoctoral Associate

Postdoctoral Associate positions are available 
in Virginia Tech’s ECE Department on a project 
involving software transactional memory. Appli-
cants with strong systems backgrounds (compil-
ers, virtual machines, operating systems, etc.) 
are sought. Apply to http://jobs.vt.edu, posting 
011079.

Washington state university Vancouver
Computer Science Faculty
Assistant Professor Level

COMPUTER SCIENCE FACULTY – Washington 
State University Vancouver invites applications 
for a tenure-track position at the assistant pro-

fessor level beginning 8/16/2012. Candidates are 
sought with expertise in software engineering, 
software architecture and design, or software se-
curity.

Required qualifications: Ph.D. in Computer 
Science or Computer Engineering at the time 
of employment and demonstrated ability to (1) 
develop funded research program, (2) establish 
strong industrial collaborations, and (3) teach 
undergraduate/graduate courses. Preferred qual-
ifications: knowledge of the ABET accreditation 
process and relevant industrial background.

WSU Vancouver serves about 3000 graduate 
and undergraduate students and is fifteen 
miles north of Portland, Oregon. The rapidly 
growing School of Engineering and Computer 
Science (ENCS) equally values both research 
and teaching. WSU is Washington’s land grant 
university with faculty and programs on four 
campuses. For more information: http://www.
vancouver.wsu.edu/encs. WSU Vancouver is 
committed to building a culturally diverse 
educational environment.

Applications must include: (1) cover letter 
with a clear description of experience relevant to 
the position; (2) vita including a list of referenc-
es; and (3) maximum three-page total summary 
addressing the following: (a) How your research 
will expand or complement the current research 
activities in ENCS; (b) A list of the existing ENCS 
courses and proposed new courses that you can 
develop/teach; and (c) Your past experience or 
future plans on working with diverse student and 
community populations. Application deadline 
is December 5, 2011. Mail application materials 
to CS Search Committee, School of ENCS - VELS 
130, Washington State University, 14204 NE 
Salmon Creek Avenue, Vancouver, WA 98686-
9600. WSU is committed to excellence through 
diversity, has faculty friendly policies including a 
partner accommodation program, and a NSF AD-
VANCE Institutional Transformation grant (see 
http://www.excelinse.wsu.edu/). WSU employs 
only US citizens and lawfully authorized non-cit-
izens. WSU is an EO/AA educator and employer.

york university
Department of Computer Science  
and Engineering
Canada Research Chair (Tier 2)  
Faculty Appointment

York University, Toronto: The Department of 
Computer Science and Engineering invite ap-
plications for Canada Research Chair (Tier 2) 
faculty appointment in Digital Media with re-
search expertise in Data/ Information/ Scientific 
Visualization and/or Interaction Design at the 
Assistant/Associate Professor level in the tenure 
track stream. The deadline for the applications 
is November 30, 2011 with a start date of July 1, 
2012. For detailed information, please visit http://
yorku.ca/acadjobs. York University is an Affirma-
tive Action Employer.

We encourage all highly qualified candidates 
to apply, particularly those with expertise in the 
above areas. Qualifications include an outstand-
ing academic record, a doctorate or equivalent in 
computer engineering or computer science or a 
discipline relevant to the positions, and a strong 
commitment to teaching and research. Applica-
tions must be received by January 1, 2012.

To apply, please complete the form at: http://
www.eecs.umich.edu/eecs/jobs/csejobs.html

Electronic applications are strongly pre-
ferred, but you may alternatively send resume, 
teaching statement, research statement and 
names of three references to:

Professor Satinder Singh Baveja,  
Chair, CSE Faculty Search

Department of Electrical Engineering  
and Computer Science

University of Michigan
2260 Hayward Street,  

Ann Arbor, MI 48109-2121

The University of Michigan is a Non-Discriminatory/
Affirmative Action Employer with an Active Dual-
Career Assistance Program. The college is especially 
interested in candidates who can contribute, through 
their research, teaching, and/or service, to the diver-
sity and excellence of the academic community.

university of Pennsylvania
Faculty Positions in Market and Social Systems

The University of Pennsylvania seeks outstanding 
individuals for a tenure-track or tenured faculty 
position in the Department of Electrical and Sys-
tems Engineering to start July 1, 2012. Applicants 
must have a Ph.D. in Engineering, Applied Mathe-
matics, Computer Science, Operations Research, 
or equivalent. This search focuses on candidates 
working at the mathematical and computational 
foundations of Market and Social Systems Engi-
neering - the formalization, analysis, optimiza-
tion, and realization of interconnected systems 
that increasingly integrate engineering, compu-
tational, social and economic systems and meth-
ods. We are particularly interested in candidates 
who have a vision and interest in defining the re-
search frontier and education of next-generation 
leaders and will contribute to the formation of a 
new interdisciplinary undergraduate program 
in this interdisciplinary field. The University of 
Pennsylvania is pioneering a new undergradu-
ate program on Market and Social Systems En-
gineering (MKSE) http://www.mkse.upenn.edu, 
as an interdisciplinary effort focused on topics 
at the burgeoning intersection of systems engi-
neering, operations research, game theory and 
mechanism design, algorithmic aspects of eco-
nomics and sociology, and many related areas. 
The program is designed to embrace the emerg-
ing scientific and engineering principles under-
lying phenomena as diverse as network science, 
social networking, web search and its monetiza-
tion, electronic commerce, modern financial net-
works, and many others.

The University seeks individuals with excep-
tional promise for, or proven record of, research 
achievement who will excel in teaching under-
graduate and graduate courses and take a posi-
tion of international leadership in defining their 
field of study. Leadership in cross-disciplinary 
collaborations is of particular interest.

http://www.eecs.umich.edu/eecs/jobs/csejobs.html
http://www.mkse.upenn.edu
http://www.ese.upenn.edu/opps/
http://www.ese.upenn.edu/opps/
http://www.math.usf.edu/about/employ/
mailto:akumar@valdosta.edu
http://www.valdosta.edu/academic/documents/Faculty_App2010.pdf
http://jobs.vt.edu
http://yorku.ca/acadjobs
http://www.eecs.umich.edu/eecs/jobs/csejobs.html
http://www.math.usf.edu/about/employ/
http://www.excelinse.wsu.edu/
http://www.valdosta.edu/academic/documents/Faculty_App2010.pdf
http://yorku.ca/acadjobs
http://www.vancouver.wsu.edu/encs
http://www.vancouver.wsu.edu/encs


120    commuNicatioNs of the acm    |   NoveMBeR 2011  |   vol.  54  |   No.  11

last�byte

Puzzled 
Distances Between 
Points on the Plane  
Welcome to three new puzzles. Solutions to the first two will be 
published next month; the third is as yet (famously) unsolved. 

DOI:10.1145/2018396.2018422  Peter Winkler

The theme is distances between 
points on the plane. You might 
want a ruler and a large blank 
sheet of paper first… 

1. It seems that in 1539, 
when Friar Marcos de 

Niza reported he had seen the 
fabled Seven Cities of Gold (in 
what is today New Mexico) he 
wasn’t believed. According to 
my sources, he claimed the 
cities were located in such a 
way that among any three of 
them, at least two were exactly 

10 leagues apart. Spanish 
officials claimed no such 
layout was possible on a flat 
surface. Were they right?  

2. In more modern times, 
we would like to place 

nine equally strong Frisbee 
throwers in a field in such a 
way that no two of them are 
more than 100 yards apart, 
but as many pairs as possible 
are exactly that distance. How 
would you place them? Can you 
prove you can’t do better? 

3. You can use your 
solution to the first 

puzzle to show it will take at 
least four colors to paint the 
plane in such a way that no 
two points at unit distance get 
the same color. On the other 
hand, if you tile the plane with 
regular hexagons of the right 
size and paint them with seven 
colors in such a way that each 
hexagonal cell is surrounded 
by six cells of the other six 
colors, then you will have a way 
to paint the plane with seven 
colors such that no two points 
at unit distance get the same 
color (see the figure here). 

So, four colors are necessary, 
and seven sufficient, to color 
the plane in such a way that 
no two points at distance 1 
are the same color. What’s the 
right number? (To learn much 
more about this problem, read 
The Mathematical Coloring 
Book by Alexander Soifer, 
Springer, 2009.)

Meanwhile, all readers are encouraged to  
submit prospective puzzles for future columns  
to puzzled@cacm.acm.org.  

Peter Winkler (puzzled@cacm.acm.org) is 
william morrill Professor of mathematics and Computer 
science at dartmouth College, hanover, nh.

seven-coloring of the plane. if the hexagons’ sides are of length a bit less than 1/2, no two 
points at distance 1 will have the same color.

mailto:puzzled@cacm.acm.org
mailto:puzzled@cacm.acm.org
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You are SIGGRAPH 2012.

Help us build on the long SIGGRAPH tradition of excellence. Submit
your art, video, papers, proposals, and projects to SIGGRAPH 2012.
If your work is selected, you will help define the next generation of 
computer graphics and interactive techniques.
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